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1 Introduction

3GPP meetings have come to rely heavily on an IT environment which provides Wireless Local Area Network (i.e. WiFi) technology to access a local intranet used for distribution of documents and other information and, in some meetings, facilitate real time communications between delegates during the meeting (i.e. chat). In addition, delegates attending 3GPP meetings are keen to have access to the Internet to communicate and coordinate with colleagues not present at the meeting. Finally, delegates are very appreciative to have access to the Web during the meeting to access a variety of sites for other necessary activities.

While it is generally recognized that a consistent and reliable IT environment is essential to a productive meeting, there have been significant issues at many meetings which have adversely affected the IT environment. These issues have ranged from an inhospitable RF environment in the meeting room to limited or no access to the Internet and many issues in between. Even given the 3GPP philosophy of providing IT on a low budget, there is room for improvement.  While it is desirable to keep costs low, it is also important to ensure an adequate IT environment.  This report recommends changes to the provisioning, deployment, and support of the WiFi network and the IP infrastructure to improve the quality of the IT environment at 3GPP meetings.  In particular, this report will address the three following aspects of the IT infrastructure:

1.       WiFi access (WiFi radio issues)

2.    Access to the local servers (from the meeting venue)
3.       Access to the Internet (from the meeting venue)
This means that WiFi issues are dealt with under (1), internal network issues are dealt with under (2) and external network issues are dealt with under (3).  

Note: Improved meeting tools (document allocation, voting tools, etc. are not considered in this report).
2 Developments and Trends Since 3GPP Started

2.1 Increased use of Internet applications

When 3GPP started, the first few meetings were still paper based.  Even a year later it was rare for delegates to have email clients and those who had them could only access email in the evenings using dial-up modems.  Most of the communications with the home company were via telephone calls.  In today’s world such limits are unrealistic.  The core business of 3GPP requires delegates in the meeting to be able to communicate, in near real time, with their companies, and without missing part of the meeting to make a phone call.  In addition companies require the ability to review documents discussed in the meeting.  This makes email an essential tool.

At the same time, the costs of communications are under more and more scrutiny by 3GPP member companies.  This motivates delegates to rely more heavily on Internet connectivity for near real time or even real time communications with their home company, including email, chat, and VoIP.

In addition to being used toward the home company, chat service provided locally or by the Internet is used routinely in many meetings to have a parallel communications link between people in the meeting to communicate without leaving the meeting.  This can help to explain the background of many issues under discussion and avoids delaying the meeting. 3GPP has tried to accommodate such tools subject to corporate laptop policies.

There are other tools in use by delegates for work related business or teambuilding or other purposes, including:

· Chat programs

· Social networks

· Flash and HTML5 websites

· Audio and video streaming

· VoIP

2.2 Increased numbers of devices at the meeting

In the early years of 3GPP, many delegates came to the meeting with standalone computers for note taking and collecting documents without the need for internet.  Now it is every delegate who needs access to the IT environment. As phones become smarter and computing equipment becomes cheaper, many delegates are bringing two or more networked devices into the meeting IT environment.  This means that the number of connections to the server and/or the Internet is significantly larger than the delegate count.

2.3 Increased numbers of WiFi Access Points

Meeting venues have embraced WiFi technology for both public and private use. Accordingly, many venues have a multiplicity of Access Points in a variety of deployment scenarios. In addition, it is not uncommon for others to have both temporary and permanent Access Points at or near the meeting venue. This creates a very challenging interference environment in the 2.1 GHz ISM spectrum commonly used for WiFi which can significantly limit the bandwidth available to delegates.

3 Requirements on the IT environment

3GPP’s effectiveness is due in part to the empowerment of the delegates.  This allows binding decisions to be taken by delegates during the meeting.  However, as the complexity of the standards increase, it is harder and harder for a delegate to function without support from their company.  The IT requirements should enhance the decision making of physically present delegates and not detract from this capability.

1. Communication in near real time between delegates and home base is a "must have"

2. Allowing the outside world to get near realtime access documents to support their delegates is a "nice to have"

3. Allowing the outside to participate in real time at the meeting is not desirable as physical presence is encouraged.

The evolution path of the IT environment is shown below:

	Stage of IT evolution
	IT meeting environment
	IT requirements

	1. Old meeting IT environment
	Local IT environment
	FTP and HTTP towards a local server

	2. Current expected meeting environment
	Local IT environment supplemented by robust Internet access
	As above, plus full internet access

	3. Near term evolution of the IT environment
	Local IT environment supplemented by robust Internet access + synchronization
	As above, plus near real time synchronization with the ETSI 3GPP servers.

	4. Longer term evolution of the IT environment
	Remotely hosted IT environment
	No local server, but Internet access is high throughput and absolutely reliable


Table 3‑1 – Evolution of the 3GPP IT meeting environment

This report addresses the requirements for stages 2 and 3 of the IT environment.  The timing and requirements for step 4 is for further study.

3.1 Things that must function in a meeting

The IT environment must ideally provide full access for the following types of applications/services:”

· eMail

· VPN

· Web access to the internet

· ftp access to the internet

· Local web access to the local server

· Local ftp access to the local server

· Skype chat (the most commonly used chat tool in meetings)

Note that being on the must list does not imply that the host guarantee that this functionality is available, only that no actions are taken to block such functionality, and a good faith effort is made to provide this functionality.  For any specific user, client capabilities or company policies (for company computers) may prevent a service from working.

3.2 Things that will be mandatory for the near time evolution of the IT environment

· External access to meeting documentation via synchronization towards the remote 3GPP servers

3.3 Things that are desirable in a meeting

The IT environment is encouraged to cater for the following types of applications/services:”

· VoIP

· Other chat programs

3.4 Network Configurations

Depending on the RF and Internet environments at the meeting venue several network configurations are possible. In the most common (and desirable) configuration the MCC supplies the WiFi network by placing 802.11a, b/g, n Access Points in the meeting rooms which are cabled back to a MCC supplied Windows server either by the MCC or the venue. The MCC server(s) provides the local document database, FTP, DHCP functionality within a 10.10.10.xx subnet and gateway (NAT) functionality to wired Internet connection provided by the venue.

3.4.1 Wireless Internet with No Wired Internet

If the venue is unable to provide an adequate wired Internet connection but can provide WiFi Internet access in the meeting room, the MCC supplied subnet is usually operated independently with the server gateway functionality disabled. Delegates must switch between the MCC and venue WiFi networks for access to the MCC server and Internet respectively. This is less than desirable because it is inconvenient and because of the possibility of interference between the MCC and venue WiFi networks limiting the QOS on each other.

3.4.2 Wired Internet with No/Compromised Wireless Internet

On occasion a venue may have such an extensive WiFi network (or other WiFi networks present) that the MCC Access Points experience interference issues. In this case the MCC server can be connected directly to the venue’s subnet if a wired connection is available. However, this requires disabling of the DHCP as well as gateway functionality and monitoring of, and communicating to the meeting, the IP address of the MCC server for local FTP access. This is also less than desirable unless the venue’s subnet can support a 10.10.10.xx address domain thus making their subnet transparent to 3GPP.

3.4.3 No Local MCC Intranet or Server

In the event that the venue’s IT environment cannot support the MCC Access Points or server but can provide adequate WiFi access to the Internet, the meeting can use the ETSI FTP server located in Sophia Antipolis. This mode of course will require significant bandwidth to support, at meeting startup when many delegates sync meeting documents, and at the end of the meeting when document revisions are appearing rapidly. If the bandwidth is available, this is a viable option. In addition a high availability of the Internet links to the outside world and particularly the Sophia Antipolis servers is required as this is now the only conduit for operation of the meeting.  In this mode, potential fallback for document distribution should be considered such as the use of USB sticks or temporarily setting up a hotspot, due to the lack of control that the meeting has over the external environment.

4 Recommendations

4.1 Recommendations for the MCC

One of the side jobs of the MCC is to ensure that the IT environment is ready at the meeting.  This is usually done in conjunction with the staff of the meeting venue and the hosting organization. 

Recommendation MCC-1: MCC to provide local IT support (e.g., an expert dedicated to IT setup and troubleshooting) for those meetings with >= 100 delegates.

Recommendation MCC-2: MCC to take proven IT kit to meeting venue unless it can be verified that the hotel’s IT environment has been successfully used for equivalent meetings in the past. 
Recommendation MCC-3: MCC to develop a terms and conditions page that is presented to the user on initial http attachment to the local 3GPP server.  Access to the local 3GPP server shall not be allowed from that MAC address until the user has agreed to the terms and conditions stated on the page.  Additional requirements on the terms and conditions

· The terms and conditions shall state the need to not use the provided internet for illegal activities or any form of copyright infringement.  This includes complying with any local laws.

· The terms and conditions shall emphasize that the network is a shared resource and that users shall refrain from non work related activities that consume excessive bandwidth or are harmful to the IT environment

· The terms and conditions page shall require the user to enter their name and company and shall inform the user that this information (as well as the user’s MAC and local IP address) are being recorded

· The user (as designated by a MAC address) should have to agree to the terms and conditions only once per meeting.

This terms and conditions page shall be used for all 3GPP meetings where 3GPP provides a local server.

NOTE: Final wording of the terms and conditions are subject to review by the hosts to ensure any liability concerns are addressed.
Recommendation MCC-4: IT environment during the meeting is critical success factor of the project. Therefore the follow-up on the IT quality should be considered part of the 3GPP project management.  As part of this, MCC should include information on IT quality for presentation at the TSG plenaries and the PCG.

Recommendation MCC-5 : MCC to collect IT satisfaction statistics that can be used to assess delegate issues with the IT environment as well as key parameter’s of the host’s network setup (e.g. Internet capacity).  Ideally, the collection mechanism should be granular enough to give insight into the types of problems being experienced, not just whether the experience was good or bad.
Recommendation MCC-6: MCC should implement a process of continuous improvement for the IT infrastructure and configuration.  Initial improvements to consider include: 

1. For meetings of >30 delegates the MCC should use a separate (from the document database) server for Internet access and routing functions (e.g. NAT, DNS caching, etc.),
2. Consider using a separate SSID for 802.11a to make it easier for delegates to attach to 802.11a,

3. Consider migrating the APs to dual band 802.11n when the kit needs to be upgraded,

4. Invest in tools and training as appropriate, to support the quality and evolution of the IT environment.
5.   Consider possible alternatives to using Windows laptops as meeting servers to provide DHCP, Internet access and routing, and document storage and retrieval.
Recommendation MCC-7 : To reflect the critical nature of IT during meeting for the project mention it explicitly in working procedures (e.g. in and around articles on meeting or in Annex F)

4.2 Recommendations for the meeting hosts

IT is a key part of the meeting environment.  The host is expected to include in the contract sufficient IT capability to meet the meeting requirements.  Suggested minimum requirements are stated below. 

In order to ensure an acceptable IT environment, meeting hosts are strongly encouraged to consult with the MCC IT experts (ideally before the venue is contracted) to assess the IT environment at the venue. Also, the host should obtain an IT expert contact at the venue for MCC to discuss specific technical issues if they arise. If significant deficiencies in the venue’s IT environment/services are detected and the host is unable to reconcile them the host is expected to communicate these deficiencies to the meeting leadership prior to contracting the venue. 

Recommendation Host-1:  2009-2011 host experience suggests that 50Kb/sec per delegate suffice for satisfactory Internet experience irrespective of meeting size. Hosts are expected to dimension at least 50Kb/sec per delegate or warn the chairs if a lesser rate is dimensioned.
Recommendation Host-2:  It is becoming common for delegates to bring multiple IP capable devices to the host.  Hosts should be prepared to allocate and service more local IP addresses than delegates.  It is recommended that hosts be prepared for at least 1.5 * number of meeting delegates.
Recommendation Host-3: Hosts to consult with MCC in the meeting/venue planning and selection process with regard to the ability to meet or not meet the stated IT requirements in Recommendation Host 1 and the ability to support the capability is in Section 3.1 through 3.4 as well as defining the deployment scenario anticipated as outlined in Section 3.4.  
4.3 Recommendations for the end users

The IT environment is a shared resource.  The current 3GPP approach is not to use network management tools to police user behaviour.  This means that voluntary adherence to fair usage principles is expected.  Furthermore, the user shall not engage in any illegal activities (since the host could be liable for those actions)
Recommendation User-1: Network Usage Conditions (Annex B) – Shall be published on the web page

Recommendation User-2: Network Usage Conditions (Annex B) – Shall be referred to by the chairs at the start of each meeting

Recommendation User-3: It is reinforced that the chair is empowered to ask delegates to desist from activities or disable certain IT capabilities to ensure that required network functionality is preserved.

5 Conclusions

The ways of working in 3GPP are evolving and the IT environment must evolve to keep up with it.  Having a robust internet is now more important to many delegates than the cookies and coffee at breaks.  

Section 2 of this report describes the desired evolution of the IT network.  We are now at the point where quality internet and wifi are required to do business and be effective in the meeting, not merely a “nice to have” or that what we are willing to live with.
Section 3 describes the current meeting expectations with regards to the IT environment and what we expect to see in the near future.

Section 4 gives recommendations on ways to improve the IT environment.  Having a successful environment requires the participation of the MCC, the meeting hosts, and the users.  Recommendations are made to all those parties.

The IT improvements task force recommends that these recommendations be adopted within 3GPP.
Annex A – Problems detected during the meeting

This list is intended to document various problems found during 3GPP meetings.  The issues are not necessarily exclusive.  

Issues experienced from the user’s perspective (Possible problem area):

1)      Inability to connect to email (WiFi/Internet)

2)      DNS not functioning (WiFi/Server/Router/Local Network)

3)      Inability to connect to internet-based websites (WiFi/Internet)

4)      Inability to connect to VPN (WiFi/Local Network/Internet)

5)      Inability to obtain an IP address (WiFi/Router/Local Network)

6)      Inability to connect to local server using http (WiFi/Local Network/Server)

7)      Inability to connect to local server using ftp (WiFi/Local Network/Server)

8) Low bandwidth (e.g. simple email sync takes hours, websites time out) (WiFi/Internet)

9) Devices set into peer-to-peer broadcast mode (WiFi)

Possible root causes

1)      Wireless infrastructure (APs) of the hotel not able to cope with the load 3GPP meetings are generating. Possible reasons for this: low quality AP, mis-configured AP (channels, etc...), Lack of 5GHz radio ...

...

2)      Configuration of the hotel WiFi interferes with the configuration of the MCC meeting WiFi.

3)      Broadband connection is shared with the rest of the hotel, and possible other bigger conferences concurrently hosted by the hotel. I.e. the contracted broadband bandwidth is not guaranteed.

4)      Meeting rooms being too far apart inhibiting optimal placement of WiFi APs.

5)     Insufficient number of available channels remaining for the MCC WiFi (i.e. too many channels taken up by overlapping WiFi networks). 

6) Use of the local hotel infrastructure (routers and cabling) can result in poor packet routing or packet loops, or congestion when multiple sources (3GPP meetings + other meetings or hotel rooms) are concentrated together.

7)
Misconfigured DNS settings locally or in the ISP

Annex B – Network Usage Conditions

NOTE: Final wording of the Network Usage Conditions are subject to review by the hosts to ensure any liability concerns are addressed.
By using the 3GPP network, users agree to two basic conditions:

1. Users shall not use the network to engage in illegal activities.  This includes activities such as copyright violation, hacking, espionage or any other activity that may be prohibited by local laws.

2. Users shall not engage in non-work related activities that are consume excessive bandwidth or cause significant degradation of the performance of the network.
Since the network is a shared resource, users should exercise some basic etiquette when using the 3GPP network at a meeting.  It is understood that high bandwidth applications such as downloading large files or video streaming might be required for business purposes, but delegates should be strongly discouraged in performing these activities for personal use. Downloading a movie or doing something in an interactive environment for personal use essentially wastes bandwidth that others need to make the meeting effective.  The meeting chairman should remind end users that the network is a cooperative environment; the more one user grabs, the less there is for another.  Email and its attachments already take up significant bandwidth (e.g., certain email programs are not very bandwidth efficient).  In case of need the chair can ask the delegates to restrict IT usage to things that are essential for the meeting itself.

1. DON’T place your WiFi device in ad-hoc mode
2. DON’T set up a personal hotspot in the meeting room
3. DO try 802.11a if your WiFi device supports it

4. DON’T manually allocate an IP address
5. DON’T be a bandwidth hog by streaming video, playing online games, or downloading huge files

6. DON’T use packet probing software which clogs the local network (e.g., packet sniffers or port scanners)
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