DRAFT Management Agreement for the distribution and licensing of the EEA3/EIA3 ALGORITHM.

This agreement is entered into by and between:
CCSA, 

The China Communications Standards Association, 

52# Hua Yuan Bei Road, Haidan District, Beijing, P.R. China 100191 (hereinafter called “CCSA”).

ETSI, 

The European Telecommunications Standards Institute, 

650 Route des Lucioles, 06921 Sophia Antipolis Cedex, France (hereinafter called “ETSI”).

GSM Association,

The GSM Association, , 5 New Street Square, New Fetter Lane, London, EC4A 3BF, United Kingdom  hereinafter called “the GSM Association”
Hereinafter collectively referred as the “Parties”
Whereas

( 
The Parties have entered into an agreement, the Third Generation Partnership Agreement
, for the co-operation in the production of globally applicable Technical Specifications for 3rd Generation Mobile Systems based on evolved GSM core networks and the radio access technologies supported by the 3GPP Partners;

( 
Under the Third Generation Partnership Agreement, CCSA has the status of Organizational Partner and has ownership of the 3GPP Technical Specifications and Technical Reports;

Under the Third Generation Partnership Agreement, ETSI has the status of Organizational Partner and has ownership of the 3GPP Technical Specifications and Technical Reports;

( 
Under the Third Generation Partnership Agreement, the GSM Association has the status of Market Representation Partner and does not have ownership of the 3GPP Technical Specifications and Technical Reports;

(
The 3GPP TSG Services and System Aspects has approved the following documents: 

-
TS 35.221 
Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 1: EEA3 and EIA3 specifications

-
TS 35.222 
Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 2: ZUC specification
-
TS 35.223 
Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 3: Implementors' test data

-
TR 35.924 
Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 4: Design and Evaluation Report
(
By decision OP27#XX the Organizational Partners of the Third Generation Partnership Project, have agreed that the Organizational Partner CCSA, the Organizational Partner ETSI and the Market Representation Partner GSM Association should be entitled to have the custodianship and distribution rights for the EEA3/EIA3 Algorithm. 

(
The Parties are the signatories of the present agreement.

(
The EEA3/EIA3 Algorithms are based on the 3GPP ciphering algorithm (ZUC), for which Data Assurance and Communication Security Research Center (DACAS) holds essential patents. For the purposes of implementing the EEA3/EIA3 Algorithm, DACAS has agreed to grant licenses on a royalty free basis.
NOW IT IS HEREBY AGREED as follows
The purpose of the present agreement is to specify the rules for the ownership and management of the joint custody, licensing and distribution of the EEA3/EIA3 Algorithm.

1. Ownership.

The Organizational Partners jointly own the copyright on the EEA3/EIA3 Algorithm. All the Parties shall be obliged to take all the reasonable actions, which are necessary to ensure the maintenance of the copyright of the EEA3/EIA3 Algorithm throughout the world. 

The Parties shall have the right to have their name and logo displayed on all forms of the EEA3/EIA3 Algorithm and on all associated documentation.

2. Publication.

Each party may publish the EEA3/EIA3 Algorithm on the web unless prohibited by law.

3. Distribution.

Each Party, as custodian and distributor, shall have the right to hold, copy, and distribute the EEA3/EIA3 Algorithm pursuant to the terms of the present agreement and shall make available the Restricted Usage Undertaking setting the qualifications and conditions for the use of the EEA3/EIA3 Algorithm in Annex 1.

Each Party shall be free to establish and charge an administration fee, as that Party may determine to be appropriate.

Export of the EEA3/EIA3 Algorithm may be subject to the control of governmental authorities or other national bodies. The Parties shall take such measures to comply with the national export control regulations for cryptographic algorithms and to obtain, as possible, the necessary governmental licenses in order to export the EEA3/EIA3 Algorithm worldwide.

Either Party shall not hold each other liable or be required to indemnify each other for any loss or damage (including consequential and non consequential) incurred which may be attributed to delays incurred in the receipt of export authorization or due to a failure of a government authority or other national body to grant an export license for any other reason outside the control of the Parties.

4. Licensing.

Each Party shall request that every bona fide implementer/user of the EEA3/EIA3 Algorithm signs the restricted usage undertaking specified in Annex 1.

The Parties shall undertake to provide on request to each other every 6 months a list of all Recipients who have licensed the EEA3/EIA3 Algorithm.
5. Approval Criteria.

The Approval Criteria are set and maintained by the Parties. Each Party may recommend changes to these criteria, which changes must be jointly agreed in writing by the other Parties.

In order for an organization to be considered as an Approved Recipient it must satisfy at least one of criteria listed below. Each Party will determine, in its best good faith judgment, whether an organization requesting the EEA3/EIA3 Algorithm qualifies as an Approved Recipient.

a) The organization is a manufacturer who produces or is competent to produce equipment conforming to EEA3/EIA3 Technical Specifications, or standards based on them, for use by telecommunications operators authorized according to National regulations, and licensed to employ networks based on EEA3/EIA3 Technical Specifications where the EEA3/EIA3 Algorithm are incorporated in the equipment.

b) The organization is a manufacturer who produces or is competent to produce components for equipment conforming to EEA3/EIA3 Technical Specifications, or standards based on them, for use by telecommunications operators authorized according to National regulations, and licensed to employ networks based on EEA3/EIA3 Technical Specifications where at least one of the components incorporates the EEA3/EIA3 Algorithm.

c) The organization is a manufacturer who produces or is competent to produce system simulators for approval testing of systems based on EEA3/EIA3 Technical Specifications, or standards based on them, where the system simulators include the EEA3/EIA3 Algorithm.

d) The organization is a telecommunications operator authorized according to National regulations, and licensed to employ a network based on EEA3/EIA3 Technical Specifications, or standards based on them.

e) The organization does not comply with the above criteria but, in the best good faith judgment of the distributing EEA3/EIA3 Algorithm custodian, the organization adequately represents that it does or may have a legitimate commercial interest in using the EEA3/EIA3 Algorithm. 

In the event a Party determines, in its best good faith judgment, that an organization does not qualify under the Approval Criteria, the Party shall so advise the organization, stating the reasons for its decision and disclosing to the organization the other Party whom the organization may contact to obtain the EEA3/EIA3 Algorithm.
6. General provisions 

6.1
If any provision of this agreement is held by a competent authority to be invalid or unenforceable in whole or in part the validity of the other provisions of this agreement and the remainder of the provision in question shall not be affected thereby.

6.2
The Parties undertake not to assign their rights and obligations to third parties under the present contract unless it is mutually agreed in writing by all the Parties to this agreement. This agreement embodies the entire agreement and understanding between the Parties hereto.

6.3
 The Parties undertake to communicate amongst themselves to advise the 3GPP PCG of any problems arising with the Approval Criteria.

6.4
Each party undertakes to communicate any improvements, upgrades or modifications (hereinafter called “Changes”) which it identifies as being necessary or desirable and it shall seek the prior written approval of the other Party for such Changes to be carried out. Once Changes have been approved and an agreement reached on the funding, TSG-SA or its successor shall be contacted and requested to carry out the Changes. Once the Changes to the EEA3/EIA3 Algorithm have been carried out, the Parties shall take the necessary steps to seek to obtain, if required, any governmental export licences for the export of the changed EEA3/EIA3 Algorithm. 

6.5
Each party shall be obliged to take all reasonable steps, which are necessary to ensure the maintenance of the copyright of the EEA3/EIA3 Algorithm and associated documentation and to protect this documentation against theft, damage, loss or unauthorised access.

6.6
In case of disputes in connection with this agreement that cannot be settled amicably, such disputes shall be finally settled under the Rules of the International Chamber of Commerce (Paris), by one or more arbitrator appointed under the said Rules. The place of arbitration shall be Paris, France and the proceedings shall be conducted in the English language. The award shall be final and binding and the Parties hereby waive all means of recourse to the courts of any country.
6.7
The Appendix shall be considered as an integral part of this agreement.
7. Appointment.

The EEA3/EIA3 Algorithm Custodians contact persons are:

CCSA Secretariat,

Mr. Zhao Shizhuo


Project Manager

International Standardization Department, CCSA

CCSA


52# Hua Yuan Bei Road

Haidan District

Beijing,

P.R. China 100191
Tel：86-10-62302645

Fax：86-10-62301849

Email：zhaosz@ccsa.org.cn
ETSI Secretariat,

Dr. Michael Sharpe

Vice President, ETSI Standardization Projects

ETSI


650 Route des Lucioles,


F‑06921 Sophia Antipolis Cedex


France


Tel +33 4 92 94 43 02

Fax +33 4 92 38 49 02

E-mail: michael.sharpe@etsi.org
GSM Association


Mr. James Moran


Director, Fraud and Security


GSM Association


5 New Street Square

New Fetter Lane

London

EC4A 3BF

UK

Tel +353 86 8565124

E-mail: jmoran@gsm.org

All requests for the EEA3/EIA3 Algorithm documentation should be addressed to one of the above-mentioned contact person.

	CCSA

Mr. Yang Zemin 

Secretary General 



	ETSI

Mr. Luis Jorge Romero Saro 
Director General 



	GSM Association 

Mrs. Anne Bouverot
Chief Executive Officer




APPENDIX 1

RESTRICTED USAGE UNDERTAKING
relating to the EEA3/EIA3 Algorithm.


Between

(COMPANY NAME)

.....................................................................................................................

(COMPANY ADDRESS)    
.....................................................................................................................





.....................................................................................................................





.....................................................................................................................





.....................................................................................................................

hereinafter called: the BENEFICIARY;


and 
CCSA, The China Communications Standards Association, 52# Hua Yuan Bei Road, Haidan District, Beijing, P.R. China 100191 (hereinafter called “CCSA”).
or

ETSI, the European Telecommunications Standards Institute, 650 Route des Lucioles, 06921 Sophia Antipolis Cedex, France (hereinafter called “ETSI”). 

or

GSM Association, 5 New Street Square, New Fetter Lane, London, EC4A 3BF, United Kingdom hereinafter called “the GSM Association”

hereinafter called: the CUSTODIAN.

Whereas:

For the purpose of this agreement the Algorithm shall mean the following documents:
-
TS 35.221 
Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 1: EEA3 and EIA3 specifications

-
TS 35.222 
Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 2: ZUC specification
-
TS 35.223 
Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 3: Implementors' test data

-
TR 35.924 
Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 4: Design and Evaluation Report
ETSI and the GSM Association have signed a Management Agreement for the distribution and the licensing of the EEA3/EIA3 Algorithm,

The BENEFICIARY has demonstrated (supported by additional information provided), that he fulfils at least one of the criteria in Section 1 below.

1. Approval Criteria:
a) The BENEFICIARY is a manufacturer who produces or is competent to produce equipment conforming to 3GPP Technical Specifications, or standards based on them, for use by telecommunications operators authorized according to National regulations, and licensed to employ networks based on 3GPP Technical Specifications where the EEA3/EIA3 Algorithm is incorporated in the equipment.

b) The BENEFICIARY is a manufacturer who produces or is competent to produce components for equipment conforming to 3GPP Technical Specifications, or standards based on them, for use by telecommunications operators authorized according to National regulations, and licensed to employ networks based on 3GPP Technical Specifications where at least one of the components incorporates the EEA3/EIA3 Algorithm.

c) The BENEFICIARY is a manufacturer who produces or is competent to produce system simulators for approval testing of systems based on 3GPP Technical Specifications, or standards based on them, where the system simulators include the EEA3/EIA3 Algorithm.

d) The BENEFICIARY is a telecommunications operator authorized according to National regulations, and licensed to employ a network based on 3GPP Technical Specifications, or standards based on them.

e)
The BENEFICIARY does not comply with the above criteria but adequately represents that it does or may have a legitimate commercial interest in using the EEA3/EIA3 Algorithm.
2. The CUSTODIAN undertakes to give to the BENEFICIARY:


non-exclusive, licence to use or deal with copies of the EEA3/EIA3 Algorithm , in accordance with the conditions prescribed in this agreement.

3. The BENEFICIARY undertakes:

(a)
To use the EEA3/EIA3 Algorithm exclusively for the provision of 3GPP Algorithms components, systems or services to public telecommunications networks based on the 3GPP Platform thus refraining from making any other use of the 3GPP Algorithms or information in the 3GPP Algorithms. This provision shall be applicable specifically to BENEFICIARIES that fulfill Approval Criteria in Section 1 paragraph (a), (b) and (c).

(b)
To use the EEA3/EIA3 Algorithm exclusively for the operation of public telecommunications networks based on the 3GPP Platform. This provision shall be applicable specifically to BENEFICIARIES that fulfill Approval Criteria in Section 1 paragraph (d).

(c)
To use the EEA3/EIA3 Algorithm exclusively for the purpose as prescribed to it by the CUSTODIAN. This provision shall be applicable specifically to BENEFICIARIES that fulfill Approval Criteria in Section 1 paragraph (e). 

(d)
To design equipment to the best of the BENEFICIARY’s ability, in a manner that ensures that it cannot be used for any purpose other than to provide the EEA3/EIA3 Algorithm services (as defined in the relevant 3GPP Technical Specifications, present and future) for which it is intended. This provision shall be applicable specifically to BENEFICIARIES that fulfil Approval Criteria in Section 1 paragraph (a), (b), (c), and (e).

 (e)
Not to register, or attempt to register, any IPR (patents or the like rights) relating to the EEA3/EIA3 Algorithm.

(f) To seek licenses under any patents which are essential to use the EEA3/EIA3 Algorithm. (i.e. DACAS).

(g) To pay to the custodian the requested administrative fee (if any).

4. Liability and Indemnity 

4.1
The CUSTODIAN shall not be held liable for any loss or damage suffered by the BENEFICIARY (directly or indirectly) incurred as a result of access to or use of the EEA3/EIA3 Algorithm.

4.2
The BENEFICIARY shall be liable for and will indemnify the CUSTODIAN (together with its officers, servants and agents) against any and all liability, loss, damages, costs, legal costs, professional and other expenses of any nature whatsoever incurred or suffered by the CUSTODIAN, whether direct or consequential (including without limitation, economic loss or other loss of profits, business or goodwill) arising out of any dispute or contractual, tortious or other claims or proceedings brought against the BENEFICIARY by a third party claiming relief against the CUSTODIAN by reason of the use by the BENEFICIARY of the EEA3/EIA3 Algorithm.

All disputes which derive from the present undertaking or its interpretation shall be settled by the Court of Justice situated in Grasse (Alpes-Maritimes) in accordance with the procedures of this Court and with the application of French Law regarding questions of interpretation. 

[Note: This paragraph is to change according to the custodian]

The present restricted usage undertaking is made in two originals, one of which is for the CUSTODIAN, the other one for the BENEFICIARY and is valid only when signed by both parties1.


	
	For the BENEFICIARY

	(Name, Title)

(Date)
	(Name, Title)

(Date)


� Dated 4 December 1998.


1 The representative of the BENEFICIARY should be a director or senior executive and should be authorized to enter into an agreement of a legally binding nature on behalf of the BENEFICIARY.





