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RAN2 thanks SA3 on security parameter in paging request message (R2-2505064/ S3-252392).
RAN2 would like to ask SA3 the following question:
Question: Whether the 128 bits security parameter has to be included in every paging message? 

From RAN2 point of view, while it is feasible to contain include 128 bits security parameter in A-IoT paging message from signaling perspective, RAN2 has following concerns and downsides with making the 128 bits mandatory for every paging message:	Comment by Apple - Zhibin Wu: “concern” is eniugh, there is no need to say “downside”	Comment by Rapp_CMCC Ningyu1: “concerns and downsides” is copied from the agreements. Fine to only keep “concerns”.
· Deployment: secure indoor deployments, where it may not be needed to always keep re-authenticating a specific known device in every single-device CFA paging message if it has just already completed the authentication.	Comment by Ericsson-Min: The reader cannot know whether a specific device has completed the authentication, if that the device has not replied to the inventory request yet, therefore, this argument is not fully valid.

Suggest remove deployment. It is sufficient to just mention coverage and overhead.	Comment by Rapp_CMCC Ningyu1: If you check the agreements, the agreements captured “deployments where it may not be always needed” as one of the concerns. It is not from the reader point of view. It is from the deployment requirement and system point of view.	Comment by Apple - Zhibin Wu: I think this concern is only applicalbe to single-device paging case,  so we need to add “single-device CFA” ahead of “Paging message”.
	Comment by Rapp_CMCC Ningyu1: OK
· Overhead: high overhead to transmit 128 bit RANDAIOT_n in A-IoT paging message and to transmit 128 bit RANDAIOT_d and 32bit RESAIOT in D2R message. And iIt should be noted there is no segmentation in R2D message. 	Comment by Nokia (Jakob): We understand that the 32 bit RES_AIoT is only if privacy is also enabled and the full ID is the temporary ID i.e. this is not defaulty enabled simply due to authentication
I am not sure we should mention this unless we want to confuse SA3	Comment by Rapp_CMCC Ningyu1: In chapter 5.2.2 TS 33.369, it seems after receiving Paging message with 128bits  RAND_n included, UE should reply with RAND_d and RES_aiot. Both of RAND_d and RES_aiot are necessary for AIOTF to perform Authentication.
Please correct me if I am wrong.	Comment by Futurewei (Yunsong): Our understanding is that the RES is required for authenticating the device.	Comment by Nokia (Jakob): Now we are not sure =)
Our understanding from section 5.4.1 in 33.369 stating that 
“When privacy protection is not used during the inventory procedure, the AIoT device includes its AIoT device permanent identifier as a device identification information in the procedure specified in clause 5.2.2.”
Intended to have the RES_AIoT to be the permanent ID if no privacy or temporary ID if privacy is enabled.
Anyway, the overhead is large and we can accept the original text
· Complexity and time consuming: complexity and time consuming for devices to perform authentication calculations.  
· Power consumption: power consumption overhead with authentication.	Comment by Ericsson-Min: Device will always consume power for conducing procedures. We may consider to remove ”power consumption”	Comment by Rapp_CMCC Ningyu1: The agreement already captured “power consumption overhead with authentication (time consuming, etc)” as one of the concerns.
Let’s stick to the agreements. 
The additional power consumption is caused by authentication.	Comment by Futurewei (Yunsong): Deriving cryptographic keys is known to be power-consuming. However, in NR, such computation is not performed all the time, therefore, less concerned for NR UEs. For AIoT devices, if they are mandatory to perform such computation for every AIoT service transaction, then energy concern may be a valid concern.
· Time consuming: time consuming for devices to perform authentication calculations
· Coverage reduction: coverage reduction due to larger payload size of the A-IoT paging message and D2R message.	Comment by Nokia (Jakob): We understand that the coverage issue in this case is also for D2R, as we need to include the 128 bit RAND_AIOT	Comment by Martino Freda: I would also remove this part	Comment by Rapp_CMCC Ningyu1: OK. D2R is added.

RAN2 would like to clarify that RAN2 has defined different types of paging messages:
· Paging for one, multiple or all devices: A-IoT paging allows the A-IoT reader to trigger one, multiple or all A-IoT device(s) to perform A-IoT CBRA (Contention Based Random Access) or A-IoT CFA (Contention Free Access). The A-IoT paging message may include zero or one paging identifier, i.e., AIoT Device Permanent Identifier or Filtering Information as specified in TS 23.369. If a paging identifier is included, the A-IoT paging message may be addressed to a single A-IoT device or a group of A-IoT devices. If no paging identifier is included, the A-IoT paging message is addressed to all A-IoT devices.	Comment by Rapp_CMCC Ningyu: Copy from 38.300	Comment by Apple - Zhibin Wu: re-access” is not thte only reason for RAN2 to design subsequent paging. The subsequent paging is also needed because there are devices which may have not heard the first initial paging message. So I suggest to say “To support devices fail to receive the prior paging message or fail to complete access in the prior paging round, gNB reader may…”.
	Comment by Rapp_CMCC Ningyu1: Ok. The content is revised according to Apple’s suggestion.
· Subsequent paging: To support devices fail to receive the prior paging message or fail to complete access in the prior paging round device re-access after access failure for the same A-IoT service request, A-IoTgNB- reader may send the subsequent paging message containing the same transaction id as the previous paging message.	Comment by CATT: Better to mention this is only for CBRA case.

RAN2 also achieve the following agreements and the agreements may update according to the answer to the above question from SA3:
-	Add a 1 bit optionality bit for 128 bits security field in paging message.  For now, we state in RAN2 specification that this optionality bit is set to ‘present’ in this release according to SA3 TS 33.369.  If SA3 confirms that 128bits security field in paging message can be optional in SA3 reply LS, it shall be updated.  

2. Actions:	Comment by Martino Freda: Should we also include our agreements?	Comment by Huawei-Yulong: Prefer to only focus on the question to SA3, leave the agreement into RAN2.	Comment by Apple - Zhibin Wu: Agreee with IDT to incldue agreemetns. I think we should include the agreement so SA3 to have a full picutre of RAN2 status quo.	Comment by Rapp_CMCC Ningyu1: If companies have strong views to also include the agreement, I think we also need to mention that the agreement may update according to SA3 reply.	Comment by Nokia (Jakob): Prefer not to include agreements	Comment by Huawei-Yulong: We have some concern on including the RAN2 agreement. To answer the question, SA3 is not necessary to know the RAN2 agreement.	Comment by Xiaomi (Xiao): Agree with Yulong. 
The agreements are what RAN2 needs to consider and should be captrued in our Spec. Not that relevant to SA3/CT. 
[bookmark: _Hlk165537394]To SA3:
[bookmark: _Hlk207287137]ACTION: RAN2 respectfully asks SA3 to take the above concerns into consideration and provide answers for the question above.

3. Dates of Next RAN2 Meetings:
RAN2#132				17th to 21st November 2025			Dallas, US
RAN2#133				9th to 13rd February 2026			Gothenburg, SE
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