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A.X User consent in 3GPP
A.X.1 General
TS 23.501[X1] defines the system architecture for the 5G system, including how network functions (NFs) interact and how user data is managed. Data sharing permissions referred to as user consent in 3GPP terms refers to a subscriber’s permission for the network to collect, use, or expose their personal information for specific purposes (e.g., MDT, analytics, location services, event notifications, and exposure).
A.X.2 User consent management
A.X.2.1 General
The stage 1 user consent related requirements for different use cases, e.g., MDT collection, Exposed Services and capabilities, Context-aware network, Energy Efficiency as a Service Criteria, AI/ML model transfer in 5GS are specified in TS 22.102[X2].
Annex V2 of TS 33.501[X3] specifies that user consent parameters are stored in the UDM/UDR as subscription data, associated with the SUPI/GPSI and the purpose of data processing. These parameters shall indicate whether consent has been granted and are valid from the time consent is given until explicitly revoked. The UDM shall support retrieval and notification of changes to user consent parameters; however, the UDM does not provide revocation functionality.
Annex V3 of TS 33.501[X3] specifies that network Functions (NFs) acting as enforcement points for user consent shall retrieve the relevant consent parameters from the UDM. Such NFs shall not process data or accept service requests unless consent has been granted and shall determine the purpose of data processing prior to execution. Where the purpose is not implicit in the service request, it shall be explicitly obtained or the request denied. Retrieved consent parameters remain effective until revoked.
Annex V4 of TS 33.501[X3] specifies that NFs acting as enforcement points for user consent shall support subscription to user consent change notifications from the UDM. Consumer NFs (i.e., NFs processing data pertaining to user consent) shall also subscribe to such notifications unless the enforcement NF manages the tracking and informs them upon revocation. When user consent is revoked, enforcement NFs shall reject further data processing requests subject to that consent, may notify affected NFs, and those NFs shall halt processing and collection of the related data. Handling of such data after revocation, including deletion, quarantine, or temporary retention, is subject to local policy and legal requirements.
In the following clause, it is outlined how the UDM/UDR fulfil the general requirements and aspects related to user consent check and revocation. User consent information is stored in the UDM/UDR as part of the subscriber profile. The Nudm_SubscriberDataManagement (SDM) (see clause 5.2.3.3 of TS 23.502[X4]) and Nudr_DataManagement (DM) (see clause 5.2.12.2 of TS 23.502[X4]) services are used to manage subscription data and enable network functions such as the AMF and SMF to retrieve user subscription data. TS 23.502[X4] further allows the UDM and UDR to provide updates to subscriber data which the network functions can subscribe to. The UE subscription data is structured into different data types which includes the user consent data type (see clause 5.2.3.3.1 of TS 23.502[X4]) and network functions retrieve the set of data types that they need for their operation. A key is used to identify the corresponding Subscription Data Type data with the user consent data type identified by the SUPI data key (see clause 5.2.12.2.1 of TS 23.502[X4]).
TS 29.503[X5] specifies the procedures for subscription data retrieval. Clause 5.2.2.24 of TS 29.503[X5] specifies the procedure of how the NF can retrieve user consent subscription data associated with a given user. As shown in Figure 4.1.1.2.1-1, the user consent request from the network function includes the UE’s identity (in this case SUPI), the type of the requested information (in this user consent data associated with a given user), and the purpose for which the user consent is requested. The purpose of the user consent shall be either analytics, model-training, network capability exposure or location services for edge applications (see clause 6.1.6.3.20 of TS 29.503[X5]). The UDM responds with the user’s user consent subscription data which represents a set with the granted consent for a requested purpose, e.g., {analytics: consent-given, model-training: consent-not-given} (see clause 6.1.6.2.85 of TS 29.503[X5]). 


[image: ]
Figure A.X.2.1-1: Generic user consent flow across network functions.

A.X.2.2 User consent handling for MDT
A.X.2.2.1 User consent handling for signalling-based MDT
Clause 4.9 of TS 32.422[X7] specifies user consent handling in MDT for NG-RAN. For signalling-based MDT (see clause 4.9.1 of TS 32.422[X7]), user consent is required due to privacy and legal obligations. It is the operator’s responsibility to obtain consent through customer care processes before activation for a given user equipment (UE) identified by IMSI/IMEI(SV)/SUPI. User consent information is treated as subscription data and provisioned in the UDM. As shown in Figure 4.1.1.2.2-1, upon MDT activation, the UDM checks consent requirements as configured by OAM: Trace Sessions are started if consent is available for user-consent-required measurements, not started if consent is absent, and started without consent for measurements not requiring it. Consent information is also provided to the AMF during update location for cases where MDT is triggered by the AMF. Revocation is handled via customer care, with updates reflected in the UDM. If revocation occurs during an ongoing Trace Session, immediate termination is not required; instead, a notification is sent to the management system to handle deactivation. 
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[bookmark: _CRFigure4_9_1_1]Figure A.X.2.2-1: Signalling-Based MDT Flow with User Consent Provisioning, Activation, and Revocation
A.X.2.2.2 User consent handling for management-based MDT
Management-based MDT (see clause 4.9.2 of TS 32.422[X7]) allows the network to collect measurements from UEs in a controlled, operator-configured manner. As shown in figure 4.1.1.2.2.2-1, the management System provisions the MDT measurement configuration and user consent information in the UDM. Upon UE registration, the AMF retrieves the subscription data and passes the consent and configuration to the gNB during UE Context Setup. The gNB then applies MDT activation automatically for UEs that meet the consent and PLMN conditions. User consent revocation is handled via updates from the Management System to the UDM, with the AMF and gNB stopping MDT collection for affected UEs. This approach enables operator-driven, large-scale, long-term performance monitoring while enforcing privacy and consent requirements.
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Figure A.X.2.2.2-1: Management-Based MDT flow with user consent provisioning, activation, and revocation.
A.X.2.2.3 User consent handling for analytics
Further, clause 6.2.9 of TS 23.288[X6] specifies how the NWDAF can apply the procedures in TS 29.503[X5] to collect the user consent for analytics from the UDM. If user consent is granted, TS 23.288[X6] specifies how the NWDAF can subscribe to events related to the changes in granted user consent, e.g. the status of the user consent related to the analytics purpose can change from “CONSENT_GIVEN” to “CONSENT_NOT_GIVEN”. 
A.Y User consent in other SDOs
A.Y.1 Privacy management and consent in OPG 2.0 
Section G.4 of OPG.02[X8] specifies privacy management requirements and the need for operators to capture and manage user consent in a structured and auditable manner. The following aspects regarding consent management are specified:
· Information Model for Consent: Consent is managed through the standardized information models, capturing relevant attributes such as user ID, consent scope, purpose, and duration.
· User-Centric Management: End-users can grant or withdraw consent for data processing.
· Auditability and Compliance: The architecture supports creating an auditable trail to satisfy regulatory requirements (e.g., GDPR).
· Interoperability: Standardized data structures ensure that consent-related information can be shared across different operator systems and functional components.

Table A.Y.1-1: Example consent-related attributes as part of the privacy information (adapted from Table 7 of OPG.02 [X8])
		Attribute name



		Data type



		Description




	User ID
	String
	Identifier for the user

	Consent status
	Boolean
	Indicates whether consent was granted. 
Possible values include: Granted, Denied, Revoked, Pending 

	Consent scope
	String
	Defines the scope for data sharing

	Consent purpose
	String
	Specifies the purpose for the data processing

	Consent duration
	Integer
	Duration for which consent is valid (in days)

	Consent grant timestamp
	DateTime
	Timestamp of when consent was captured or updated



A.Y.2 CAMARA Identity and consent Management
The CAMARA Project focuses on Identity and Consent Management (ICM) [X9] for telecom APIs. CAMARA defines standardized frameworks and APIs to capture, store, and manage user consent in a secure, user-centric manner. It provides reference implementations, test plans, and guidelines for integrating consent management across network services.
CAMARA complements the OPG 2.0 Consent Record by providing API-level mechanisms for consent enforcement, particularly in dynamic service exposure scenarios.


* * * End of Change* * * *
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