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Comments
This contribution proposes a new solution for AEAD algorithms negotiation, which addresses the security requirement of Key Issue #1.
* * * First Change * * * *
[bookmark: _Toc211866806][bookmark: _Toc211867886]6.Y	Solution Y: <Solution Name>AEAD algorithms negotiation
Editor’s Note: This clause contains solutions for key issues. Not all solutions may have evaluation due to the nature of this study.
[bookmark: _Toc211866807][bookmark: _Toc211867887]6.Y.1	Introduction
This solution proposes to address the security requirement of Key Issue #1.
Based on the UE security capability and network security capability, the UE and the network can negotiate the AEAD algorithms. If the AEAD algorithms are supported by both the UE and network, the network selects one AEAD algorithm for integrity-only protection, confidentiality-only protection, and integrity and confidentiality protection.
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc211866808][bookmark: _Toc211867888]6.Y.2	Solution details
For AEAD algorithms negotiation, the UE provides its security capability to the network. The network selects the algorithms considering the UE security capability and the associated priority. The network provides the selected algorithms to the UE. The negotiation can be categorized into the following cases: 
Case 1: The UE only supports AEAD algorithms, and the network supports both AEAD and standalone algorithms.
Case 2: Both the UE and network support AEAD algorithms and standalone algorithms
For Cases 1 and 2, the AEAD algorithms are prioritized over the standalone algorithms on the network side. One of the AEAD algorithms is selected by the network. The selected AEAD algorithm can be used for integrity-only protection, confidentiality-only protection, or integrity and confidentiality protection.
Editor’s Note: For Case 1 and 2, how to indicate which mode to be used is FFS.
Case 3: The UE only supports standalone algorithms, and the network supports both AEAD and standalone algorithms.
Case 4: The UE supports both AEAD and standalone algorithms, and the network only supports standalone algorithms.
For Cases 3 and 4, the negotiation of standalone algorithms is reused.
[bookmark: _Toc211866809][bookmark: _Toc211867889]6.Y.3	Evaluation
Editor’s Note: Place holder for an evaluation if necessary.

* * * End of Changes * * * *

