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Comments
Key issue#1 on algorithm negotiation is addressed by this solution.

* * * First Change * * * *
[bookmark: definitions][bookmark: references][bookmark: _Toc205543653][bookmark: _Toc211880036]5.Y	Solution #Y: AEAD algorithm negotiation
[bookmark: _Toc205543654][bookmark: _Toc211880037]5.Y.1	Introduction
This solution is proposed to address the key issue#1 on algorithm selection. 
[bookmark: _Toc205543655][bookmark: _Toc211880038]5.Y.2	Solution details
Each network entity (e.g., RAN, AMF) is assumed to be configured with be one list for NAS AEAD algorithms, similarly to how it is done in TS 33.501[5]. 
The network entity then initiates a security mode command procedure, and include the chosen algorithm. If the AEAD algorithm is chosen, the whole message including the selected algorithm identifier is put as the input of AAD, which is integrity protected but not ciphered with AEAD key. Based on the local policy, the network entity decides whether to activate the ciphering protection for the subsequent signalling messages. An additional indication on the signalling security activation status is also included. 
The UE verifies the Security Mode Command message. If the AEAD algorithm is chosen, the integrity of this message will be verified with AEAD key and the whole message is considered as the input of AAD. The ciphering will be activated or not for the subsequent signalling messages based on the signalling security activation status.
For UP security activation, the existing procedure as specified in clause 6.6 in TS 33.501[5] can be reused. 
Editor’s Note: For NAS, it is ffs whether the current NAS SMC procedure is changed. In the current procedure, encryption is not optional after the first message.
Editor’s Note: For UP, it is ffs why such signalling is needed and whether the current procedures that use policies is changed. 

[bookmark: _Toc205543656][bookmark: _Toc211880039]5.Y.3	Evaluation

* * * End of 1st Change * * * *
