	
3GPP TSG-SA3 Meeting #125	draft_S3-254159663-r1
Dallas, US, 17th - 21th November 2025

Source:	ZTE
Title:	Solution to KI#1
Document for:	Approval
Agenda item:	5.3.2
Spec:	3GPP TR 33.771
Version:	0.1.0
Work Item:	FS_AEAD 

Comments
This contribution proposes to add a solution to KI#1: Algorithm selection.

Proposed Changes
* * * First Change * * * *
[bookmark: _Toc211867886][bookmark: _Toc211866806]6.Y	Solution Y: NAS SMC enhancement to support AEAD algorithms<Solution Name>
Editor’s Note: This clause contains solutions for key issues. Not all solutions may have evaluation due to the nature of this study.
[bookmark: _Toc211866807][bookmark: _Toc211867887]6.Y.1	Introduction
This solution addresses Key Issue #1: Algorithm selection.
This solution proposes to take the existing NAS SMC procedure in clause 6.7.2 of TS 33.501 [5]  as baseline and introduce adaption to support AEAD algorithm selection.Editor’s Note: Each solution should list the key issues being addressed.
6. 6.Y.2	Solution details
The enhanced NAS SMC procedure is as depicted in figure 6.Y.2-1.


Figure 6.Y.2-1: Enhanced NAS Security Mode Command procedure
1a.	The AMF decides whether AEAD mode is to be used. If AEAD mode is not to be used, the existing procedures are used for NAS SMC. Otherwise, the AMF derives KNASaead and activates the NAS integrity protection.
1b.	The AMF sends the NAS Security Mode Command message to the UE. The NAS Security Mode Command message contains: the replayed UE security capabilities, the selected NAS AEAD algorithm, the ngKSI for identifying the KAMF, and other parameters as specified in clause 6.7.2 of TS 33.501[5].
This message is integrity protected (but not ciphered) with NAS AEAD key KNASaead using the selected AEAD algorithm with “integrity-only” mode.
1c. The AMF activates NAS uplink deciphering after sending the NAS Security Mode Command message.
2a. The UE verifies the NAS Security Mode Command message. This includes checking the UE security capabilities and verifying the integrity protection using the indicated NAS AEAD algorithm with “integrity-only” mode and the NAS AEAD key KNASaead based on the KAMF indicated by the ngKSI.  
If the verification of the integrity of the NAS Security Mode Command message is successful, the UE starts NAS integrity protection and ciphering/deciphering with the security context indicated by the ngKSI.
2b. The UE sends the NAS Security Mode Complete message to the AMF ciphered and integrity protected using the selected AEAD algorithm with “integrity+encryption” mode.
The AMF de-ciphers and checks the integrity protection on the NAS Security Mode Complete message using the key KNASaead and the selected AEAD algorithm with “integrity+encryption” mode. NAS downlink ciphering at the AMF with this security context starts after receiving the NAS Security Mode Complete message. 
1d. The AMF activates NAS downlink ciphering.
Editor’s Note: How to support optional use of ciphering for NAS security is FFS. 
[bookmark: _GoBack]Editor’s Note: Clarification of what is reused and what is the new changes is FFS.
[bookmark: _Toc211867889][bookmark: _Toc211866809]6.Y.3	Evaluation
Editor’s Note: Place holder for an evaluation if necessary.
TBD


* * * End of Changes * * * *
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