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Comments

In light of the new conclusions in TR 33.713, this contribution proposes content to the clause on AIoT data. The proposal reuses the existing mechanisms for NAS security including the algorithm interface with the following differences:

Based on the assumption is that there is only one round of command request response messages per inventory procedure run, there is no need for additional freshness parameters such as BEARER and COUNT. The proposal is to set these input parameters to 0.

Based on the same assumption, there is no needed to have further lower level keys. Therefore, it is proposed to use the session key directly for protection to simplify the security design in device side. 
Based on the assumption that integrity protection is mandatory to support and for future-proofness, it is proposed to signal the selected ciphering and integrity protection algorithms in clear in the command request message.
**** START OF 1st CHANGE *****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
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-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[xx]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
***** END OF 1st CHANGE *****
**** START OF 2nd CHANGE *****
5.3
Protection of information during AIoT service communication

5.3.x
General
This clause describes the security procedures on the information protection in command message. The protection of information is provided as part of AIoT NAS protocol between AIoT device and AIOTF. The AIOTF acts as the security termination point for AIoT information protection. 
5.3.y
Security procedure on information protection during command procedure
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Figure 5.3.1-1:  Security procedure on the information protection during command procedure

1.
The AF initiates the command procedure as specified in clause 6.2.3 of TS 23.369 [2].

     2.
The step 2 to step 5 of the inventory procedure described in clause 5.4.2 is performed. The device security capabilities are preconfigured in the ADM. Security shall be activated before sending any command message. In order to activate security, the AIOTF shall acquire the session key KAIOTF and the device security capabilities from ADM.
3.
The AIOTF shall select a ciphering and an integrity protection algorithm based on the device capabilities and a locally configured algorithm priority list. The selected algorithms shall be indicated in clear text in the command request message. The AIoT NAS Command request shall be partially ciphered (i.e. the selected algorithm identifier remains un-ciphered) by the selected ciphering algorithm and integrity protected by the selected integrity algorithm. The AIoTF shall construct a NAS Command Request and protect the message based on the KAIoTF, the selected confidentiality and integrity algorithms for the AIoT device. The AIoTF shall send the Command Request containing the protected NAS Command Request to NG-RAN. 

4.
The NG-RAN shall send a R2D message containing the protected NAS Command Request.
Editor’s Note: the details on the confidentiality and integrity protection of a NAS Command Request/Response is FFS.
5.
The AIoT device shall process the protected NAS Command Request. The device shall verify the integrity of the command message and decipher it using the signalled algorithms. If the processing is successful, the AIoT device shall construct a NAS Command Response and protect the message based on the KAIoTF, the selected confidentiality and integrity algorithms. The device shall use the same algorithms for the protection of the command response message.
6.
The AIoT device shall send a D2R message containing the protected NAS Command Response to the NG-RAN. 

7.
The NG-RAN shall send the Command Response containing the protected NAS Command Response to the AIoTF.

8.
The AIoTF shall process the protected NAS Command Response. If the processing is successful, the AIoTF shall construct an AIoT_Command Notify message.

9.
The AIoTF shall send AIoT_Command Notify to the AF as specified in clause 6.2.3 of TS 23.369 [2].



5.3.z
Input parameters to integrity algorithm
The input parameters to the integrity algorithm as described in Annex D.3 in TS 33.501[xx] shall be set as follows.

The KEY input is equal to the KAIOTF key, which is fresh for each round of inventory-command procedure.

The DIRECTION bit is set to 0 for uplink and 1 for downlink.

The BEARER is set to all zeros.

The COUNT is set to all zeros.

NOTE: Since there is only one round of command request-response messages, no additional freshness parameters are needed.
Editor’s Note: The details of replay protection are FFS.
5.3.aa
Input parameters to ciphering algorithm
The input parameters for the ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 5.3.z, with the exception that there is an additional input parameter, namely the length of the key stream to be generated by the ciphering algorithms.
***** END OF 2nd CHANGE *****
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