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Comments

In Rel-18, Annex AA was introduced in TS 33.501. The only normative text is stating: 
“When multipath QUIC (MPQUIC) [115, 116, 117] steering functionality is used for ATSSS, RFC 9001 [x2] mandates the use of TLS to secure QUIC.”
As a consequence of the above, there is need for deployment of credentials that can be used for the QUIC connection. TLS requires at least authentication of the server. 
Note that mutual authentication is not needed during QUIC establishment since UE is already authenticated by the network (i.e. UE will not be able to establish a MA PDU session with the UPF unless UE is authenticated by the network). Hence, only authentication of the TLS server is needed in this case. There is a NOTE in Annex AA explaining how this can be achieved when deploying certificates.
The aim of TR 33.778 is to study how pre-shared keys can be provided as alternative method for the use of server certificates. It is noteworthy that using server certificates is a deployment issue that requires no normative work. The solutions presented in the TR 33.778 all have major impact on both the UE and several NFs. This seems unreasonable when there already is a solution that requires no normative work (i.e. certificates).
It is also important to note that there is no need to provide PSKs derived from the 5G key hierarchy from a security perspective. Data sent between UE and UPF is protected by other means (hop-by-hop). Hence the keys are only used to perform authentication of the QUIC proxy (TLS server). 
Since there is no need for either mutual authentication end-to-end confidentiality protection between UE and UPF, there is no need to use UE-specific keys. This means that there is no security reason to provide a key derived from the 5G key hierarchy, especially since this will have major system impact. Instead, in case pre-shared keys are preferred over certificates, they need to be provided by deployment methods (similar to how it is done for certificates). 


* * * First Change * * * *
[bookmark: _Toc212104872]7	Conclusions
Editor’s Note: This clause is going to capture the conclusions of this study.
There is no need for any normative work for this study. 
Since there is no need for either mutual authentication nor end-to-end confidentiality protection between UE and UPF in the case of MPQUIC for ATSSS, there is no need to use UE-specific keys. This means that there is no security reason to provide a key derived from the 5G key hierarchy, especially since this will have major system impact. 
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