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Comments
This contribution adds a threat for elevation of privilege via faulty verification of access token request input parameters. The accompanying test case is provided in S3-254098.
Without proper verification of an access token request by the NRF, an NF service consumer can either maliciously or inadvertently be granted access to services it is not intended to have.

* * * First Change * * * *
[bookmark: _Toc19783292][bookmark: _Toc26887076][bookmark: _Toc202434832]H.2.2.X	Elevation of privilege via failure to verify access token request
-	Threat name: Failure to Verify Access Token request.
-	Threat Category: Elevation of Privilege, Spoofing Identity.
-	Threat Description: If the NRF does not verify all the input parameters in the access token request against received or configured parameters, an NF service consumer can be issued an access token for services that it is not permitted to access. This can lead to impersonation and elevation of privileges, allowing the NF to obtain services of an impersonated NF or an arbitrary set of services.
-	Threatened asset: OAuth 2.0 Access Tokens for NF-NF authorization.
* * * End of Changes * * * *
