3GPP TSG RAN WG2 Meeting #131bis	R2-25xxxxx
Prague, Czech Republic, October 13th – 17th 2025

Title:	[Draft] LS to SA3 on integrity failure
[bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Release:	Release 19
Work Item:	Ambient_IoT_solutions

Source:	Xiaomi [to be RAN2]
To:	SA3, CT1
Cc:	-CT1

Contact person:	Xiao XIAO
xiaoxiao26@xiaomi.com 

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org
Attachments:	None
Overall description
RAN2 discussed the handling of no NAS response case for anpotential AS impact due to the integrity check failure of an R2D A-IoT NAS message received by the A-IoT device. For some cases other than integrity check failure (e.g. Unknown or unforeseen message type), RAN2 understands that there is no NAS response from the device, and for such cases, it was agreed that device’s AS will indicate no NAS response expected to the reader. The intention is to e.g. avoid the reader to schedule the retransmission of the problematic A-IoT NAS messages. 	Comment by Xiaomi (Xiao)_v01: [Xiao_v05] Agreement bullet 2:

For the integrity check failure of an R2D A-IoT NAS message received by a device, RAN2 would like to check with SA3 and CT1 on the below questions:	Comment by Ericsson-Min: Suggest include also the RAN2 agreement
For integrity failure, for now RAN2 assumes that there is no AS response to the reader.  Ask SA3 ccCT1 whether a similar mechanism (e.g. AS response to the reader) can be used to indicate to reader no NAS response due to integrity failure.   
Otherwise, SA3 may get confused on the question	Comment by Xiaomi (Xiao)_v01: [Xiao_v05] See below “Note” added
Question 1 (to SA3): whether, from the security perspective, it is allowed for the device to send an AS response to the reader for an A-IoT NAS message whose integrity protection check fails an AS response from the device to the reader can be used to indicate that there is no D2R A-IoT NAS response due to the integrity failure check(assuming no NAS response);	Comment by Xiaomi (Xiao)_v01: [Xiao_v05] Agreement bullet 3
	Comment by Nokia (Jakob): We understand that our question is not whether it can be used, this is protocol considerations, but whether “there is any privacy risks involved in providing an AS response from the device to the reader to indicate that there is no…”	Comment by Xiaomi (Xiao)_v01: [Xiao_v05] Thanks. Changed the wording to “whether it is feasible...”. Then I expect that SA3 reply from a security perspective.
	Comment by ZTE(Eswar): The question is still vague. I agree with Jakob’s comment. I think we need to clarify and ask whether it is okay from security point of view to respond to a message whose integrity cannot be verified. There is no need to ask them to confirm whether we reuse the solution… that is not what SA3 need to worry about and they don’t need to know our solution details either. Suggest the following rewording.  

Q1: Is it allowed for the device to send an AS response for a NAS message whose integrity protection check fails?	Comment by Lenovo_Jing: I tend to agree with Eswar that for integrity protection check failure case, is it safe to response an AS response is more important. Since when security failure happens, potentially it maybe a illegal reader and in this case I understand device does nothing seems the safest behavior.	Comment by Apple - Zhibin Wu: I agree with Nokia, ZTE and Lenovo, that the question should be clear about security aspects, we need to ask “whether there is any security concern for the case….”	Comment by Xiaomi (Xiao)_v12: [Xiao_v12] OK, thanks a lot for Eswar’s suggestion. Reflected in the revision.
	Comment by Futurewei (Yunsong): We appreciate the intention to protect the devices in case of integrity check failure. However, we think the situation with AIOT devices is different from NR UEs in two aspects:
First, the NR UE is in RRC connected state when receiving an integrity-failed message. The NR UE can afford not to send anything as its whereabouts and its RRC connection status is known to the network. However, in the case of AIoT device, there is no notion of RRC connection. If the AIoT device doesn’t respond to the R2D command, the reader/AIOTF doesn’t know 1) if the device is within the coverage of the reader or not; 2) if the device is temporary out of energy but still within the coverage of the reader; or 3) if integrity check fails on the command request, e.g., due to the device generates the wrong security key.

The second aspect is that for NR UE, the chance that the UE derives the wrong security key is very low, as its circuits are well supplied by stable energy source. Therefore, when integrity check fails, the primary concern is potential malicious attack and hence to be silent is right action to take. However, in the case of AIoT device, its baseband circuits most likely operate with low voltage power supply, which itself is less reliable but vulnerable to EMI, instant current draw, and fluctuation of harvested energy. Therefore, the chance that the device happens to generate the wrong security key to use may not be negligible. In this case, if knowing the failure is not due to AS layers, the AIOTF can initiate another  “inventory-and-command” procedure with the same reader, hoping the device will not make a mistake again.
Question 2 (to SA3 and CT1): whether there is a need for the reader to differentiate the specific cases of no NAS response.	Comment by Xiaomi (Xiao)_v01: [Xiao_v05] Based on some offline, some companies still thought this question is relevant, as it not only relates to whether reader needs to inform the A-IoT CN about error causes, but also impacts the specific signaling design to the AS response. So attempt to add this. 	Comment by ZTE(Eswar): If there is no NAS response, I’d already assume that there is no need from NAS perspective to differentiate. Why would NAS not respond and then CT1 say, you need to differentiate it in AS? The motivation of this seems a bit unclear. 
	Comment by Xiaomi (Xiao)_v12: [Xiao_v12] Thanks for the comment. I guess if for Q1 SA3 directly reply that there is security issue and AS response is not possible, no answer is needed for Q2. On the other hand, what I worry a bit is what if SA3 replies that it is allowed in Q1. Then, whether RAN2 should pursue the differentiation in the AS response or not is still not clear, and we may face the same discussion yesterday after we receive the LS response. So my intention to add this question is to avoid such situation happens.

Per the online discussion, my observation was that people still have different understanding on whether NAS response is allowed or not. Then via this question, no matter CT1 thinks they want to support NAS response or they think no reponse at all, they can reply with “No” to this question. Then RAN2 stop any related discussion.	Comment by Futurewei (Yunsong): We don’t think it is appropriate to use NAS signaling to indicate integrity check failure to the AIOTF, because when integrity check fails, most like the security keys are out of synch. Then, the NAS signaling will fail the integrity check at the AIOTF side and be dropped as well.
Note: for Question 1, for now RAN2 assumes that there is no AS response to the reader but would like to double check with SA3.
Action
To SA3 and CT1
ACTION: 
RAN2 respectfully asks SA3 and CT1 to provide feedback on whether an AS response from the device to the reader can be used to indicate that there is no D2R A-IoT NAS response due to the integrity failure checkto the above questions for the case of integrity check failure of an R2D A-IoT NAS message.
.
Dates of the next TSG RAN WG2 meetings
TSG RAN2 Meeting #132 	2025-11-17 - 2025-11-21	Dallas, US
TSG RAN2 Meeting #133 	2026-02-09 - 2026-02-13	Gothenburg, SE
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