3GPP TSG SA WG3 (Security) Meeting #94 ad-hoc	S3-190705191029
[bookmark: _GoBack]11 – 15 March 2019, Kista (Sweden)	was S3-190705
[bookmark: OLE_LINK6]Source:	Huawei, Hisilicon
Title:	Solution to Mitigate DDoS Attack based on RAN
Document for:	Approval
Agenda Item:	5.6
1	Decision/action requested
This contribution proposes a new solution to address key issue#5 of TR 33.861.
2	References

3	Rationale
When the misbehaving UEs controlled by the attacker trigger a DDoS attack to the external AF, the RAN is a potential victim due to heavy traffic flow across the RAN given there are sufficiently large number of misbehaving UEs served by the same RAN node.
The contribution proposes a solution to control the misbehaving UEs on the RAN, when the SF receives detection report from the DF, the SF may set a blacklist on the RAN to reject the malicious UEs if large number of the malicious UEs are in the same RAN. Thus, the RAN will not waste resources to establish a UE context for the misbehaving UE.
4	Detailed proposal
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********** START OF 2nd CHANGE **********
6.Y	Solution #Y: Solution to Mitigate DDoS Attack based on RAN
6.Y.1	Introduction
This solution addresses the key issue #5 “gNB Protection from CIoT DoS attack”. 
When the misbehaving UEs controlled by the attacker trigger a DDoS attack to the external AF, the RAN is a potential victim due to heavy traffic flow across the RAN given there are sufficiently large number of misbehaving UEs served by the same RAN.
This solution provides mechanism for RAN to reject the malicious UEs in case of potential DDoS attack to the RAN.
6.Y.2	Solution details
6.Y.2.1	Architecture
The solution is used to mitigate potential DDoS attack on the RAN caused by a huge number of misbehaving UEs.
The detection function (DF) could detect misbehaving UEs and outputs their misbehaviours (e.g. DDoS attack) to security function (SF). The DF can be NWDAF as defined in TS 23.288 [XX]. The SF can be AMF or OAM. Based on the received report from DF, SF makes decisions whether to control the UEs in the RAN. For example, if there are plenty of misbehaving UEs in the same RAN who are controlled to attack an external AF, it may be also a potential DDoS attack to the RAN, the SF may set a blacklist on the RAN to reject the malicious UEs.
6.Y.2.2	Procedure
The RAN-based mechanism to mitigate DDoS attack is depicted in figure 6.Y.2.1-1. 


Figure 6.Y.2.1-1: RAN-based Mechanism to Mitigate DDoS Attack
1. DF sends the detection report to SF.
2. The SF decides that the reported UE needs to be controlled by the RAN (e.g. ban the specific UEs on the RAN if large number of the malicious UEs are in the same RAN). The SF sends GUTI list to the RAN.
3. The RAN stores the GUTI list in blacklist. The RAN may setup a timer for the blacklist. When the timer is expired, the GUTI list is deleted.
4. The RAN may release the RRC connection if the UE is in CONNECTED.
5. The UE who is commanded to trigger a DDoS attack may re-connect to the RAN immediately. The UE sends RRC Connection Setup with S-TMIS to the RAN.
6. The RAN compares S-TMSI with GUTIs in blacklist, if the S-TMSI is in the blacklist, the RAN shall reject the UE with a wait timer, and the wait timer may be max value as specified in TS 38.331 [YY].
7. The RAN sends RRC Reject message to the UE with the wait timer, and the UE shall not connect to the RAN again during the wait timer period. The misbehaving UE will be rejected by the RAN, and the RAN will not waste resources to establish a UE context for the misbehaving UE.
Editor’s Note: How to identify misbehaving UE is FFS.
Editor’s Note: Scalability of the solution is FFS.
Editor’s Note: How UEs are removed from the blacklist is FFS.
Editor’s Note: Use of GUTI in the solution is FFS.
6.Y.3	Evaluation
TBA
********** END OF 2nd CHANGES **********
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