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1
Decision/action requested

Approval of solution details of per-gNB and per-UE counters.
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Rationale

This document propose a solution to answer the “Editor’s Note:
How the per-gNB and per-UE threshold counters are used is FFS.” of the existing solution#7 in section 6.7 of TS 33.861[3]. 
In general, these counter are not to be stadnardized and will be left to implementation. However, this paper propose a logic for the usage of these counters which can be as an example for these implementation. When the pre-gNB counters exceeds threshold, the gNB starts tracking the received messages per UE. When per-UE counters exceeds threshold, the gNB flags the UE as an attacking or misbehaving UE.
4
Detailed proposal

*** Beginning of Change ***

6.7
Solution #7: Procedure for protecting gNB from RRC resume and RRC Re-establishment DoS attack

6.7.1
Introduction 

This solution addresses key issue #5.

The following describes the attack of misbehaving or compromised UE using RRC Resume and/or RRC Re-establishment procedure：

· For the RRC resume procedure, the attack may look like the following:

1. An IoT device has been compromised by an attacker while the RRC connection of this IoT device has been suspended.
2. The IoT device Resume RRC connection with RRCResumeRequest to gNB.
3. gNB responds with RRCReject with a wait timer.
4. Instead of IoT device go back to INACTIVE as expected, the IoT device continues to send RRCResumeRequest to gNB using the same I-RNTI.
· For the RRC re-establishment procedure, the attack is similar to RRC Resume with small differences like the following:

1. The same as in RRC Resume, it is assumed that an IoT device has been compromised by an attacker or misbehaving.
2. After this IoT device established connection with 3GPP network, network may notify the IoT device to perform some action (e.g., Reconfigure connection according to notification).
3. Instead, this IoT device ignore the network notification intentionally and trigger RRC re-establishment. After RRC re-establishment are successful, network notifies the IoT device to perform the same action again, and the IoT device triggers RRC re-establishment again. Repeat Step2 to Step3.
If an attacker is able to compromise a group of IoT devices to do the exact same behaviour, this may result into a serious DoS attacks that can exhaust the gNB RRC resources and drive the gNB into overload and possibly becomes unavailable.
6.7.2
Solution details  

This solution enables gNB to detect RRC resume/RRC re-establishment DoS attack and allow the gNB to dynamically inform 5GC for further actions. 
Per-gNB and per-UE threasholds will potentially be standardized by 3GPP but their values are left for implementation.
The details are shown in the following figure.
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Figure 6.7.2.1-1 Procedure for protecting gNB from RRC resume and RRC Re-establishment DoS attack

1. Configure the gNB with a per-gNB threshold (Threshold1) for the number of receiving RRCResumeRequest/RRCReestablishmentRequest messages within a specific period of time at the gNB. 

2. Configure the gNB with a per-UE threshold (Threshold2) for the number of received RRCResumeRequest/RRC Reestablishment for the same UE identity, i.e., I-RNTI/C-RNTI. 

3. UE sends RRCResumeRequest/RRCReestablishmentRequest to gNB.

4. gNB verify resumeMAC-I/shortMAC-I. If verify fail, gNB sent RRCReject or fallback to RRCSetup; if verify success, perform following steps.
5. gNB counts the number of total RRCResumeRequest/RRCReestablishmentRequest messages received at the gNB within a period of time, If the number exceeds Threshold1, the gNB starts tracking the received messages per UE using the UE temporary identifier(I-RNTI/C-RNTI).

6. gNB further counts the number of of received RRCResumeRequest/RRCReestablishmentRequest messages for a specific I-RNTI/C-RNTI after the threshold1 is exceeded in step 5, if the number also exceeds Threshold2, the gNB flag this UE as an attacking or misbehaving UE. 

7. gNB reports attacking UEs information with list of UE temporary identity (RAN UE NGAP ID/AMF UE NGAP ID as defined in TS 23.501) to 5GC for further action.

8. 5GC, e.g., AMF/SEAF, should map the temporary indentity of AMF UE NGAP ID to longer lifecycle identity (e.g TMSI) and should be able to enforce the selected action on the UE while accessing the current gNB or if the UE tries to access the network over other gNBs under the control of the specific AMF/SEAF.

9. gNB rejects RRCResume with a timer (waittimer) or fallback to RRCSetup to against the attacking UE.

The main purpose for Threshol1 is to avoid having the gNB to start tracking all UEs unnecessarily. This also possible by allowing the gNB to track all UEs behaviour for a short period of time. In other words, if gNB does not receive an additional RRCResumeRequest for UE1 for a specific period of time, gNB can stop tracking such UE.

Editor’s Note:
The details of AttackInformationNotification is FFS.

6.7.3
Evaluation 

 This solution address key issue #5 and has the following benefits:

-
Set two thresholds (per-gNB threshold and per-UE threshold) to avoid the gNB to track all UE at the beginning, this mechanism can enable gNB save processing resource as much as possible during detecting DoS attack.

-
Reject specific UE (IoT device) which launches attack without affecting normal service of other IoT devices.

-
gNB informs 5GC to enable 5GC take further preventive actions against the specific UE directly even in the case the UE move to other gNB.

Editor’s Note:
The evaluation of this solution may get updated in case new key issues are added to the TR.

*** End of Change ***.
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