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1
Decision/action requested

This paper introduces a solution on Key Issue #4: Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization.
2
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3
Rationale

Key Issue #4: “Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization” is resulting in the following potential security requirement:

User ID shall be privacy protected.
Currently the User Id is visible to all network elements on the transmission path for slice authentication.
It is proposed to adopt a similar solution as for SUPI concealment with the difference that the service provider is provisioning the public key to the UE via the UDM. 

4
Detailed proposal

It is proposed to include the following solution into TR 33.813:
Begin of changes

7.Y
Solution #Y Privacy for Slice Authentication
7.Y.1
Introduction

This solution addresses the Key Issue #4: “Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization”. 
A public key is provisioned form the service provider to the UDM and bound with the corresponding NSSAI. If a UE requests service for a NSSAI, then the UDM provisions the public key to the AMF and further to the UE in order to use it for concealing the User ID in the EAP Identification response. 
7.Y.2
Solution details



The following figure shows the procedure for public key provisioning and User ID concealment in the UE. 

[image: image1]
Figure 7.Y.2-1: Procedure for public key provisioning and User ID concealment
Step 0 is not further described here but it is assumed that the normal interfdace with external service provider via the NEF is utilized in order to provision the NSSAI and public kery binding to the UDM. 
The procedure is in general the same as described in solution#1, clause 7.1.2 with the following differences:

Step 3: The AMF retrieves the subscription data from the UDM, including the public key for each NSSAI where slice authentication is required. Based on operator policy the UDM provides the public key at any request or only when requested by the UE or the key is changed in the UDM.

Step 4a: The AMF initiates the slice authentication and sends an EAP Identity Request to the UE including the S-NSSAI and the corresponding public key. 
Step 4b: The UE stores the public key and binds it with the S-NSSAI. It uses the Public Key to encrypt the User ID for the S-NSSAI.
Step 4c: The UE sends the NAS message with the EAP Identity Response with the concealed User ID.

Step 4d: the AMF sends an Authentication Request with the concealed User ID to the AAA server, which has the corresponding private key and is able to de-conceal the User ID. 
Step 4e – 5: The normal related EAP message exchange for authentication of this User ID is performed now and slice authentication is carried out.
7.Y.3
Evaluation 

N.A. 
End of changes

UE





AMF





UDM/





AUSF





AAA





Serving Network





HPLMN





3





rd





Party/Internet





1. Registration Req. (NSSAI)





NEF





0.a AAA Registration (NSSAI, Pub Key)





0.b AAA Registration ACK





4a. NAS Message (EAP Identity Request, 





S





-





NSSAI, Pub Key)





4c. 





NAS Message (EAP Identity 





Response with concealed User ID, 





S





-





NSSAI





)





4d. 





Authentication Request (EAP Identity 





Response with concealed User ID





, 





S





-





NSSAI, 





GPSI)





4e. 





EAP Request





-





Response Messages





4f. 





EAP





-





SUCCCESS 





4g. 





NAS Message (EAP SUCCCESS, S





-





NSSAI)





5. UE and AMF knows the list of authorized 





and subscribed NSSAIs





2. Primary Authentication using 3GPP credentials 





3. AMF checks subscription data 





(including Pub Key) and security 





context for slice specific 





authentication for each NSSAI





4b. UE uses Pub Key 





to 





conceal the User ID








