3GPP TR 33.807 V0.4.0 (2019-03)
Technical Report

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Study on the security of the Wireless and Wireline Convergence for the 5G system architecture  
(Release 16)
  [image: image1.jpg]s




[image: image2.png]=

A GLOBAL INITIATIVE




The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.
The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
This Report is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and Reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

Keywords

5G, 5WWC, Wireless, Wireline, Convergence
3GPP

Postal address

3GPP support office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet

http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2018, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).

All rights reserved.

UMTS™ is a Trade Mark of ETSI registered for the benefit of its members

3GPP™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners
LTE™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners

GSM® and the GSM logo are registered and owned by the GSM Association

Contents

6Foreword

Introduction
6
1
Scope
7
2
References
7
3
Definitions and abbreviations
7
3.1
Definitions
7
3.2
Abbreviations
8
4
Security aspects of the 5WWC features in the 5G System
8
5
Key issues
8
5.1
Key Issue #1: security of 5G-RG
8
5.1.1
Key issue details
8
5.1.2
Security threats
8
5.1.3
Potential Security requirements
8
5.2
 Key Issue #2: FN-RG authentication and authorization
8
5.2.1
Key issue details
8
5.2.2
Security threats
9
5.2.3
Potential security requirements
9
5.3
 Key Issue #3: Transport security for the interfaces between W-5GAN and 5GC
9
5.3.1
Key issue details
9
5.3.2
Security threats
9
5.3.3
Potential security requirements
9
5.4
 Key Issue #4: Security for the interface between 5G-RG and W-5GAN
9
5.4.1
Key issue details
9
5.4.2
Security threats
9
5.4.3
Potential security requirements
10
5.5
Key Issue #5: Registration and NAS transport for trusted non-3GPP access
10
5.5.1
Key Issue Details
10
5.5.2
Security threats
10
5.5.3
Potential security requirements
10
5.6
Key Issue #6: Access to 5GC from WLAN UEs that do not support NAS
10
5.6.1
Issue Description
10
5.6.2
Security threats
10
5.6.3
Potential security requirements
10
5.7
Key Issue #7: Authentication of 5G capable UE behind a RG
11
5.8
Key Issue #8: User plane data handling for 5G capable UE behind a RG
11
5.10
Key Issue #10: NAS termination in Trusted WLAN Interworking Function (TWIF)
12
5.10.1
Key issue details
12
5.10.2
Security threats
12
5.10.3
Potential Security requirements
12
5.11
Key Issue #11: NAS termination for FN-RG
13
5.11.1
Key issue details
13
5.11.2
Security threats
13
5.11.3
Potential Security requirements
13
5.12
Key Issue #12: Protection of Line Id
13
5.12.1 Key Issue details
13
5.13
Key Issue 13: Mobility between TNAPs within the Trusted Non-3GPP Access Network (TNAN)
14
5.13.1
Key issue details
14
5.13.2
Security threats
14
5.13.3
Potential Architecture requirements
14
5.14
Key Issue #14: Mobility between TNGFs within the Trusted Non-3GPP Access Network (TNAN)
14
5.14.1
Key issue details
14
5.14.2
Security threats
14
5.14.3
Potential security requirements
15
5.15 
Key Issue #15: N3GPP Key Separation
15
5.15.1
Key issue details
15
5.15.2
Security threats
15
5.15.3
Potential security requirements
15
5.X
Key Issue #X: <Key Issue Name>
16
5.X.1
Key issue details
16
5.X.2
Security threats
16
5.X.3
Potential security requirements
16
6
Solutions
16
6.1
Solution #1: Solution for  trusted non-3GPP access
16
6.1.1
Definitions
16
6.1.2
Abbreviations
16
6.1.3
Introduction
16
6.1.4
Solution details
17
6.1.5
Evaluation
19
6.2
Solution #2: 5GC-capable UEs behind 5G-RG/FN-RG using N3GPP-access solutions
20
6.2.1
Introduction
20
6.2.2
Solution details
20
6.2.3
Evaluation
20
6.2.3.1 Key issue #7
20
6.2.3.1 Key issue #8
20
6.3
Solution #3: 5G-RG connecting to 5GC via W-5GAN
21
6.3.1
Introduction
21
6.3.2
Solution details
21
6.3.3
Evaluation
21
6.4
Solution #4: FN-RG registration to 5GC
21
6.4.1
Introduction
21
6.4.2
Solution details
22
6.4.3
Evaluation
23
6.5
Solution #5: 5G-RG connecting to 5GC via NG-RAN (FWA)
23
6.5.1
Introduction
23
6.5.2
Solution details
23
6.5.3
Evaluation
23
6.6
Solution #6: Solution for 5GC access from WLAN UEs that do not support NAS
23
6.6.1
Introduction
23
6.6.2
Solution details
24
6.6.2.1 Definitions
24
6.6.2.2
Initial Registration & PDU Session Establishment
24
6.6.3
Evaluation
27
6.7 Solution #7: Key separation for untrusted and trusted access
27
6.7.1
Introduction
27
6.7.2
Solution details
27
6.7.2.0
General
27
6.7.2.1
Keys for trusted access
27
6.7.3
Evaluation
28
6.Y
Solution #Y: <Solution Name>
28
6.Y.1
Introduction
28
6.Y.2
Solution details
28
6.Y.3
Evaluation
28
7
Conclusions
28
7.1 Conclusion on KI #1
29
7.2 Conclusion on KI #2
29
7.3 Conclusion on KI #3
29
7.4 Conclusion on KI #4
29
7.5 Conclusion on KI #5
29
7.6 Conclusion on KI #6
29
7.7 Conclusion on KI #7
29
7.8 Conclusion on KI #8
29
7.9 Conclusion on KI #9
29
7.X Conclusion on KI #X
29
Annex A: Change history
29




























































































Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
Editor’s Note: This clause contains some background information for the study. 
1
Scope

Editor’s Note: This clause contains the scope of the study.
The scope of this study is:
· Study for security between a 5G-RG and 5GC

· Study for security for a 3GPP UE and non 3GPP UE behind a 5G-RG or a FN RG 
· Study for security for supporting legacy RG, The scope is limited based on the conclusion of the study in 23.716[2]
· Study for security for trusted non-3GPP access
· The privacy issues in the convergence architecture, if any.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 23.716 "Study on the Wireless and Wireline Convergence for the 5G system architecture"
[3]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[4]
IEEE Std 802.11-2016 (Revision of IEEE Std 802.11-2012) - IEEE Standard for Information technology—Telecommunications and information exchange between systems Local and metropolitan area networks—Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications.
[5]
IETF RFC 2410 "The NULL Encryption Algorithm and Its Use With IPsec".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1], TR 23.716 [2] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1], ], TR 23.716 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Security aspects of the 5WWC features in the 5G System

Editor’s Note: This clause contains a high-level overview of the 5WWC features, the security aspects and the potential impacts on the current Rel-15 security mechanisms.
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.1
Key Issue #1: security of 5G-RG
5.1.1
Key issue details

5G RG is a new introduced entity in 23.716[2] for 5WWC service. According to the definition of 5G RG, it is both a RG connecting to 5GC and somekind of relay for forwarding the messages from a 5GC capable UE behind it. Therefor the 5G RG has different functions in different scenarios. 

This KI aims to define the security of 5G RG for adapting to different roles, such as how to run the authentication procedure, and how to make it secure 
5.1.2
Security threats

5G RG is the critical part in 5WWC, if it is a faked, all the devices behind it could be hijack, and all the information is unsafe. From the core network point of view, a fake 5G RG connects to a 5GC, the resource of 5GC is watsted and could potentially be misused.
5.1.3
Potential Security requirements
5G RG shall be authenticated by the 5GC.
5.2

Key Issue #2: FN-RG authentication and authorization

5.2.1
Key issue details

Scenario 2 in TR 23.716 [2] describes how a legacy FN-RG without support of 3GPP procedures is connected to the 5GC via the W-5GAN. This key issue studies authentication and authorization aspects related to the FN-RG:

-
The FN-RG does not support 3GPP protocols, so it cannot authenticate to the 5GC by EAP-AKA' or 5G AKA. It needs to be studied which entity authenticates the FN-RG and whether 3GPP nodes need to support further authentication methods. 

-
The Interworking function of the W-5GAN interfaces the 5GC using the 3GPP reference points N1, N2 and N3. Expressed differently, the W-5GAN sends NAS messages on behalf of the FN-RG. Authorization of the FN-RG by the W-5GAN may hence be needed.

-
The FN-RG will use identifiers not specified in 3GPP, e.g. the line ID. It needs to be studied how these identifiers interplay with 3GPP identifiers such as SUPI, SUCI and PEI, especially in relation to authentication. 

5.2.2
Security threats

If the FN-RG is not authenticated, an attacker may impersonate the FN-RG and hence gain access to the 5GC.

Editor's Note: Threat for unauthorized FN-RGs to be added.

5.2.3
Potential security requirements

5.3

Key Issue #3: Transport security for the interfaces between W-5GAN and 5GC 

5.3.1
Key issue details

The scenarios described in clause 4.2.2 of TR 23.716 [2] introduce changes to existing interfaces (e.g. N2, N3), whose security implications need to be studied. This key issue studies the transport security, i.e. confidentiality, integrity and replay-protection, for the interfaces between W-5GAN and 5GC:

-
W-5GAN – AMF (N2, in Scenario 2 also N1) 

-
W-5GAN – UPF (N3)

5.3.2
Security threats

Without protection, an attacker may eavesdrop on or manipulate or replay the communication on the interface.

5.3.3
Potential security requirements

Confidentiality protection, integrity protection and replay-protection shall be supported on the W-5GAN – AMF interface and the W-5GAN – UPF interface.

5.4

Key Issue #4: Security for the interface between 5G-RG and W-5GAN 

5.4.1
Key issue details

The scenarios described in clause 4.2.2 of TR 23.716 [2] introduce a new interface between 5G-RG and W-5GAN. It is understood that this interface seems to be under the responsibility of BBF. However, the traffic via the W-5GAN is destined to 5GC and therefore can have a security impact to the 5GC. 

This key issue studies the security, i.e. confidentiality, integrity and replay-protection, for the interface between 5G-RG and W-5GAN. 

5.4.2
Security threats

Without protection, an attacker may eavesdrop on or manipulate or replay the communication on the interface. Lack of security measures may also have an impact on 5GC.

5.4.3
Potential security requirements

Confidentiality protection, integrity protection and replay-protection shall be supported on the interface between 5G-RG and W-5GAN. 

Editor's Note: It is for further study whether the interface between 5G-RG and W-5GAN is under 3GPP scope.
5.5
Key Issue #5: Registration and NAS transport for trusted non-3GPP access
5.5.1
Key Issue Details
The following security aspects need to be investigated to enable trusted non-3GPP access to 5G Core Network:

-
authentication procedures associated with the registration procedure for trusted non-3GPP access and the impact on the security procedures as applicable in the scope of SA WG3.

5.5.2
Security threats

Unauthenticated UEs shall not be able to register for normal service and access tot he 5G core network, else several attacks are possible e.g. it could lead to issues on binding the subscription profile to the session and all related issues on charging/billing, access rights, QoS profile and slicing etc. The UE could spoof any ID to hijack a subscription or UEs could try DoS attacks since the network would accept all UEs via the trusted non-3GPP connection.

5.5.3
Potential security requirements

A UE connecting to the 5G Core network via trusted non-3GPP access shall be authenticated.

5.6
Key Issue #6: Access to 5GC from WLAN UEs that do not support NAS
5.6.1
Issue Description

The following security aspects need to be investigated to enable UEs that do not support NAS to access via trusted non-3GPP (WLAN) access to the 5G Core Network:

Wireline access is not considered.

5.6.2
Security threats

Access of unauthenticated UEs to the 5G Core Network would allow several attacks, since the network does not know which UE is actually connecting to its core network, which leads to issues on binding the subscription profile to the session leading to all related issues on charging/billing, access rights, QoS profile and slicing. The UE could spoof any ID to hijack a subscription, or, UEs could try DoS attacks since the network would accept all UEs via the trusted non-3GPP connection.
5.6.3
Potential security requirements
UEs that do not support NAS over WLAN access and access to the 5G Core Network via trusted non-3GPP access shall be authenticated
5.7
Key Issue #7: Authentication of 5G capable UE behind a RG

5.7.1 Key Issue details

Scenarios 3 and 5 in TR 23.716 [2] describe how a 5G capable UE behind a residential gateway (5G-RG or FN-RG) is connected to the 5GC. This key issue studies authentication aspects for 5G capable UEs behind residential gateways.
A 5G capable UE behind a RG (FN-RG or 5G-RG) can authenticate to the 5GC using 5G subscription credentials. It needs to be studied whether the authentication procedure needs to be adapted when the access is via a residential gateway (FN-RG or 5G-RG).

5.7.2 Security Threats

If authentication via a RG is not properly defined, there might be security flaws that enable an attacker to impersonate a UE.
5.7.3 Potential security requirements

A 5G capable UE behind a RG (FN-RG or 5G-RG) shall be able to authenticate to the 5GC. 

NOTE 1: Any solution to this Key Issue different from usual 5G authentication needs strong motivation.

5.8
Key Issue #8: User plane data handling for 5G capable UE behind a RG

5.8.1 Key issue details

Scenarios 3 and 5 in TR 23.716 [2] describe how a 5G capable UE behind a residential gateway (5G-RG or FN-RG) is connected to the 5GC. This key issue studies user plane data handling for 5G capable UEs behind residential gateways.

For a UE behind a residential gateway (5G-RG or FN-RG), the user data may pass additional nodes compared to the situation for a usual 5G UE connected to 5GC. It needs to be studied whether different or additional security measures need to be taken.
5.8.2 Security Threats

Without confidentiality, integrity and replay protection, an attacker may eavesdrop on or manipulate or replay the user plane data.

5.8.3 Potential security requirements

User plane data of a 5G-capable UE behind a RG (FN-RG or 5G-RG) shall be forwarded via the RG in a manner that preserves data confidentiality, integrity and replay-protection.  

For a 5G-capable UE connecting to the 5G core network via a FN-RG or a 5G-RG, the 5GS shall provide a level of user plane security that is at least equal to the level provided to a UE connected via NG RAN.

The solution for user plane protection shall be compatible with local regulations.
5.9
Key Issue #9: User plane security for 5G-RG or FN-RG to 5GC

5.9.1
Issue details
In 5G, security of the user plane is provided from the 5G-capable UE to the 5GC by providing protection over the air interface between the UE and the gNB and using IPsec from the gNB to the core network. The user plane of a 5G-RG or a FN-RG that connects to a 5G core should therefore be protected equally well. Otherwise, UEs switchting from the cellular network to the local WiFi network provided by the RG would suddenly be exposed to new threats.

Providing security at least equal to 4G was one of the main design goals of 5G security and should therefore be applied to 5WWC.

5.9.2
Security Threats

If the user plane from a RG to the 5GC is unprotected, the user plane is subject to the following threats:
-
If not confidentiality protected, the user plane can be eavesdropped by an attacker;

-
If not integrity protected, the user plane can be modified by an attacker.
5.9.3
Potential security requirements

-
The user plane of a FN-RG or a 5G-RG to the 5GC shall provide a level of user plane security that is at least equal to the level provided to a UE connected via a gNB;

-
The solution for user plane protection shall be compatible with local regulations.
5.10
Key Issue #10: NAS termination in Trusted WLAN Interworking Function (TWIF)
5.10.1
Key issue details

Solution #3 in clause 7.3 of TR 23.716, is endorsed as a basis for normative specification for the scenario of connecting UEs, which do not support 5G NAS signalling over WLAN, to the 5GC via a trusted WLAN access network. This solution covers two types of UEs – 5G UEs that are not capable to operate as 5G UEs over a WLAN network and non-3GPP devices without any NAS capability.

In this solution, the responsibility of registering these UE’s, terminating N1/NAS messages, enforcing NAS security etc. lies with the Trusted WLAN Interworking Function (TWIF). The TWIF function implements the NAS protocol stack and exchanges protected NAS messages with the AMF on behalf of the UEs.

The solution #3 specifies EAP framework as the basis for authenticating the UE over the trusted WLAN. After a successful authentication of the UE, the AMF receives the KAMF key from the SEAF and derives NAS signalling keys. It then goes on to activate the NAS security context with the TWIF. 

The aim of this key issue is to study whether NAS security is required for this scenario, and if so, how NAS keys are generated in TWIF specific to the registering device (i.e. based on the identity of the device), and what, if any, changes are required in AMF.

5.10.2
Security threats

TBA
5.10.3
Potential Security requirements
TBA
5.11
Key Issue #11: NAS termination for FN-RG
5.11.1
Key issue details

According to Solution #23 in clause #23 of TR 23.716, which is endorsed as a basis for normative specification for the scenario of connecting FN-RG to the 5G core, the FAGF function in W-5GAN authenticates the FN-RG when a connection is established between FN-RG and the FAGF before registering FN-RG to 5GC on behalf of the FN-RG. In addition, the FAGF indicates to the AMF that it has authenticated the FN-RG and therefore no authentication is to be performed by the 5GC during registration of the FN-RG. 

In 5G, the AMF receives the UE-specific KAMF key at the end of a successful authentication run. The KAMF key then forms the basis for derivation of the keys required for NAS signalling. Since authentication is skipped for FN-RG, there the current procedure needs an update to trigger derivation of NAS keys in the AMF. Similar issue exists for generation of NAS signalling keys in the FAGF. 

This key issue is to study whether NAS security is needed for this scenario, and if so .how it is established between the AMF and the FAGF, given the constraints described above.
5.11.2
Security threats

TBD
5.11.3
Potential Security requirements
TBD
5.12
Key Issue #12: Protection of Line Id

5.12.1 Key Issue details

SA2 has endorsed Solution #23 and Solution #28 in clause 6.23 and 6.28 respectively of TR 23.716 as the basis for normative work for the scenario of connecting legacy RG (FN-RG) to the 5G core (clause 8.2.11 of TR 23.716 [2]). 

In TR 23.716 [2], the Line Id has been suggested as a possible identifier for legacy gateways (FN-RGs). 

Solution #23 specifies a procedure for registration and session management of FN-RG via W-5GAN. Solution #28 specifies the use of Line ID as an input to generate a SUPI/SUCI for the given FN-RG. The SUCI, thus generated, is sent by the FAGF to the AMF in the NAS registration request it builds on behalf of the RG. The SUCI is also expected to include other parameters such as Home Network Identifier of the operator owning the FN-RG. 

According to Solution#28 in TR 23.716 [2]: 

"In case of FN-RG the AGF provides the Line Id within the SUCI put in the NAS registration request it builds on behalf of the RG and it sends to the AMF. This solution assumes that the AGF ensures that the Line Id information it provides to the AMF is accurate" (The AGF is part of the W-5GAN.)

However, the format of the SUCI based on Line Id is not specified nor is it specified if the Line Id is to be concealed (like the SUPI).
This key issue studies whether the Line Id needs to be concealed. The following aspects could be considered:

a) SUPI concealment, introduced in Rel-15, is a privacy mechanism for mitigating traceability of subscribers by using SUCI over-the-air. For the FN-RG the Line Id is transferred from the W-5GAN to the AMF over a backhaul interface (i.e., not over-the-air). 

b) Alignment of non-IMSI identifiers with the SUPI/SUCI solution. 

c) Protection of the interface between W-5GAN and 5GC, see Key issue #3 "Transport security for the interfaces between W-5GAN and 5GC".

d) Possible threats regarding Line Id tampering on the interface between W-5GAN and 5GC.

e) User privacy effects on human users behind FN-RG.

5.12.2 Security Threats

TBD
5.12.3 Potential security requirements

TBD
5.13
Key Issue 13: Mobility between TNAPs within the Trusted Non-3GPP Access Network (TNAN)
5.13.1
Key issue details

In TR 23.716 [2], it has been concluded that mobility between TNAPs within the same Trusted Non-3GPP Access Network Gateway Function (TNGF-CP) is supported. The purpose of this key issue is to study:

a) the security protocol needed for for intra-TNGF mobility. 

b) how to generate the keys needed for mobility. 


Editor’s Note: Whether this scenario is in scope of Rel-16 is FFS.
5.13.2
Security threats

Not applicable

5.13.3
Potential Architecture requirements
FFS
5.14
Key Issue #14: Mobility between TNGFs within the Trusted Non-3GPP Access Network (TNAN)

5.14.1
Key issue details

To facilitate inter-TNGF mobility within the TNAN, Tn interface is introduced between TNGFs in Solution #1 in clause 7.1 of TR 23.716 [1]. This is used for mobilitiy between TNGFs. 

When the inter-TNGF mobility procedure is executed, Tn interface is used to transfer the UE context and the NWt connections to a new TNFG-CP (the target TNGF-CP). The UE context includes the GUAMI of the serving AMF, the EAP re-authentication root key (used for intra-TNGF mobility), information about the established PDU sessions, etc.

Editor’s Note: Whether this scenario is in scope of Rel-16 is FFS.
5.14.2
Security threats

Without protection of the Tn interface, an attacker may eavesdrop on Tn to obtain sensitive information such as ERP key or manipulate data on the interface for malicious purposes.
5.14.3
Potential security requirements

Confidentiality protection, integrity protection and replay-protection shall be supported on the Tn interface between two TNGFs within the TNAN.
5.15 
Key Issue #15: N3GPP Key Separation

5.15.1
Key issue details

This Key Issue addresses aspects in scope of 3GPP. Aspects in scope of BBF are not addressed.

In 5G Rel-15, security for untrusted N3GPP access was specified. For Rel-16, two more variants of N3GPP access are endorsed for normative work in TR 23.716 [2]:

1. Trusted non-3GPP access, similar to the untrusted case, but not identical. The solution concluded for normative work is described in clause 7.1.3.3 of TR 23.716 [2].  

2. 5G-RG connecting to a W-5GAN, where the 5G-RG acts as a UE and the W-5GAN acts as non-3GPP access. 

Untrusted N3GPP access as specified in 5G Rel-15 uses an access node key, KN3IWF. The new types of N3GPP accesses may need similar keys.  

In the Rel-15 solution for untrusted N3GPP access, the key KN3IWF is used to setup IPSec SAs. The key relations (not a key hierarchy) for untrusted access is illustrated in Figure 5.15.1-1. The KN3IWF is used to setup the IP Sec SA used for Control plane data (encryption and integrity). From this SA, further Child SAs are derived for user plane protection (encryption and integrity). 

Note that the key KN3IWF is used to authenticate the UE and N3IWF during the IP Sec SA setup. The actual keys used for CP-signalling and UP-data are negotiated using Diffie-Hellman and not derived from KN3IWF. 
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Figure 5.15.1-1: Rel-15 Key relations for untrusted N3GPP access. Note that this is not a key hierarchy. Instead the key negotiation for the IPSec SA is authenticated using the key KN3IWF.  

According to the solution endorsed in TR 23.716 [2] for trusted N3GPP access, the access node key KTNGF is derived by the AMF and sent to the TNGF (similar to the solutions for KN3IWF). This key is used to setup IPSec SAs in a similar way as for untrusted access, with the exception that no encryption is used, only integrity protection. According to the solution, another type of keys for WLAN encryption (TNAP keys) are also derived from the KTNGF. 

5.15.2
Security threats

If one access node key is used for different purposes there is a risk that one node type can pose as another.  
Editor's Note: In clauses 5.15.2 and 5.15.3, it needs to be clarified what "for different purposes" means.

5.15.3
Potential security requirements

The 5G system shall support key separation for keys used for different purposes.   

5.X
Key Issue #X: <Key Issue Name>

5.X.1
Key issue details

5.X.2
Security threats

5.X.3
Potential security requirements
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.1
Solution #1: Solution for  trusted non-3GPP access
6.1.1
Definitions
-
Trusted Non-3GPP Access Network (TNAN): a TNAN is an access network that employs an access technology not specified by 3GPP (e.g. WLAN) and can connect to 5GC by exposing north-bound interfaces compliant with N2/N3. Is deployed and managed either (a) by a 5G mobile operator or (b) by a third-party who is trusted by the 5G mobile operator. How trust is established between a third-party and a 5G mobile operator is currently not considered in this document.

-
Trusted Non-3GPP Access Point (TNAP): The TNAP enables UEs to access the TNAN by using a non-3GPP wireless or wired access technology. In case of an IEEE 802.11 [27] WLAN, the TNAP corresponds to a WLAN access point. A TNAP terminates the UE's IEEE 802.11 [27] link defined in IEEE Std 802.11 [27].
-
Trusted Non-3GPP Gateway Function (TNGF): The TNGF exposes the N2/N3 interfaces and enables the UE to connect to 5GC over a non-3GPP access technology. The TNGF is functionally split into a control-plane function, referred to as TNGF-CP, and to a user-plane function, referred to as TNGF-UP. The interface between these functions is not defined.

6.1.2
Abbreviations
TNAN
Trusted Non-3GPP Access Network
TNAP
Trusted Non-3GPP Access Point

TNGF
Trusted Non-3GPP Gateway Function

6.1.3
Introduction

The UE registers to 5GC and, at the same time, it authenticates with the TNAN by using the EAP-based procedure, which is essentially the same with the registration procedure for untrusted non-3GPP access. The link between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation. The interface between the TNAP and TNGF-CP is an AAA interface. The TNGF terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN. The security relies on Layer-2 security between UE and TNAP, which is a trusted entity so that no IPSec encryption would be necessary between UE and TNGF, i.e. NULL encryption is sufficient for the user plane and signalling. 

Separate IPSec SAs may be used for NAS transport and PDU Sessions. At the end of the UE’s registration to 5GC, an IPSec SA (NWt-cp) is established between the UE and TNGF. This is used to protect NAS messages between the UE and TNGF-CP. Later when the UE initiates a PDU session establishment, the TNGF initiates establishment of one or more IPSec child SAs per PDU session. This results in additional IPSec SA’s (NWt-up) to be setup between the UE and TNGF-UP which are then for user plane transport between the two.

The main advantage of using IKEv2/IPsec is that it makes the solution for trusted non-3GPP access almost identical with the solution for untrusted non-3GPP access specified in TS 33.501 [3]. Thus, the UE can use the same protocols and procedures for both trusted and untrusted non-3GPP access and the TNGF can become very similar to N3IWF.
6.1.4
Solution details
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Figure 6.Y.4-1: Registration \ Authentication and PDU Session establishment for trusted non-3GPP access

1.
A layer-2 connection is established between the UE and the TNAP. In case of IEEE 802.11 [4], this step corresponds to an 802.11 [4] Association. In case of PPP, this step corresponds to a PPP LCP negotiation. In other types of non-3GPP access (e.g. Ethernet), this step may not be required.

2-3.
An EAP authentication procedure is initiated. EAP messages are encapsulated into layer-2 packets, e.g. into IEEE 802.3/802.1x packets, into IEEE 802.11/802.1x packets, into PPP packets, etc. The UE provides a NAI that triggers the TNAP to send an AAA request to a TNGF-CP, which operates as an AAA proxy. Between the TNAP and TNGF-CP the EAP packets are encapsulated into AAA messages.

4-10.
An EAP-5G procedure is executed as specified in TS 33.501 [3], clause 7.2.1with the following modifications:

-
The EAP-5G packets are not encapsulated into IKEv2 packets.

-
A TNGF key and a TNAP key (instead of an N3IWF key) is created in the UE and in the AMF and TNGF-CP respectively after the successful authentication. The TNGF key is transferred from the AMF to TNGF-CP in step 10a (within the N2 Initial Context Setup Request). The TNGF-CP generates the TNAP key and transfers it from TNGF-CP to TNAP in step 10b (within an AAA message). In case of trusted WLAN access, the TNAP key corresponds to the Pairwise Master Key (PMK) and can be derived from the TNGF key, e.g. by using the first 32 bytes of the TNGF key.

-
In step 9b the UE receives the "TNGF Contact Info" which includes the IP Address of TNGF-CP to which NAS signalling should be sent. 

11.
The common TNAP key is used by the UE and TNAP to derive security keys according to the applied non-3GPP technology and to establish a security association to protect all subsequent traffic. In case of IEEE 802.11 [4], the TNAP key is the Pairwise Master Key (PMK) and a 4-way handshake is executed (see IEEE 802.11 [4]) which establishes a security context between the WLAN AP and the UE that is used to protect unicast and multicast traffic over the air. All messages between UE and TNAP are encrypted and integrity protected from thist step onwards.

12.
The UE receives IP configuration from the TNAN, e.g. with DHCP.

13.
The UE initiates an IKE_INIT exchange with the TNGF. The UE has received the IP address of TNGF during the EAP-5G signalling in step 9b, subsequently, the UE initiates an IKE_AUTH exchange and provides its SUPI or 5G-GUTI identity. The common TNGF key is used for mutual authentication. NULL encryption is negotiated as specified in RFC 2410 [5]. After step 13c, an IPsec SA is established between the UE and TNGF (i.e. a NWt-cp connection) and it is used to transfer all subsequent NAS messages. This IPsec SA does not apply encryption but onlyapply integrity protection.

14.
After the NWt-cp connection is successfully established, the TNGF responds to AMF with an N2 Initial Context Setup Response message.
15.
Finally, the NAS Registration Accept message is sent by the AMF and is forwarded to UE via the established NWt-cp connection.

16-18. The UE initiates a PDU session establishment. This is carried out exactly as specified in TS 23.502 [x] clause 4.12.5. The TNGF may establish one or more IPSec child SA’s per PDU session. 

19. User plane data for the established PDU session is transported between the UE and TNGF-UP inside the established IPSec child SA.
Editor’s Note: The differences of this solution to the authentication and registration flow from TR 23.716 should be highlighted.

6.1.5
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
6.2
Solution #2: 5GC-capable UEs behind 5G-RG/FN-RG using N3GPP-access solutions 

6.2.1
Introduction

Editor's Note: This solution is dependent on SA2 decisions on validity of the scenario for Rel-16 normative work. The evaluation part may need to be revisited.

This solution addresses key issues #7  and #8. 

In the following, when the term RG is used, it can mean either FN-RG or 5G-RG.

6.2.2
Solution details

This solution aims to construct a security solution based on Solution #11 for WWC in TR 23.716 [2]. Solution #11 for WWC in TR 23.716 [2] reuses the Rel-15 solution for untrusted N3GPP access in combination with Solution#1 for trusted network in TR 23.716 [2].

The main idea of Solution #11 for WWC in TR 23.716 [2] is that the RG and W-5GAN act as untrusted/trusted N3GPP access towards 5GC-capable UEs behind the RG.

The suggested reference architecture from Solution #11 for WWC in TR 23.716 [2] is provided in Figures 6.11.1-1 and 6.11.1-2 in TR 23.716 [2]. 

Solution #11 for WWC in TR 23.716 [2] provides the following options:

1. A 5GC-capable UE behind an FN-RG uses Untrusted N3GPP-access as defined in Rel-15. 

2. A 5GC-capable UE behind a 5G-RG can use either untrusted N3GPP-access as defined in Rel-15, or trusted N3GPP-access as studied in TR 23.716 [2]. When choosing the trusted solution, the 5G-RG must be trusted.


Further, Solution #11 for WWC in TR 23.716 [2] also suggests some additional features that are out of scope for SA3 work: co-location of the W-5GAN, UPF (for W-5GAN user plane) and IWF to support different scenarios such as QoS. 

The suggested solution for trusted N3GPP access, which is also adopted as preliminary conclusion in TR 23.716 [2], reuses the procedures for non-trusted N3GPP access as much as possible.  The security of the solution is discussed in Solution #1 of this TR. 

 6.2.3
Evaluation

6.2.3.1 Key issue #7

Key issue #7 in this study is about authentication of a UE behind a RG. This solution addresses this using either the Rel-15 procedures for untrusted N3GPP access or new Rel-16 procedures for trusted N3GPP access.  

For the untrusted case, the UE authentication is already described in Rel-15. 

Provided that the solution for trusted access is deemed secure, the solutions solves this key issue. 

6.2.3.1 Key issue #8

Key issue #8 in this study is about user plane data for a UE behind a RG. The solution addresses this by tunnelling the UE’s user data through the access nodes’ user data plane. 

For the untrusted case, the UE user data is protected between the UE and IWF with a child SA negotiated during the authentication as specified in Rel-15.

For the trusted case, Solution #1 for trusted network in TR 23.716 [2] suggests reusing this solution (using child SAs) to align with the untrusted case and because it provides smooth management of QoS parameters. However, Solution #1 for trusted network in TR 23.716 [2] suggests using null-encryption and provide authentication/integrity protection only. 
The claim to use null encryption can be justified because there is hop-by-hop protection of data between the UE and the IWF.  Hop-by-hop security can be achieved by the following:

1. Between UE and 5G-RG, level-2 encryption is used (WLAN or similar)

2. The interface between 5G-RG and W-5GAN, is to be handled by solutions for key issue #4 in this TR. 

3. Since the UE’s user data is tunnelled over the W-5GAN user data plane, it is protected from eavesdropping and manipulation between the W-5GAN and the IWF. 
Given that a solution is provided for key issue #4, either by BBF methods or 3GPP methods, we get hop-by-hop security which might exclude the need for IPSec encryption between UE and IWF. 

However, it can be argued that using IPSec with null-encryption does not provide a major performance gain (compared to using encryption) since authentication/integrity protection is still needed. (RFC states that we cannot nullify both encryption and authentication). 

6.3
Solution #3: 5G-RG connecting to 5GC via W-5GAN
6.3.1
Introduction

This solution addresses KI #1.
6.3.2
Solution details

This solution captures the security aspects of Solution #3 for WWC in TR 23.716 [2]. In Solution #3, the 5G-RG acts as the 3GPP UE and supports N1. The FAGF function in the W-5GAN acts as a 5G AN and supports N2 and N3.

The Untrusted non-3GPP access procedure defined in Rel-15 is used as the basis for the registration of 5G-RG when 5G-RG is connecting to the 5GC via the W-5GAN. 
As the 5G-RG is a UE from 5GC point of view, the authentication framework defined in subclause 6.1.3 of 33.501[3] shall be still applicable for the 5G-RG with the following differences::

1. When a 5G-RG connects to a W-5GAN, the AMF could derive a key that is equivalent to KN3IWF. 

Editor’s Note: It is FFS whether a key similar to KN3IWF is needed and included it in the NGAP Initial Context Setup Request sent to the FAGF

2. There may be a need to use IPSec or other means of security for securing N1 messages between the 5G-RG and the FAGF. 
Editor’s Note: It is FFS whether there is a need for additional security between the FAGF and 5G-RG for transport of N1 messages. If so, BBF needs to be intimated of this requirement.
6.3.3
Evaluation

TBD
6.4
Solution #4: FN-RG registration to 5GC

6.4.1
Introduction

This solution addresses key issues #2 and #11.
This solution specifies registration procedure for FN-RG. The FN-RG connects to 5GC via W-5GAN, which has the FAGF function that provides connectivity to the 5GC via N2 and N3 reference points. Since the FN-RG is a non-wireless entity defined by the BBF, it doesn’t support NAS signalling. The FAGF provides N1 connectivity on behalf of the FN-RG. 

6.4.2
Solution details
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Figure 6.4.2-1 Registration call flow for FN-RG
1. A layer-2 (L2) connection is established between the FN-RG and the FAGF function in the W-5GAN.

2. The FN-RG is authenticated by the W-5GAN. Authentication method used for FN-RG is defined by BBF and out of scope of 3GPP. 

It is assumed that there is a trust relationship between the wireline operator that manages the W-5GAN and the PLMN operator managing the 5GC. 

Editor’s Note: It is FFS if any procedure is required to establish this trust between FAGF in the W-5GAN and AMF in the 5GC.

3-4. The FAGF performs initial registration on behalf of the FN-RG. It generates a Registration Request NAS message on and sends it the AMF in 5GC over N2. 

The message includes SUCI, and that the FAGF has authenticated the FN-RG and no further authentication is required to be performed by the 5GC.

Editor’s Note: It is FFS how SUCI is constructed for the FN-RG by the FAGF

5. The AMF selects an AUSF based on the received SUCI and interacts with it to obtain the corresponding SUPI,

Editor’s Note: It is FFS how AMF indicates to AUSF that authentication is not required for this scenario.

6-7. The AMF generates NAS keys and executes NAS Security Mode Command procedure with the FAGF. The AMF skips generating of the AN key for this scenario.

As part of the NAS SMC procedure, the FAGF generates NAS keys.

Editor’s Note: It is FFS whether NAS security is required to be established between the AMF and the FAGF.

Editor’s Note: It is FFS how the AMF and FAGF generates NAS keys.

8. The AMF sends Registration Accept message to the FAGF. This message contains 5G-GUTI and other parameters.

9. The FAGF sends a Registration Complete message back to the AMF. The FAGF shall stores the 5G-GUTI for use in later NAS procedures.

6.4.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.5
Solution #5: 5G-RG connecting to 5GC via NG-RAN (FWA) 

6.5.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.5.2
Solution details

This solution captures the security aspects of Solution #19 for WWC in TR 23.716 [2]. 

When a 5G-RG connects to 5GC only via NG-RAN, it plays the role of a UE with regard to the 5GC. It exchanges N1 signalling with 5GC. 

The 5G-RG is assumed to be equipped with UICC where the IMSI resides. If provisioned by the home operator, the 5G-RG shall store the Home Network Public Key required for concealing the SUPI, which is based on the IMSI.

Solution #19 in TR 23.716 reuses existing registration management procedures defined in TS 23.502 [X] clause 4.2.2 to register the 5G-RG with the 5GC. 

Authentication of the 5G-RG is based on the existing procedures described in TS 33.501 [3]. 

The 5G-RG shall support all the security requirements and features defined in TS 33.501. 

Editor’s Note: It is FFS if additonal security features will be required on 5G-RG. 
6.5.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.6
Solution #6: Solution for 5GC access from WLAN UEs that do not support NAS
6.6.1
Introduction

This solution addresses the key issue#6 “Access to 5GC from WLAN UEs that do not support NAS”.
6.6.2
Solution details

6.6.2.1 Definitions

"Non-5G-capable over WLAN" UE:
· is capable to register to 5GC and to establish 5GC connectivity via a trusted WLAN access network
· is not capable to operate as 5G UE over a WLAN access network
· may be capable to operate as a 5G UE over NG-RAN
· may be without any NAS capability at all
Trusted WLAN Access Point (TWAP): It provides a point-of-access to the WLAN access network. This function is outside the scope of 3GPP but mentioned for completeness.

Trusted WLAN Interworking Function (TWIF): It provides interworking functionality that enables connectivity with 5GC. The TWIF supports the following functions:

· Terminates the N1, N2 and N3 interfaces.

· Implements the AMF selection procedures specified in TS 23.501.

· Implements the NAS protocol stack and exchanges NAS messages with the AMF on behalf of the UE.

· On the user plane, it relays protocol data units (PDUs) between the Yw connection and the N3 connection. It may also steer some PDUs to a local breakout point in order to support "non-seamless WLAN offload".

· May implement a local mobility anchor within the trusted WLAN access network.

6.6.2.2
Initial Registration & PDU Session Establishment

The Figure 6.Y.2.2-1 illustrates how the “non-5G capable UE over WLAN” UE can simultaneously connect to a trusted WLAN access network and to a 5G core network and is similar to the call flow in 23.716, Figure 7.3.3.2-1. A single EAP-AKA’ authentication procedure is executed for connecting the UE both to the trusted WLAN access network and to the 5G core network. . 

Differences to the call flow in SA2:

· The connection between TWIF and AMF relies on the N2 security specified in TS 33.501 [3], clause 9.2, therefore no specific NAS security is used between the TWIF to the AMF.

· NAS SMC between TWIF and AMF has been removed as it may not be required in this scenario..
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Figure 6.6.2.2-1: Initial registration and PDU session establishment

Steps 1-10:
Initial registration to 5GC.

1.
The UE associates with the trusted WLAN network and the EAP-AKA’ authentication procedure is initiated.

2.
The UE provides its Network Access Identity (NAI) The Trusted WLAN Access Point (TWAP) selects a Trusted WLAN Interworking Function (TWIF), e.g. based on the received realm or based on pre-configured information possibly associated with the SSID used by the UE and sends an AAA request to the selected TWIF.

In case of a UE with 5GC capabilities, the NAI has the format of <SUCI>, where the realm indicates the home PLMN. The UE discovers the PLMNs with which the WLAN supports "5G connectivity without NAS" and selects a PLMN, by using procedure defined in clause 7.6.

If the UE has registered to 5GC over 3GPP access when the above procedure is initiated, then the NAI includes the 5G-GUTI assigned to UE over 3GPP access. This enables the TWIF in step 4a below to select the same AMF as the one serving the UE over 3GPP access.


The NAI provided by the UE in step 2b indicates that the UE wants "5G connectivity without NAS" towards a specific PLMN. For example, with NAI=<SUCI>@nai.5gc-nn.mnc123.mcc45.3gppnetwork.org, the UE indicates that it wants "5G connectivity without NAS" (5gc-nn) to the PLMN with MCC=45 and MNC=123,

3.
The TWIF creates a 5GC Registration Request message on behalf of the UE. The TWIF uses default values to populate the parameters in the Registration Request message, which are the same for all UEs that do not support 5G NAS. The Registration type indicates "Initial Registration".

4.
The TWIF selects an AMF (e.g. by using the 5G-GUTI in the NAI, if provided by the UE) and sends an N2 message to the AMF including the Registration Request, the User Location and an AN Type.

5.
The AMF triggers an authentication procedure by sending a request to AUSF indicating the AN type.

6.
 EAP-AKA' takes place between the UE and AUSF. Over the N2 interface, the EAP messages are encapsulated within NAS Authentication messages, as usually.

7.
After a successful authentication, the AUSF sends to AMF the EAP-Success message and the created SEAF key. 
8.
The N2 reference point shall be secured as described in TS 33.501 [x], clause 9.2, therefore NAS security context may not be required in this scenario. The AMF derives an AN key from the received SEAF key.
Editor’s Note: It is FFS whether NAS security context is required to protect NAS messages between the TWIF and the AMF. Step 8 will be aligned based on the solution for Key Issue 10.
9.
The AMF sends an N2 Initial Context Setup Request and provides the AN key to TWIF. In turn, the TWIF derives a Pairwise Master Key (PMK) from the AN key and sends the PMK key and the EAP-Success message to the Trusted WLAN Access Point, which forwards the EAP-Success to the UE. The PMK is the key used to secure the WLAN air-interface communication according to IEEE 802.11i [36] (now incorporated into IEEE 802.11 [26]). A layer-2 or layer-3 connection is established between the Trusted WLAN Access Point and the TWIF for transporting all user-plane traffic of the UE to TWIF. This connection is later bound to an N3 connection that is created for this UE.

10.
Finally, the AMF sends a Registration Accept message to TWIF At this point, the UE is connected to the WLAN access network..

Steps 20-21:
PDU Session Establishment. This procedure is compliant with TS 23.502 [3] Figure 4.3.2.2.1-1 with the TWIF acting both as the AN and as the UE.
Step 25:
User plane communication.

6.6.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.7 Solution #7: Key separation for untrusted and trusted access
6.7.1
Introduction

This solution addresses the key issue #15 (N3GPP Key Separation). 
Editor's Note: Whether this solution addresses the above key issue is ffs.
6.7.2
Solution details

6.7.2.0
General
When introducing more variants of Non-3GPP accesses, and thus more types of access node keys are needed, there are different optional solutions. . 

One option is to keep the values in Table A.9-1 in TS.33.501 [3] and add separation in the next layer in the hierarchy. In this case, there is one common key for N3GPP access, KN3GPP. This key would be derived as described in TS.33.501 [3], Appendix A.9. Instead key separation would be added in the next layer of the key hierarchy. 

6.7.2.1
Keys for trusted access  

Editor's Note: Whether the entity TNAP is in scope of 3GPP is ffs.
In the trusted access case, there are two different usages for the access key KTNGF; to setup IPSec SAs between the UE and the TNGF and to create WLAN keys (TNAP keys) between the UE and the TNAP. 

To separate the keys for these purposes, a key hierarchy can be setup for trusted access as illustrated in Figure 6.7.2.1-1. One key is intended to be used to setup IPSec SAs (KTIPSec) and another key is derived as root key for TNAP keys (KAP_Root). Note the meaning of the different arrow types as described in the legend in Figure 6.7.2.1-1.

When deriving the KTIPSec and KAP_Root from KTNGF in the UE and the TNGF, the usual procedures for separation (separate FC values or other input separation) can be used.
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Figure 6.7.2.1-1 Key hierarchy with additional layer for trusted access

6.7.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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