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1
Decision/action requested

This contribution proposes some analysis of Solution #1 AS and NAS security for RLOS services for inclusion in the PARLOS TR
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3
Rationale

This contribution provides some proposed text from the evaluation of solution#1 of the PARLOS TR [1].
The solution relies on the UE providing a public key to the network which is used by the network to encrypt a KASME that will be used in normal way to protect the traffic between the UE and network. 

The first observation to make is that the proposal protects against passive attacks, i.e. if the attacker is only eavesdropping on the data between the UE and network it will not be possible for the attacker to decrypt the traffic. 

. Such a benefit could be gained by merely exchanging randomly generated KAMF in the clear in one of the initial messages if the attacker does not get these initial messages.
Like emergency calls an attacker cannot force the UE to accept a RLOS call as such a call needs to be initiated by the UE.

The proposal is vulnerable to active attacks. The attacker may simply be a false base station and route RLOS call to the real network so that RLOS call setup completes successfully (note: this is necessary given that there is some authentication between the UE and RLOS server). The attacker continues to be a man-in-the- middle for the call. Alternatively, the attacker can act like a man-in-the-middle during call set-up and be aware of the KASME that is agreed by the UE and network. This would be achieved by acting like a false base station to the UE and a UE to the network. The real network would then pass the key onto the attacker’s UE which could then passed onto the real UE. The attacker could then allow the rest of the call to proceed between the real UE and network as it has the keys, e.g. by getting the UE handed over to a real cell.
To minimize the time, an attacker needs to act like a false base station: an attacker passively monitors the initial messages in RLOS calls and then acts like a false base station to get the user to re-attach via the false base station after getting the call to drop. 

The impact of the UE and MME of this solution are quite high in terms of the need to support public key cryptography. The gain of such an overall impact is to force the attacker to use simple man-in-the-middle active attacks as opposed to just passive attacks. 

4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

7.1.3
Evaluation

This contribution provides some proposed text from the evaluation of solution#1 of the PARLOS TR [1].

The solution relies on the UE providing a public key to the network which is used by the network to encrypt a KASME that will be used in normal way to protect the traffic between the UE and network. 
The solution provides confidentiality and integrity protection for the NAS and AS signalling against passive attacks, but not against active attacks.
The first observation to make is that the proposal protects against passive attacks, i.e. if the attacker is only eavesdropping on the data between the UE and network it will not be possible for the attacker to decrypt the traffic. 

Such a benefit could be gained by merely exchanging randomly generated KAMF in the clear in one of the initial messages if the attacker does not get these initial messages.

An attacker cannot force the UE to accept a RLOS call as such a call needs to be initiated by the UE.

The proposal is vulnerable to active attacks. The attacker may simply be a false base station and route RLOS call to the real network so that RLOS call setup completes successfully (note: this is necessary given that there is some authentication between the UE and RLOS server). The attacker continues to be a man-in-the- middle for the call. Alternatively, the attacker can act like a man-in-the-middle during call set-up and be aware of the KASME that is agreed by the UE and network. This would be achieved by acting like a false base station to the UE and a UE to the network. The real network would then pass the key onto the attacker’s UE which could then passed onto the real UE. The attacker could then allow the rest of the call to proceed between the real UE and network as it has the keys, e.g. by getting the UE handed over to a real cell.

To minimize the time, an attacker needs to act like a false base station: an attacker passively monitors the initial messages in RLOS calls and then acts like a false base station to get the user to re-attach via the false base station after getting the call to drop. 

The impact of the UE and MME of this solution are quite high in terms of the need to support public key cryptography. The gain of such an overall impact is to force the attacker to use simple man-in-the-middle active attacks as opposed to just passive attacks. 
Application layer security is always possible but depends on the implementation of the service. The standardization of such application layer security for RLOS service is outside the scope of 3GPP.
Editor’s Note: The above evaluation may need to be updated in case new Key Issue(s) are added to the TR. 
**** END OF CHANGES ****

