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1
Decision/action requested

This contribution introduces a new key issue on integrity protection in TR 33.853 Ver0.1.0.
2
References

[1]
S3-190648, Discussion on the need of UP IP solution for Rel.15 UEs, NEC.
3
Rationale

This contribution introduces a new key issue on user plane integrity protection to the in UP IP SI based on the discussion document in [1].
4
Detailed proposal

.
**** START OF CHANGES ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 38.801:"Study on new radio access technology: Radio access architecture and interfaces"
[x]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[y]
S3-181429, LTE and the upcoming 5G standard (GSMA).
**** NEXT CHANGE ****

5.x
Key Issue x: Optionality of integrity protection in UP DRB

5.x.1
Issue description

In Rel.15, security architecture for 5G in TS 33.501 [x] specifies the use of UP IP. This is an improvement over LTE in light of the attack mentioned above ([y]). However, the actual usage of UP IP in 5G system is left open to serving network operator choice. The serving network operator choice to enable/disable the UP IP depends on, the security policy for a particular PDN and also based on capability of the UE (as some UEs has a limitation in terms of the data rate it can support the UP IP in DRB limited to "64Kbps" in Rel.15 specification). 




This situation clearly indicates that the inadequate support of UP IP will continue to persist as long as Rel.15 UEs with limited UP IP support exist, irrespective of new UE appearing to make it a "non-issue". 
The use of UP IP is serving network operator-dependent policy, thus optional for the network to enable for a PDU session. If the serving network operator sets the policy to disable the UP IP for some reason (service-dependent policy, e.g. online Gaming, etc.), then the attack (ALTER attack) discussed in [y] is possible.
As a result, UEs will continue to be vulnerable to potential attack exploiting the same vulnerability with LTE as discussed in [y] and also for the services where the serving network operator sets the policy to disable the UP IP. In other words, as long as optionality of the UP IP exists in the system, the attack such as [y] continues to be relevant in 5G system as well.
5.x.2
Network options affected
This key issue is applicable to the following network options:

- Option 2 - NR standalone with 5G Core

5.x.3
Threat description

Inadequate support of UP IP will continue to persist as long as the optionality of the UP IP exists in the system. UEs not supporting UP IP at full data rate or no support of UP IP for a particular PDU session, will continue to be vulnerable to potential attacks exploiting the same vulnerability as described in [y]. In other words, as long as the optionality of the UP IP exists in the system, the attack such as [y] continues to be relevant in both 5G and LTE systems.
5.x.4
Security requirements 

The 5G system should support solution(s) to mitigate the threat mentioned in clause 5.x.3, when the integrity protection of a PDU session is not activated due to UE capability limitations or serving network policy.
**** END OF CHANGES ****
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