3GPP TSG-SA WG3 Meeting #94Ad-Hoc
S3-191000
Stockholm (Sweden), 11-15 March 2019
revision of S3-190856
Source:
Nokia, Nokia Shanghai Bell, Ericsson, CableLabs
Title:
Authentication and authorization of NPN subscribers by an AAA
Document for:
Approval, Information, Discussion

Agenda Item:
5.15
1
Decision/action requested

Authentication and authorization of NPN subscribers by a 5G external entity need to be addressed in NPN deployment scenarios, where the NPN operator has already an established mechanism.
2
Rationale

5G subscriber data and authentication credentials are processed in UDM/ARPF and the data is hold by the UDR. In deployments of standalone NPNs the NPN operator may have its own subscriber data management outside of the 5G environment. For example, a AAA server may already exist and has served for authenticating of the users before shifting the communication paradigm and using 5G system for communication. Thus, it is important to consider in a standalone NPN environment how to protect the 5G system to an external entity that handles authentication, authorization or accounting.
3
Detailed proposal

5.5.X
Key Issue #5.X: Authentication and authorization of NPN subscribers by an AAA

5.5.X.1
Key issue details

Editor’s note: It is FFS whether the use-case described in this key issue is in the scope of NPN as per SA1 and SA2 agreed scenarios, requirements and architecture.

In the 5G System, the authentication credentials are stored and processed in the UDM/ARP as described in TS 33.501 [x]. For standalone NPNs, it is understood that it is recommended not to have any restriction on the credentials and the authentication methods. This is since the NPN operators might already have their own identity and credential management systems, typically legacy AAA infrastructures for authentication and authorization of the devices or the users. 
Now in order to allow the use of any authentication credentials and methods, the common practise was to support an interaction with a AAA entity. This is for example what has been done for the Secondary Authentication where the SMF interacts with an external AAA entity in the DN. This is also what was adopted in the slicing enhancement study captured in TR 23.XXX [y] and where it is assumed that the AUSF interacts with AAA entity for the slice specific authentication procedure. 

Introducing such a feature in the 5G System for the Primary Authentication would have considerable impact on the UE. In fact, if the AUSF is to interact with AAA entity, and endorse an authenticator role instead of the server role in the EAP framework, then the key hierarchy needs to be revised for this use case so that the KAUSF is derived from the MSK instead of the EMSK key.
For that, the focus of this key issue is to whether it is possible and if yes how to allow such an interaction with AAA while preserving the current role of the AUSF and the UDM in the Primary Authentication framework as described in TS 33.501 [x]. 
5.5.X.2
Security threats

FFS

5.5.X.3
Potential security requirements

FFS
