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1
Decision/action requested

This contribution proposes adding network binding requirement for standalone non-public networks
2
References

[1]
TR 33.819 v0.2.0


3
Rationale

Key derivation in 5G binds the keys sent to a serving network to the PLMN ID to provide assurance to the UE of which network it is accessing. For standalone non-public networks, the PLMN ID does not uniquely identify the network. So, without making changes to key derivations in TS 33.501, the property of key binding to the network would be lost. It is the NPN ID that provides the network identification in this case.

For example, an operator may run multiple standalone non-public networks using AKA credentials to provide access. The customer that requires flexibility for its subscriptions to be able to access different standalone networks, e.g. machine can only access the network on site while people that move between sites can access multiple networks. 

To enable authentication of the network without including NPN ID as part of the key derivation, the operator would need to make several sets of AKA credentials available to each subscriber. Each credential would be linked be to one particular standalone non-public network that the subscriber can access. This would be costly in terms of subscription management.

Using a particular set of AKA (or other) credentials to access multiple standalone non-public networks is not a security risk provided it is ensured that only one network can be accessed at one time. There are simple solutions to ensure this, e.g. Cancel Location when the UE registers to a new network.
When introducing standalone non-public networks, it should also be ensured that the standalone non-public network cannot masquerade as a public network, i.e. the keys derived for a public network and standalone non-public network are different.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

5.1.1
Key Issue #1.1: Calculating KSEAF for standalone non-public networks

5.1.1.1
Key issue details

Binding the key to the serving network identity is a requirement for 5G security [1]. For standalone non-public networks, the network identity used (see solution #1 in TR 23.734 [3]) is changed and may not even contain a complete PLMN ID. Hence the standard needs to clearly define the input parameters used to calculate KSEAF in both the network and UE.
An operator may run multiple standalone non-public networks using AKA credentials to provide access. The customer that requires flexibility for its subscriptions to be able to access different standalone networks, e.g. machine can only access the network on site while people that move between sites can access multiple networks. 

To enable authentication of the network without including NPN ID as part of the key derivation, the operator would need to make several sets of AKA credentials available to each subscriber. Each credential would be linked be to one particular standalone non-public network that the subscriber can access. This would be costly in terms of subscription management.

Using a particular set of AKA (or other) credentials to access multiple standalone non-public networks is not a security risk provided it is ensured that only one network can be accessed at one time. There are simple solutions to ensure this, e.g. Cancel Location when the UE registers to a new network.

When introducing standalone non-public networks, it should also be ensured that the standalone non-public network cannot masquerade as a public network, i.e. the keys derived for a public network and standalone non-public network are different.
5.1.1.2
Security threats

If using the same credentials for more than one network, the UE may be connected to a different standalone public network than the one it tried to connect to. 

The UE may be connected to a standalone non-public network when it tried to connect to a public network.

5.1.1.3
Potential security requirements

The UE shall authenticate the serving standalone non-public network identifier.

**** END OF CHANGES ****
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