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1
Decision/action requested

This document proposes to introduce a new solution address to the Key Issue#5: Mitigation against the authentication relay attack in the TR 33.809.
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Rationale

In case of the authentication relay attack occur, the network-aware user's location and the user's actual location may be inconsistent. It is because the AMF does not store the actual location information of the UE, but the location information reported by the gNB. Once the UE accesses to the malicious gNB, and the attacker adopts the authentication relay attack described above, the AMF saved current location information of the UE and the actual UE location information may be inconsistent, resulting in location positioning of the UE. The authentication relay attack provide a way to set up a false alibi or undermine a criminal investigation with fake evidence. A legitimate UE may be directed by an attacker to access the roaming network, resulting in a charging fraud.
This contribution proposes a method of mitigating the authentication relay attack. The UE and the base station respectively report the user location information to the network, and the NF in the network compares these two location information to determine whether an authentication relay attack exists.
4
Detailed proposal

***** START OF CHANGES *****

6.X
Solution #X: Mitigation against the authentication relay attack 
6.X.1
Introduction

This solution addresses key issue #5: Mitigation against the authentication relay attack, assuming that the victim UE and malicious UE, as defined in key issue #5, are residing in the same PLMN.
6. X.2
Solution details 

In the registration request procedure, the UE obtains the user's actual location information (indicated by "Location Info-UE"), and sends a registration request message to the AMF through the gNB. The gNB forwards the registration request message to the AMF through the N2 interface, which includes the user's location information reported by the gNB (indicated by "Location Info-gNB"). The AMF stores the Location Info-gNB. After the authentication process is completed. The AMF sends a NAS Security Mode command message to the UE. The UE responses a NAS Security Mode complete message, which includes Location Info-UE, to the AMF. The AMF then compares the Location Info-UE with the Location Info-gNB.
Editor’s Note: Details of how UE location info is used, it’s granularity and how it is secured from false base station attack are FFS.
Editor’s Note: How the solution addresses already registered UE is FFS.
Editor’s Note: Impact on the privacy (e.g. how the loction information is obtained and how consent is given for it to be used) is FFS.
If the AMF determines that the Location Info-UE and the Location Info-gNB are consistent, the subsequent procedures are normally performed.

If the AMF determines that the Location Info-UE and the Location Info-gNB are inconsistent, the registration rejection message may be sent to the UE, where the reason value carried indicates the location positioning of the UE.

6. X.3
Evaluation
TBD
***** END OF CHANGES *****

