3GPP TSG SA WG3 (Security) Meeting #94Ad-Hoc
S3-190983
Stockholm (Sweden), 11-15 March 2019                                                     revision of S3-190873


Source:
Nokia, Nokia Shanghai Bell
Title:
New Key Issue: Indirect communication in roaming scenarios
Document for:
Approval

Agenda Item:
5.1
1
Decision/action requested

SA3 is kindly asked to approve of the below key issue related to eSBA to TR 33.855.
2
References

[1]
3GPP TR 33.855 v1.3.0 "Study on security aspects of the 5G Service Based Architecture (SBA)"
[2]
3GPP TR 23.742
v16.0.0
“Study on Enhancements to the Service-Based Architecture”

3
Rationale

It is proposed to add a new key issue to TR 33.855 [1] that studies the use of SCP on the consumer and/or producer side in roaming scenarios and security aspects when indirect communication is used between two NFs in such scenarios.
4
Detailed proposal

*** BEGIN CHANGES ***

4.A.A
Key Issue #A: Indirect communication in roaming scenarios
4.A.A.1
Issue description
When indirect mode of communication is used between two NFs in the roaming scenario, the two NFs do not connect with their respective SEPPs directly. The NFs communicates via the SCP. The SCP will have to establish a secure connection with the SEPP
In Rel-15, telescopic FQDN feature with wildcard certificate for SEPP is used to enable NFs to establish a TLS connection with the SEPP. 
Rel-16 also allows both direct and indirect communications between NFs to co-exist within one and the same network.
The purpose of this key issue is to study the impact of Indirect communication between NFs in roaming scenarios.
4.A.A.2
Threat description

Not applicable
4.A.A.3
Potential Architecture requirements
System shall support interoperability with Rel-15.
*** END CHANGES ***

