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1
Decision/action requested

SA3 is kindly asked to approve of the below key issue related to eSBA to TR 33.855.
2
References

[1]
3GPP TR 33.855 v1.3.0
"Study on security aspects of the 5G Service Based Architecture (SBA)"
[2]
3GPP TR 23.742
v16.0.0
“Study on Enhancements to the Service-Based Architecture”

[3]
S3-1902820
Introducing NF Set and NF Service Set
3
Rationale

In Rel-16, SA2 is introducing the concept of instance Set for 5GC and allow re-selection of a service instance within the Set. This concept has been extended to Network Functions as well as NF Services within an NF instance.
It is proposed to add a new key issue to TR 33.855 [1] that studies the impact of this enhancement on OAuth 2.0 based Service access authorization.
4
Detailed proposal

*** BEGIN CHANGES ***

4.B.X
Key Issue #X: Service access authorization within a NF Set or a NF Service Set
4.B.X.1
Issue description

Rel-16 is introducing the concept of instance Set for 5GC and allow re-selection of a service instance within the Set. This concept has been extended to Network Functions as well as NF Services within an NF instance.
Definitions of NF Set and NF Service Set as proposed by CR S3-1902820.
NF Set: A group of interchangeable NF instances of the same type, supporting the same services and the same Network Slice(s). The NF instances in the same NF Set may be geographically distributed but have access to the same context data.

NF Service Set: A group of interchangeable NF service instances of the same service type within an NF instance. The NF service instances in the same NF Service Set have access to the same context data. 
The CR also proposes that the requester NF may reselect another NF instance inthe same NF Set for subequent transaction.
A requester NF having selected an NF service instance within a NF instance may re-select another service instance of the same NF service within that same NF instance, or another NF instance in the same NF Set for subsequent transaction and get the same results as if the original selected NF service instance was used. Re-selecting may be needed if the requester NF fails to contact the original NF service instance.  When the NF instances within an NF Set expose multiple NF Service instances towards a consumer, the consumer is allowed to reselect a different NF Service Instance (within the NF Service Sets within the NF Set) for subsequent transaction.

Editors Note: Replace CR number with clause details in TS 23.502.

The purpose of this key issue is to study the impact of this enhancement on OAuth 2.0 based authorization of Network Function service access. 
4.B.X.2
Threat description

Unauthorized access to NF instances or NF Service Instance within a set may potentially lead to attackers performing the following types of attacks:

-
Obtaining services from a NF Instance or a NF Service Instance to extract potentially sensitive information about the network

-
Launching Denial of Service attackes by performing resource-demanding operations on the NF instance
4.B.X.3
Potential security requirements
TBD

*** END CHANGES ***

