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1
Decision/action requested

SA3 is kindly asked to approve of the below key issue related to eSBA to TR 33.855.
2
References

[1]
3GPP TR 33.855 v1.3.0 "Study on security aspects of the 5G Service Based Architecture (SBA)"
[2]
3GPP TR 23.742
v16.0.0
“Study on Enhancements to the Service-Based Architecture”

3
Rationale

It is proposed to add a new key issue to TR 33.855 [1] that addresses how NF to NF authentication and authorization works in Indirect communication mode.
4
Detailed proposal

*** BEGIN CHANGES ***

4.A.Y
Key Issue #Y: NF to NF authenticaton and authorization in Indirect communication
4.A.Y.1
Issue description
SA2 has enhanced the Network Function Service Framework to support indirect communication between NF services via a Service Communication Proxy (SeCoP). 




The purpose of this key issue is to study the impact of indirect communication on security aspects of service access authentication and authorization:

a) NF to NF authentication in intra-PLMN scenarios relied on authentication at the transport layer. This needs to be studied further since end to end protection at the transport layer between NFs may no longer be possible.
b) In R15 there was no separate procedure for OAuth 2.0 Client authentication. It relies on authentication at the transport layer (for e.g. with TLS), which may no longer be possible in indirect communication mode. 
c) Execution of OAuth 2.0 procedures for service access authorization will need to be clarified.
d) In R15, NF service producer could handle specific token claims (such as PLMN ID) in a UE specific manner. This may no longer be possible in a scenario where verification of authorization claims in the token is delegated to SeCoP. 
e) It may be that there are multiple SeCoPs within a PLMN, each coordinating a many NFs. Communication between these SeCoPs needs to be secured, as well as access control needs to be managed. 
4.A.Y.2
Threat description

Lack of mutual authentication between two NFs could allow attackers to perform the following types of attacks:

-
Malicous Network functions gaining access services (theft of service) or information (data leakage)

-
Man-In-The-Middle (MITM) attacks between any genuine NFs of a given PLMN

4.A.Y.3
Potential security requirements
TBD
*** END CHANGES ***
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