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1
Decision/action requested

SA3 is kindly asked to approve of the below key issue related to eSBA to TR 33.855.
2
References

[1]
3GPP TR 33.855 v1.3.0
"Study on security aspects of the 5G Service Based Architecture (SBA)"
[2]
3GPP TR 23.742
v16.0.0
“Study on Enhancements to the Service-Based Architecture”

3
Rationale

In Rel-16, the SCP is expected to support the functionality of OAuth 2.0 based service access authorization of NF service consumer.

It is proposed to add a new key issue to TR 33.855 [1] that studies this aspect.
4
Detailed proposal

*** BEGIN CHANGES ***

4.A.C
Key Issue #C: Authorization of NF service access in Indirect Communication  
4.A.C.1
Issue description
In Rel-15, verification of claims in the OAuth 2.0 access token performed solely at the NF service producer. The token is always assumed to be a self-contained JWT token, and the NF service producer, which receives the access token from the NF service consumer, is assumed to possess the necessary NRF public key to validate the token. There is no other specified method to verify the token.
In Rel-16, Service Communication Proxy (SCP) is introduced to enable indirect communication between two NFs.. 

The purpose of this key issue is to study security aspects related to authorization of NF service access in Indirect Communication between NFs..
4.A.C.2
Threat description
Not applicable
4.A.C.3
Potential security requirements
Not applicable
*** END CHANGES ***

