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1
Decision/action requested

SA3 is kindly asked to approve of the below key issue related to eSBA to TR 33.855.
2
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3
Rationale

In the Roaming 5G System architecture – Home Routed scenario, a GTP_U tunnel is established per PDU session between two User Plane Functions (UPF) in the VPLMN and HPLMN. 

Inter-PLMN user traffic on N9 contains home-routed user traffic from the visited network to the home network and vice-versa. This traffic may contain sensitive information, such as privacy-related information and SIP control plane messages for voice calls.

4
Detailed proposal

*** BEGIN CHANGES ***

4.B.X
Key Issue #X: Protection of N9 interface
4.B.X.1
Issue description

In the Roaming 5G System architecture – Home Routed scenario, a GTP_U tunnel is established per PDU session between two User Plane Functions (UPF) in the VPLMN and HPLMN. The GTP_U traffic is sent over the N9 interface between the two UPFs. 
Inter-PLMN user traffic on N9 contains any home-routed user traffic from the visited network to the home network. This traffic may contain sensitive information that needs to be protected from external visibility and manipulation.
According the objectives of this study, improved flexibility for protection of data exchanged on N9 needs to be studied, as different levels of protection may be required for different use cases. 
4.B.X.2
Threat description

Lack of protection of Inter-PLMN user traffic on N9 may lead to attacks that cause leakage of sensitive information and unauthorized modification of information.
4.B.X.3
Potential security requirements
Confidentiality, integrity and replay protection shall be supported for Inter-PLMN GTP_U communication on the N9 interface.
Editor’s Note: Flexible protection of GTP_U communication on N9 is FFS.
*** END CHANGES ***

