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1. Overall Description:

1) For indirect communication with delegated discovery, the request may contain additional discovery and selection parameters, which the SCP may need to enable it to perform discovery, selection and routing. Some of these discovery and selection parameters (IEs) might need to be protected such as SUPI and S-NSSAI.

2) For Indirect Communication without Delegated Discovery, service requests do not contain additional parameters.

Observation 1: SA3 plans to follow the general principles for intra-PLMN signalling from Release 15, i.e. protecting the message as a whole rather than certain information elements individually. The key issues #20 and #21 in attached TR 33.855 on SBA Security capture the related potential security requirements if indirect communication is used.
3) Authorization of NF service access in the cases of Indirect Communication with or without Delegated Discovery. Both within the PLMN and in roaming scenarios. 
4) In the roaming case, SCP functionality can be used in the VPLMN, in the HPLMN, or independent, separate SCPs can be used in VPLMN and HPLMN. However, note that It may be transparent to the consumer NF/NF Service and SCP in a PLMN whether the producer NF/NF Service in another PLMN is addressable directly or through a SCP
Observation 2: SA3 has started to study authentication and authorization requirements in roaming and non-roaming scenarios in TR 33.855. The latest version of this specification is attached for SA2's convenience, including key issues #22, #23 and #25 which have been added during SA3#94AH.
5) Whether protection is required at the application, network or transport layer

Observation 3: Please refer to Observation 1.
6) Given that the SCP may be deployed in distributed manner. SA2 kindly asks SA3 to consider the following deployment options

a. A SCP endpoint and the endpoint of the corresponding NF can be deployed in the same computing unit. SA2 assumes that in this case the protection of the communication between the NF and the SCP instance is not required. This is akin to what has been specified in TS 33.501, clause 13.1

b. One or more SCP instances deployed per PLMN and/or one or more SCP instances deployed per Network Slice

c. One or more SCP instances per Data Centre

Observation 4: SA3 would like to respond that protection is always required regardless of the individual deployment option. How this protection is ensured in the case of indirect communication via the SCP, corresponds to the general principles described in TS 33.501, clause 13.1.
Furthermore, SA3 would like to remind SA2 that the acronym "SCP" is already used multiple times both in standards documents as well as for standards groups, thereby leading to several naming clashes and unnecessary confusion. SA3 has decided to refer to the Service Communication Proxy as "SeCoP" in their specifications.
2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 to take the above information into account.
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