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1
Decision/action requested

This contribution proposes an update to key issue #4 protection against SON poisoning attempts for the study on 5G security enhancement against False Base station in TR 33.809 for Release 16.
2
References

[1]

TR 33.809 
Study on 5G security enhancements against false base stations
3
Rationale

In TR 33.809 [1], key issue #4 on protection against SON poisoning attempts gives a generic description of the issue related to detection of false base station. For better clarity, the key issue description needs to be updated further with detailed scenarios where the false base station attacks are possible. 
This pCR proposes an update for the above mentioned key issue description based on the scenario when a false base station that knows the cell ID of real base station impersonates as a real base station and triggers unnecessary handover procedure.
Some editorial changes including removal of duplicate references ( [7] was duplicate of [2] ) and adding TS 33.501 in the reference.
Revision 1: Proposing this pCR as an update to key issue #4 on protection against SON poisoning attempts, by removing the last line from the proposed text. Removing the proposal for maintaining consistency in using the term false base station instead of fake base station. Editorial changes including removal of duplicate references ([7] was duplicate of [2] ) and adding TS 33.501 in the reference.
4
Detailed proposal
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5.4
Key Issue #4: Protection against SON poisoning attempts

5.4.1
Key issue details

3GPP TR 28.861 [6] is a study on SON (Self-Organizing Networks) for 5G networks. The SON features standardized by 3GPP fall under three general categories, namely:

-
Self-configuration/reconfiguration,
-
Self-optimization, and
-
Self-healing.
On a very high-level, the SON features work by receiving and processing measurement reports from UEs. The part in the UE which handle measurement reporting (called as modem, or baseband, or mobile termination (MT)) is generally secure against software malwares and user space application. Therefore, measurement reports from UEs can be generally considered trusted, meaning that measurement reports are not compromised by an attacker. 

However, the UE performs the signal power measurement of the neighbouring cells based on the Synchronization Signal (SS) Block which carries the synchronization signal and Master Information Block (MB) without security protection [5][2]. Therefore, the UE cannot validate the authenticity of the SS Block signal, i.e., the SS Block could have been created by a false base station. If a false base station C counterfeits a legitimate base station B and the serving base station A receives the UE measurement reports (MR) measured from C, then A would assume that the MR is from B.
Thus, an attacker could try to poison the measurement reports by either (a) using a self-built UE (e.g., using software defined radios (SDRs) to send maliciously crafted measurement reports, or (b) creating false radio environment around uncompromised UEs (e.g., using false base stations) so that those UEs send the measurement reports that the attacker wanted. 

As another example attack scenario, a false base station can discover the cell ID(s) of the surrounding real gNB(s), and can use one of them to impersonate as a real gNB. As UEs are not able to validate the system information sent by gNBs, UEs cannot distinguish whether the gNB is genuine or not. As a result, UE may react to the information received from a false base station, such as sending Measurement Report message to the currently connected gNB containing the signal level information of the false base station. This condition can possibly trigger a handover procedure to a real gNB (i.e. victim gNB) having the same Cell ID the false base station impersonates.
It is important to realize that in both the above cases, the attacks (assuming that they are successful) are very localized and in small scale, and therefore not massive. It will be significantly expensive and impractical (if possible, at all) for an attacker to go massive using those techniques.

What is more important to realize is that such poisoning attempts would only succeed if the network blindly uses the measurement reports from UEs. Generally, it is not so because proper SON implementations take the possibility of falsified information in the measurement reports into account and therefore have good resilience features, meaning that the effects of such poisoning attempts may be completely futile or have very little impact. 

However, poor SON implementations could result in unwanted consequences like potential signalling flood in the network and cell outages (see [5]). 
Therefore, it is only prudent that security and privacy use cases in SON are investigated where standardized solutions could be specified, or security and privacy guidelines could be given to help the implementations become better.
5.4.2
Security threats

Poor SON implementations that do not take the possibility of SON poisoning attempts (i.e., falsified information in the measurement reports) into account could result in unwanted consequences, as follow:
-
DoS attack on network
-
DoS attack on UE
5.4.3
Potential security requirements

The system shall support protection mechanism against potential SON poisoning attempts (i.e., falsified information in the measurement reports) so that the network (NG-RAN or 5GC) is protected against unintended updates of various configuration or criteria caused by false base station. 
Editor's Note: Depending upon the result of investigation, it might be that the final choices and details are not in the sole merit of the 3GPP TSG SA WG3 group. Hence, the final output (solutions, conclusions) from this key issue could also be inputs (LSes) to other groups like 3GPP TSG SA WG5 and other standards like 3GPP TR 28.861 [6].
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