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1
Decision/action requested

It is proposed to approve the changes in clause 6 for inclusion in TR 33.835 [1].
2
References

[1]
3GPP TR 33.835: " Study on authentication and key management for applications; based on 3GPP credential in 5G"
 3
Rationale

This contribution proposes the addition of the preferred option for the solution #15 in TR 33.835 [1] and the removal of the related Editor’s Note. The preferred option is also motivated by a new evaluation clause. 
Moreover Figure 6.15.1.2-1 is updated. The update of the figure is needed as the derivation of both KAUSF and KAKMA for EAP-AKA' is based on CK', IK' (via EMSK). The existing figure in TR 33.835 shows only the derivation of KAUSF from CK', IK' for the case of EAP-AKA'.
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.835 [1].

***
BEGIN 1st CHANGE
***

6.15
Solution 15: Implicit Bootstrapping 

6.15.1
Introduction

6.x.1.1
Solution summary

EAP-AKA´ or 5G AKA can be used for primary authentication.

KAKMA is derived by AUSF as a sibling to KSEAF using a separate FC value and a counter as input. 

KAKMA is transferred to AKAF together with the counter and an id for the user. This id shall fulfil the requirements in key issue #5.

KAKMA can be refreshed without a primary authentication in the UE and AKAF.

The AUSF and UE needs to be informed that the AKMA key shall be generated. This could be done by either 

· pre-configuration of UE and AUSF 

· signalling AUSF and UE in AMF field during primary authentication

· signalling between UDM and AUSF over service-based interfaces

· dynamic configuration of UE using parameter update from UDM using mechanisms in clause 6.15 of 33.501, [xx]).

The requirements on each entity are listed below:

· UDM

· New parameter keeping track of AKMA key is to be derived by AUSF

· Potentially communicate AKMA usage to AUSF and UE (unless it is statically configured)

· AUSF

· Store the KAUSF after the completion of the primary authentication

· Derive KAKMA from KAUSF and parameters

· Transfer KAKMA, sequence nr and ID to AKAF 

· Support key refresh procedure

· AKAF

· Receive and store KAKMA, counter and ID

· Support key refresh procedure using counter

· Derive application keys on request from AFs

· UE

· Derive AKMA key 

· Support key refresh procedure 

6.15.1.2
Background

This solution addresses the key issue #4 (mutual authentication).

To save roundtrips for the bootstrapping, the AKMA anchor key could be generated at the time of primary authentication. It could configurable whether the AKMA key is generated or not depending on operator settings.

Note that this solution requires that the same subscription, and therefore the same credentials, are used for 5G access and for AKMA.

The AKMA anchor could be either the AUSF or a separate entity, here named AKMA Anchor Function, AKAF. Or it could be two entities co-located for convenience. 

The AKMA anchor key, KAKMA could be derived either as a sibling (Figure 6.15.1.2-1) or child key (Figure 6.15.1.2-2) in relation to KAUSF.

The different options above are analysed in this solution. 
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Figure 6.15.1.2-1 K_AKMA sibling to K_AUSF
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Figure 6.15.1.2-2 K_AKMA child to K_AUSF

Editor’s Note: The derivation of application keys is FFS.


The preferred option for deriving KAKMA is the child key option as it does not have any impact on the UDM.  
***
END OF 1st CHANGE
***
***
BEGIN 2nd CHANGE
***
6.15.3
Evaluation
Editor’s Note: This evaluation is preliminary.
Editor’s Note: The evaluation of on demand vs pre-generated anchor key derivation is FFS.   
The solution addresses key issue KI#3 (Mutual authentication). The solution outlines two main options for the derivation of the AKMA anchor key with respect to the KAUSF, the sibling option and the child option. 

Note that this solution requires that the same subscription, and therefore the same credentials, are used for 5G access and for AKMA. With this solution there is no need for a separate and specific AKMA authentication.
***
END OF 2nd CHANGE
***
�This illustration is actually wrong. In the text it is the new figure that is being described. 





KAMF
KNASenc
KNASint
KRRCint
KRRCenc
KUPint
KUPenc
AMF
KN3IWF
KgNB, NH
N3IWF
gNB
SEAF
AUSF/AKAF
ME
ME
ME
ME
ME
UE side
Network side
K
5G AKA
EAP-AKA'
USIM
ME
UDM/ARPF
UDM/ARPF
CK, IK
KAUSF
KSEAF
CK', IK'
KAUSF
KAKMA



KAMF
KNASenc
KNASint
KRRCint
KRRCenc
KUPint
KUPenc
AMF
KN3IWF
KgNB, NH
N3IWF
gNB
SEAF
AUSF/AAuF
ME
ME
ME
ME
ME
UE side
Network side
K
5G AKA
EAP-AKA'
USIM
ME
UDM/ARPF
UDM/ARPF
CK, IK
KAUSF
KSEAF
CK', IK'
KAUSF
HPLMN
Serving
Network
KAKMA
KAKMA



KAMF
KNASenc
KNASint
KRRCint
KRRCenc
KUPint
KUPenc
AMF
KN3IWF
KgNB, NH
N3IWF
gNB
SEAF
AUSF/AKAF
ME
ME
ME
ME
ME
UE side
Network side
K
5G AKA
EAP-AKA'
USIM
ME
UDM/ARPF
UDM/ARPF
CK, IK
KAUSF
KSEAF
CK', IK'
KAUSF
KAKMA
KAKMA



