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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Editor’s Note: This clause contains some background information for the study. 
1
Scope

The scope of this study is the following:

- 
To study potential security threats and vulnerabilities that are applicable to the new IAB architecture concluded in the 3GPP TR 38.874 [2] and identify potential security requirements.

- 
To develop solutions to ensure that the IAB architecture as specified by the RAN work item (IAB_NR) do not introduce security vulnerabilities in 5G system and provide secure connection for the UEs connecting to the NR through IAB node(s).


-
To determine which solution(s) from the TR phase to document in normative specifications.


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 38.874: "NR; Study on integrated access and backhaul".
3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

IAB
Integrated Access and Backhaul
4
Security aspects in the 5G System to enable support of NR Integrated Access and Backhaul
Editor’s Note: This clause contains a high-level overview of the NR IAB features, the security aspects and the potential impacts on the current Rel-15 security mechanisms.
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.1
Key issues on IAB security architecture
5.1.X
Key Issue #1.X: <Key Issue Name>

5.1.X.1
Key issue details

5.1.X.2
Security threats

5.1.X.3
Potential security requirements
5.2
Key issues on authentication framework for IAB Node

5.2.X
Key Issue #1.X: <Key Issue Name>

5.2.X.1
Key issue details

5.2.X.2
Security threats

5.2.X.3
Potential security requirements
5.3
Key issues on key hierarchy and the related procedure
5.3.X
Key Issue #2.X: <Key Issue Name>

5.3.X.1
Key issue details

5.3.X.2
Security threats

5.3.X.3
Potential security requirements
5.4
Key issues on F1* interface security
5.4.X
Key Issue #3.X: <Key Issue Name>

5.4.X.1
Key issue details

5.4.X.2
Security threats

5.4.X.3
Potential security requirements
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.1
Solutions for IAB security architecture
6.1.Y
Solution #1.Y: <Solution Name>

6.1.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.1.Y.2
Solution details

6.1.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.2
Solutions for authentication of IAB Node
6.2.Y
Solution #2.Y: <Solution Name>

6.2.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.2.Y.2
Solution details

6.2.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.3
Solutions for key hierarchy and the related procedure
6.3.Y
Solution #3.Y: <Solution Name>

6.3.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.3.Y.2
Solution details

6.3.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.4
Solutions for protection of the F1*-U/C interfaces (wireless backhaul links)
6.4.Y
Solution #3.Y: <Solution Name>

6.4.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.4.Y.2
Solution details

6.4.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
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