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Attachments:


1. Overall Description:

SA3 has been working on a Rel-16 study item to support User Plane Integrity protection (UP IP) at the UE supported full data rate on both the downlink and uplink. As part of this study item, SA3 agreed on the following potential security requirement:

“It shall be possible to apply DRB IP at the UE supported full data rate on the UE’s uplink.”

The above requirements is applicable to the following network architecture options:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

· 
· 
SA3 would like to request RAN2 feedback on the following questions:

1. Assuming that the UP IP support is also introduced at the PDCP layer for E-UTRA (in a similar manner as for NR), SA3 would like to request feedback from RAN2 on whether they see any issues in meeting the above SA3 agreed requirement for all the network options listed above. 
2. Whether the restriction on UP integrity protection for certain upper data rate per the UE capability as in release 15 is still applicable for release 16 UEs.
2. Actions: 
To RAN2 group.

ACTION:  RAN2 is kindly requested to provide feedback on the above two questions.


3. Date of Next TSG-SA WG3 Meetings:
SA3#95
6-10 May 2019
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