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1
Decision/action requested
This pCR proposes a new key issue on the UE support of UP IP at the full uplink data rate
2
References

[1]
3GPP TS 38.323 – NR PDCP specification
3
Rationale

NR (as well as the evolution of E-UTRA) is expected to support ever increasing UE peak data rates (e.g., in the order of 10’s of gbps) while at the same time meeting ultra low latency requirements for transmission of certain delay sensitive packets, e.g., use cases such as autonomous driving, industrial automation and virtual/augmented reality. For these use cases, it is important that the lower layers (i.e., the layers below PDCP) of UE can schedule certain PDCP data PDUs ahead of other pending PDCP data PDUs even when the integrity protection is applied. Typically, in NR (as well as in E-UTRA), the lower layers can schedule transmission of these integrity protected data packets only after the uplink grant is received from the gNB/eNB.

However, PDCP Sequence Number is not only used as a COUNT for the integrity protection but also for ensuring in order delivery of the PDCP PDUs. This severely limits the ability for the UE lower layers to schedule or prioritize transmission of certain time sensitive PDCP packets before other packets in the transmission buffer when they are integrity protected (as the lower layer cannot change the order of the transmission due to the PDCP SN being used also for integrity protection). Or, put another way, it severely limits the ability of the UE to precompute the integrity tag on a packet before knowing exactly when the packet will be transmitted.
Therefore, the ability for the UE lower layers to prioritize transmission of certain packets after uplink grant is received from the network in order to support the expected high data rates while also meeting the latency requirements is required. This key issue is to study solutions for supporting such a capability on the uplink.

Note that any potential solution to address this key issue would have impact on the RAN protocol stack and thus will require close coordination with RAN groups, especially RAN2.

4
Detailed proposal

SA3 is kindly requested to agree to the below pCR.

********************** START pCR ****************************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


DRB IP
Data Radio Bearer Integrity Protection

MAC-I
Message Authentication Code - Integrity

PDCP SN
PDCP Sequence Number

PDU
Protocol Data Unit

UP IP
User Plane Integrity Protection
********************** Next Change ****************************
5.x
Key Issue x: UE support of UP IP at the full uplink data rate 
5.x.1
Issue description
NR (as well as the evolution of E-UTRA) is expected to support ever increasing UE peak data rates (e.g., in the order of 10’s of gbps) while at the same time meeting ultra low latency requirements for transmission of certain delay sensitive packets, e.g., use cases such as autonomous driving, industrial automation and virtual/augmented reality. For these use cases, it is important that the User Plane Integrity Protection (UP IP) can be applied at UE supported full rate on the uplink.
In Rel-15, it was concluded that it may not be possible to support UP IP at the UE supported full data rate in all cases, thus, UE capability based negotiation was introduced.
When user plane integrity protection (i.e., DRB IP) is applied at the NR PDCP layer, the MAC-I is calculated over the entire PDCP Data PDU (i.e., PDCP Header including the PDCP SN and the PDCP Data) and then ciphered (if ciphering is configured).

The PDCP Sequence Number is not only used as a COUNT for the integrity protection but also for ensuring in order delivery of the PDCP PDUs and this may limit the ability of the UE to precompute the MAC-I on the packet before knowing exactly when the packet may be transmitted on the uplink.
Another aspect is the use of PDCP discard timer at the PDCP layer. Before the UE starts uplink transmission of a protected PDCP data PDU, a PDCP discard timer is started. The value for this PDCP discardTimer is configured by the gNB. Upon expiry of this timer, if the PDCP PDU has not been transmitted, then the transmitting PDCP entity drops it. The expiry of the PDCP discardTimer may happen more often in certain scenarios (e.g., when the UE is in deep fade at cell edge or the gNB is busy). 

Simply dropping these PDCP PDUs and indicating it to the upper layers leads to lower performance and data throughput, thus achieving DRB IP at UE full rate very challenging for the UE.

Instead of simply dropping the PDCP PDUs, it is preferable if the UE can try to retransmit the PDCP PDU. Such a retransmission currently requires that the UE recalculate the MAC-I (as the PDCP SN would be different), which is not only inefficient but may also result in the UE again missing the transmission window due to time it takes to assign a new PDCP SN and recalculate the MAC-I.



This key issue is to study solutions for supporting UP IP at the UE supported full data rate on the uplink.
NOTE: Potential solutions to address this key issue may impact RAN protocol stack. Therefore, the relevant RAN WGs needs to be consulted before concluding on any solution that addresses this key issue.
5.x.2
Network options affected
If DRB IP is applied at the PDCP layer also for E-UTRA, this key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

5.x.3
Threat description
If UE is not able to support DRB IP at the full data rate on the UE uplink, then it will not be possible to integrity protect all DRBs on the uplink while also meeting the ultra low latency expected by certain applications. This would allow an attacker to exploit the lack of integrity protection on the UE’s uplink data transmission.
5.x.4
Security requirements
It shall be possible to apply DRB IP at the UE supported full data rate on the UE’s uplink.
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