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1
Decision/action requested

This pCR proposes a new key issue to study solutions for supporting DRB IP at full data rate of UE which allows the use of any of the integrity algorithm supported by the UEs
2
References

[1]
3GPP TS 33.501

3
Rationale

5G NR currently supports use of two mandatory (NIA1, NIA2) and one optional (NIA3) integrity algorithms for user plane integrity protection (DRB IP). Any enhancements that are considered to support DRB IP at full data rate needs to be applicable to all the supported NIA algorithms. 

This key issue is to study enhancements to DRB IP such that they are applicable to all the supported integrity algorithms.

4
Detailed proposal
SA3 is kindly requested to agree to the below pCR.

********************** START pCR ****************************
5.x
Key Issue x: Integrity Algorithm independence
5.x.1
Issue description
5G NR currently supports use of two mandatory (NIA1, NIA2) and one optional (NIA3) integrity algorithms for user plane integrity protection (UP IP). Any enhancements that are considered to support UP IP at full data rate needs to be applicable to all the supported NIA algorithms. 

5.x.2
Network options affected
Assuming that UP IP needs to be also supported for E-UTRA, this key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 2 - NR standalone with 5G Core

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

5.x.3
Threat description
If UE able to support UP IP at full data rate only for a particular integrity algorithm but not for other supported integrity algorithms, then the security rationale (e.g., use the other integrity algorithms as a backup in case a particular algorithm gets compromised) for mandating support for two algorithms is compromised.
5.x.4
Security requirements
Any UP IP enhancements that are considered in this study shall clearly demonstrate that these enhancements can be applied to any of the mandatory integrity algorithms supported by the UE.
