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1
Decision/action requested

This document discusses the threats of linkability attack and propose to introduce a new key issue to TR33.846.
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3
Rationale
The UMTS AKA protocol suffers from the linkability attack because two different error messages (MAC failure, Synch failure) in case of authentication failure may be sent from UE to the network. The attacker can detect the presence of a victim subscriber, in one of his monitored areas, an active attacker just needs to have previously intercepted one legitimate authentication request message containing the pair (RAND,AUTN) sent by the network to UE. The captured authentication request can now be replayed by the adversary each time he wants to check the presence of UE in a particular area. In fact, the adversary can distinguish any UE from the one the authentication request was originally sent to base on the error messages. On reception of the replayed authentication challenge and authentication vectors (RAND, AUTN), the victim UE successfully verifies the MAC and sends a synchronisation failure message. However, the MAC verification fails when executed by any other UE, and as a result a MAC failure message is sent. The implementation of few false base station would then allow an attacker to trace the movements of a victim UE, resulting in a breach of the subscriber’s untraceability.

The attacker could distinguish the MAC failure and synchronization failure using the several methods, such as according to the failure cause embedded in the authentication failure message sent by the victim UE, or according the difference between the length of the response for MAC failure and the length of the response for SYNC failure. Hence, the mechanism used for mitigating the linkability attack shall take all the above methods into consideration.
On the other hand, only the victim UE could reply the synchronisation failure message. The other UEs only reply with the MAC failure. Hence, the attacker could make sure that whether the victum UE is in its monitored areas, or not. 
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Figure 1: Authentication relay attack
In 5G, 5G AKA and EAP AKA’ are subjected to the linkability attack like UMTS AKA because they inherit the error messages (MAC failure, Synch failure) from UMTS AKA. 
Therefore, the authentication procedure shall be enhanced to mitigate the Linkability attacks.
For the contribution S3-190626 [1], the requirements states as follows.

“The 5G system shall provide mechanism to avoid the exposure of the authentication failure cause.”

For the contribution S3-190627 [2], the requirements states as follows.

“The 5G system shall provide mechanism to make the length of the response for MAC failure and the length of the response for SYNC failure identical.”
For the contribution S3-190628 [3], the requirements states as follows.

“The 5G system shall provide mechanism to prevent tracking UE by authentication failure.”
For the contribution S3-190762[4], the requirements states as follows.

“The 5G system shall be able to resist the linkability attacks.”

All these requirements listed in the above can be reflected by a high level requirement, that the 5G system shall support an authentication enhancement mechanism to mitigate the Linkability attacks.
4
Detailed proposal

***
BEGIN CHANGES
***

5.X
Key Issue #X: Mitigation against the linkability attack
5.X.1
Issue details
In 5G, 5G AKA and EAP AKA’ are subjected to the linkability attack like UMTS AKA because they inherit the error messages (MAC failure, Synch failure) from UMTS AKA. In the linkability attack, the attacker can detect the presence of a victim subscriber, in one of his monitored areas, an active attacker just needs to have previously intercepted one legitimate authentication request message containing the pair (RAND,AUTN) sent by the network to UE. The captured authentication request can now be replayed by the adversary each time he wants to check the presence of UE in a particular area. In fact, thanks to the error messages, the adversary can distinguish any UE from the one the authentication request was originally sent to. On reception of the replayed authentication challenge and authentication vectors (RAND, AUTN), the victim UE successfully verifies the MAC and sends a synchronization failure message. However, the MAC verification fails when executed by any other UE, and as a result a MAC failure message is sent. The implementation of few false base station would then allow an attacker to trace the movements of a victim UE, resulting in a breach of the subscriber’s untraceability. 
The attacker could distinguish the MAC failure and synchronization failure using the several methods, such as according to the failure cause embedded in the authentication failure message sent by the victim UE, or according the difference between the length of the response for MAC failure and the length of the response for SYNC failure. Hence, the mechanism used for mitigating the linkability attack shall take all the above methods into consideration.
5.X.2
Security Threats
In case the linkability attack occurs, it represents a breach of the user’s untraceability, the attacker can establish the traceability of a subscriber based on the study of the failure messages and can detect subscriber’s presence in a specific area by replaying one old legitimate authentication vector including (RAND and AUTN).
5.X.3
Potential security requirements
The 5G system shall support an authentication enhancement mechanism to mitigate the Linkability attacks.
***
END OF CHANGES
***
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