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Decision/action requested

It is requested that proposed changes to TR 33.814 are approved.
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Rationale

Location services (LCS) in 3GPP system sufficiently address privacy of UE's user by providing mechanisms for the user's consent processing, and confidentiality/integrity protection of messages. Further, in case of TBS positioning method, the neighbouring devices are not supposed to represent a human user. Thus, there seems to be no need for additional security and privacy mechanisms for TBS positioning. 
4
Detailed proposal

*** BEGIN CHANGES ***
6.Y
Solution #Y: Solution for TBS measurements from UEs
6.Y.1
Introduction
This solution addresses following key issues:

(1)
Key issue #2: Security and privacy in TBS positioning.

Location services (LCS) in 3GPP system sufficiently address privacy of the user of a UE by providing mechanisms for the user's consent processing, and confidentiality/integrity protection of messages. Further, there are two types of broadcasted signals in the TBS positioning, i.e., MBS (Metropolitan Beacon System) signals and Positioning Reference Signals (PRS). These signals are broadcasted by a network of ground-based transmitters "only" for positioning purposes, see TS 38.305 [5]. Thus, the neighbouring devices, whose measurements are collected by the UE, are not supposed to represent a human user. 

Therefore, no new security and privacy solution specific to TBS positioning method is deemed necessary for both regulatory and commercial positioning.

6.Y.2
Solution details
Existing mechanisms in the LCS system sufficiently address security and privacy aspects for TBS positioning method and shall be re-used for both regulatory and commercial positioning.

6.Y.3
Evaluation

Existing security and privacy solution sufficiently address TBS measurements from UE. 
It should be noted that whilst it easy to broadcast spoofed TBS signals, it is relatively difficult to block TBS signals being transmitted in the same location. Therefore, any solution that only listens for specific TBS signals may be easier to get spoofed than solutions that listen to all TBS signals in a specific location.

*** END OF CHANGES ***
