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Decision/action requested

It is requested that proposed changes to TR 33.814 are approved.
2
References

[1]
N/A
3
Rationale

Location services (LCS) in 3GPP system sufficiently address privacy of UE's user by providing mechanisms for the user's consent processing, and confidentiality/integrity protection of messages. However, there is no way instruct the UEs to "not" report everything they see in the neighbourhood. Doing so is necessary to respect the privacy of neighbouring UE's users, and to avoid potential issues like "mass surveillance". Nevertheless, it should also be considered that one of the main use cases of LCS is locating UEs during emergency and failure to locate the UEs could prove fatal to the health or life of the UEs' user. Depending upon regulations, privacy of neighbouring Bluetooth devices may be considered comparatively less important than saving life of the user. Depending upon regulations, it might even be the obligation of neighbouring Bluetooth devices to assist in locating the concerned UEs. It could also be the case that there are some users who have opted-in so that their Bluetooth devices could be reported to the network.

To strike a balance between "collect everything" and "collect nothing", this solution proposes a supervision mechanism so that the network can carefully limit the information reported by the UE and tweak the limit according to regulation or network policy. 

It could be helpful to look at MDT (minimization of drive tests), i.e., "BT-NameList" in 3GPP TS 36.331. 

4
Detailed proposal

*** BEGIN CHANGES ***
6.Y
Solution #Y: Supervised Bluetooth measurements from UEs
6.Y.1
Introduction

This solution addresses following key issues:

1)
Key issue #1: Security and privacy in Bluetooth positioning.

Location services (LCS) in 3GPP system include the Bluetooth positioning method in which the UE position is estimated with the knowledge of geographical coordinate of "reference" Bluetooth beacons in serving network. The 3GPP TS 38.305 [5] is referred for further details. They sufficiently address privacy of UE's user by providing mechanisms for the user's consent processing, and confidentiality/integrity protection of messages. However, there is no way instruct the UE to "not" report everything they see in the neighbourhood. Doing so is necessary to respect the privacy of neighbouring UE's users, and to avoid potential issues like "mass surveillance". Nevertheless, it should also be considered that one of the main use cases of LCS is locating UE during emergency and failure to locate the UE could prove fatal to the health or life of the UE's user. Depending upon regulations, privacy of neighbouring Bluetooth devices may be considered comparatively less important than saving life of the user. Depending upon regulations, it might even be the obligation of neighbouring Bluetooth devices to assist in locating the concerned UE. It could also be the case that there are some users who have opted-in so that their Bluetooth devices could be reported to the network.

To strike a balance between "collect everything" and "collect nothing", this solution proposes a supervision mechanism so that the network can carefully limit the information reported by the UE and tweak the limit according to regulation or network policy. Mind that in MDT (minimization of drive tests) the network can configure the UE with a "whitelist" so that UE only measures the neighbouring Bluetooth devices whose "names" are included in the whitelist. See "BT-NameList" in 3GPP TS 36.331. 

There are 2 positioning modes that are supported in Bluetooth positioning method, namely (a) standalone, (b) UE-assisted. Among those, it is only in the UE-assisted positioning mode (b) that the UE sends measurements to the network and therefore it is the only mode that needs a supervision mechanism. A short summary follows:
-
in the standalone positioning mode (a), the UE itself does the computation of location estimate. Bluetooth measurements around the UE are not sent from UE to the network.
-
in the UE-assisted positioning mode (b), the UE does not get assistance data from network and the network does the computation of location estimate. Bluetooth measurements around the UE are sent from UE to the network.

6.Y.2
Solution details

For the positioning modes requiring the UE to send Bluetooth measurements to the network (i.e., UE-assisted), the following applies:

(1)
The network should provide "Bluetooth supervision data" to UE. This Bluetooth supervision data shall contain a list of Bluetooth AP data that are to be measured by UE. Each Bluetooth AP data shall contain the Bluetooth public-address information and/or the Bluetooth device-name information. See details below for the values of Bluetooth public-address/device-name.
(2)
If the UE gets the Bluetooth supervision data from the network, the UE shall send only those Bluetooth measurements to the network whose Bluetooth public-addresses and/or Bluetooth device-names match the ones indicated in the provided Bluetooth supervision data. 

(3)
If the UE does not get the Bluetooth supervision data from the network, the UE shall send only those Bluetooth measurements to the network whose Bluetooth public-addresses and/or Bluetooth device-names match the ones in "reference Bluetooth supervision data". This reference Bluetooth supervision data shall contain "reference Bluetooth public-address" information and "reference Bluetooth device-name" information. See details below for their values.
The Bluetooth public-address/device-name information may be values, e.g., defined by 3GPP, or based on MCC, MNC, realm, or any PLMN specific identifiers. They could also be patterns instead of exact values, e.g., MCC*. They could also be values, e.g., provided by network dynamically to UE as broadcast information or in other protocol messages like RRC, NAS, or LPP. It also means that the reference Bluetooth supervision data could be static or dynamic.

6.Y.3
Evaluation

Editor's Note: The following evaluation is preliminary. It may be updated.

This solution enables the network to control the collection of Bluetooth measurements from UE. When used, the solution makes it possible for the network to avoid collecting unintended Bluetooth measurements around the UE. 
It should be noted that whilst it is easy to broadcast spoofed Bluetooth identifiers, it is relatively difficult to block Bluetooth identifiers being transmitted in the same location. Therefore, any solution that only listens for specific Bluetooth identifiers may be easier to get spoofed than solutions that listen to all Bluetooth identifiers in a specific location.

For Bluetooth based positioning in general, it should be noted that because Bluetooth identifiers can be spoofed, there is low confidence in collected data.
*** END OF CHANGES ***
