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1
Decision/action requested

Add test procedures for NEF authorize northbound APIs.
2
References

[1]
3GPP TS 33.519 v 0.3.0
3
Rationale

It has been agreed that failure case shall be tested if it impact the security of the network. 
The proposed test steps 1~3 are for successful case. 
The step 4 is for failure case to verify whether the NEF handle the token.

The step 5 is for failure case to verify whether the NEF verify the token.
4
Detailed proposal

******************* START OF pCR *******************************************
4.2.2.1.2
Authorization on northbound APIs
Requirement Name: Authorization on application function
Requirement Reference: TBA

Requirement Description: " The NEF shall authorize the requests from Application Function using OAuth-based authorization mechanism, the specific authorization mechanisms shall follow the provisions given in RFC 6749 [43]" as specified in TS 33.501 [2], clause 12.4. 

Security Objective Reference: TBA

Test Case:

Test Name: TC_CP_AUTHOR_AF_NEF
Purpose: To verify that the NEF can authorize application function.

Pre-Condition: 

-
The NEF network product shall be connected in emulated/real network environments.

-
The application function and the NEF network product shall support OAuth-based authorization mechanism.
-
An authorization server (e.g. NRF, or CAPIF core function) that supports OAuth2 protocol to authorize NEF northbound APIs using the "Client Credentials" authorization grant has been deployed.

-
The TLS connection between the NEF network product and the application function has been established.
-
The TLS connection between the NEF network product and the tester has been established.
-
The authorization server is configured to grant the application function to access a northbound API of the NEF network product, called NEF northbound API A.

Execution Steps: 
Test 1; without token
1.
The application function invokes Obtain_Authorization service towards the authorization server to get a token from the authorization server for accessing the NEF northbound API A.
2.
The application function invokes NEF northbound API A.

3.
The tester acts as the application function invokes another northbound API of the NEF network product, called NEF northbound API B, without token.

Test 2: With fake token.
1.
The application function invokes Obtain_Authorization service towards the authorization server to get a token from the authorization server for accessing the NEF northbound API A.
2.
The application function invokes NEF northbound API A.

3.
The tester acts as the application function invokes the NEF northbound API B with a fake token.

Expected Results:  

The invoking of NEF northbound API A succeeds, while the invoking of NEF northbound API B fails. 
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results. 
******************* END OF pCR *******************************************
