3GPP TSG-SA WG3 Meeting #94Ad-Hoc
S3-190886
Stockholm (Sweden), 11-15 March 2019
revision of S3-19741
Source:
Huawei, Hisilicon
Title:
Security Assurance Requirements and Test Case for UPF- Reference to 33.250
Document for:
Approval
Agenda Item:
4.1.3
1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirements and corresponding test cases for UPF.
2
References
[1]
3GPP TS 33.250 Security assurance specification for the PGW network product class

[2]
3GPP TS 33.513 5G Security assurance specification (SCAS); User plane function (UPF)
3
Rationale

The security requirements and test cases for PGW are specified in TS 33.250 [1]. As UPF inheritates the funcationalities of PGW, it makes sense for TS 33.513 [2], the document for security requirements and test cases for UPF, to inherit and refer to the applicable test cases in TS 33.250 [1]. Hence this contribution.
4
Detailed proposal

*************** 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP
TS 33.501: "Security architecture and procedures for 5G system".
[x]




3GPP
TS 33.250: "Security assurance specification for the PGW network product".
[y]




3GPP TS 33.117: "Catalogue of general security assurance requirements".
[z]




3GPP TS 23.060: "General Packet Radio Service".
*************** End of Change ****************
*************** 2nd Change ****************
4.2 UPF-specific security functional requirements and related test cases
All text below is new. For better readability, no change marks are used. 
4.2.Y1 
TEID uniqueness 

Requirement Name: TEID uniqueness.
Requirement Reference: TBA

Requirement Description: It is specified in clause 5.8.2.3 of 23.501 that "Allocation and release of CN Tunnel Info is performed when a new PDU Session is established or released. This functionality is supported either by SMF or UPF". And TEID is defined as "Unambiguously identifies a tunnel endpoint in the receiving GTP-U protocol entity for a given UDP/IP endpoint." in 29.281, and "The TEID is a unique identifier within one IP address of a logical node." as specified in TS 23.060 [9]. 

Security Objective Reference: TBA
Editor Note: Security objectives and threat need to be added with reference to TR 33.926.

TEST CASE: 

Test Name: TC_TEID_ID_UNIQUENESS_UPF
Purpose:

Verify that the TEID generated by UPF for each new GTP tunnel is unique. 

Pre-Conditions:

Test environment is set up with SMF, which may be real or simulated, and UPF under test. The tester is able to trace traffic between the UPF and the SMF (real or simulated).
Execution Step

1. The tester intercepts the traffic between the UPF and the SMF.

2. The tester triggers more than one (e.g. at least 10000) consecutives N4 session establishment requests with CHOOSE ID is set to 1.

3. The tester captures the N4 session establishment responses sent from UPF to SMF and verifies that the F-TEID created for each generated response is unique.

Expected Results:

The F-TEID set in each different N4 session establishment reponse is unique.

Expected format of evidence:

Files containing the triggered GTP messages (e.g. pcap trace).
*************** End of Change ****************
