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1
Decision/action requested

This contribution proposes an analysis of the solutions in the TR. 
2
References

[1]
TR 33.864
3
Rationale

An analysis of all the solutions in the AMF re-allocation study in order to discussion with SA3 group and progress the conclusions. 
4
Discussion
It would be desirable to solve the AMF problem with a solution that has only network impact in order for the UE not be affected. Our proposal is solution #9.  However in 3GPP consensus needs to be reached for concluding the study. 

The following table summarizes the analysis of the solutions with respect to a few evaluation criteria. 

	
	UE impact
	Serving network impact
	Home network impact
	Security impact (whether the solution opens up for new security issues)
	A common NF for the solution to work
	Whether the solution requires that security context is transferred between slices
	The complexity of the solution (.e.g in terms of number of authentication runs and number of NAS SMC runs)
	PKI needed?
	Notes

	Sol #1
	Yes
	AMF
	No
	???
	No
	No
	1) 
	No
	2) d

	Sol #2
	???
	RAN, AMF
	No
	Yes, RAN node has access to KAMF'


	No
	Yes, but security context is transferred following backward security principle
	
	No
	

	Sol #3
	Yes
	AMF
	No
	???
	No
	No
	
	No
	

	Sol #4
	Yes
	AMF
	AUSF
	???
	AUSF
	No
	
	No
	

	Sol #5
	Yes
	RAN?, AMF
	No
	???
	No
	No
	
	No
	Does not cover all connectivity cases between AMFs


	
	UE impact
	Serving network impact
	Home network impact
	Security impact (whether the solution opens up for new security issues)
	A common NF for the solution to work
	Whether the solution requires that security context is transferred between slices
	The complexity of the solution (.e.g in terms of number of authentication runs and number of NAS SMC runs)
	PKI needed?
	Notes

	Sol #6
	No
	AMF
	AUSF, UDM
	???
	AUSF
	No
	
	No
	

	Sol #7
	No
	AMF
	AUSF
	???
	AUSF
	No
	
	No
	

	Sol #8
	Yes
	RAN, AMF
	UDM? 
	???
	No
	
	
	Yes
	W.r.t UDM impact how are keys provisioned to the UE?

	Sol #9
	No if optional horizontal key derivation is not performed, otherwise ?
	RAN, AMF
	No
	If horizontal derivation is not performed there is no backward security. 
	NSSF
	Yes 

	
	No
	


The following provides a short evaluation of all the solutions however not all criteria are included and not all the details from the corresponding TR evaluation clauses are included. The notes include potential problematic aspects.   
Solution #1: AMF re-allocation via RAN using existing security states
Impacts: UE, AMF

Security impacts: An attacker could send Registration Reject to the UE. This is applicable to all solutions when the UE comes out of IDLE. 
Notes: 

-
All unprotected messages are accepted by the UE. 
-
The purpose of ngKSI modification is not clear. 

-
[Qualcomm] By changing the ngKSI the tAMF is made implicitly aware of the AMF re-allocation.
-
[Huawei] the target AMF will be forced to run primary authentication. The only message that the UE needs to accept unprotected is Authentication request 

-
[Qualcomm] Error cases can still occur. Something may go wrong or the network needs to do an Identity Request, the intention was to keep the UE behaviour simple. Keep the same states at the UE and AMF. 
-
Conformance to SA2 AMF Reallocation and reroute via RAN procedure? : Yes
Solution #2: Security of AMF re-allocation when 5G NAS security context is rerouted via RAN 
Impacts: UE?, RAN, AMF.

Security impacts: A malicious RAN could derive further NAS keys and initiate attacks towards the UE and the Core Network e.g. Registration Reject. However the risk is low if assumed that the RAN node is trusted. 
Notes: 
Solution #3: Solving registration failure with AMF re-allocation via RAN
Impacts: UE, AMF

Security impacts: Similar impacts or notes for Sol #1. If an attacker initiates unprotected replayed Authentication Request messages towards the UE, then the USIM will protect itself as it can detect a replayed Authentication Request. The Solutions #1 and #3 don't introduce any additional security risk apart from the ones that already exists. 
Notes: 

-
Only AUTHENTICATION REQUEST and IDENTITY REQUEST can be accepted by the UE unprotected. 

-
[Qualcomm] What happens with the other unprotected messages that are not accepted? The error cases needs to be clarified. 
-
[Huawei] What are the error cases? For registration procedure only these messages are transmitted. Further analysis is needed. 
-
[Qualcomm] if there are only two unprotected messages then it should clarified since this introduces a new state at the UE side. 
-
What happens if a UE receives a protected authentication request but verification fails? Does the UE accept the failed request ? 
-
[Huawei] Solution #3 does not need to take his case into consideration. 
Solution #4: Solution to enable NAS Security for AMF reallocation and reroute via RAN Scenario 
Impacts: UE, AMF, AUSF

Security impacts: 
Notes: 

-
The UE does not send any indication that it supports the new behaviour. 
-
[Lenovo] could clarify that such a mechanism similar to Solutions #1, #3 could be introduced. 
-
It is not clear how the same AUSF instance is selected by the Target AMF. 
-
[Lenovo] This is captured in the text but not in the figure. It could be clarified in the figure as well. 
-
This solution requires the AUSF to maintain the SUPI/KSEAF info for a duration longer than the authentication procedure. Therefore the authentication procedure is coupled with the AMF re-allocation. This may not be desirable. 
-
[Lenovo] This temporary storage is not new. In 5G AKA  there is a storage of key material until the AUSF verifies that a successful primary authentication has occurred.  
-
The solution requires the HPLMN and VPLMN to both support the solution. If the HPLMN does not support the solution the registration may fail. 
-
[Lenovo] In the evaluation clause and network function impacts the impacts have been captured. 
Solution #5: AMF re-allocation by re-directing UE to new AMF

Impacts: UE,  AMF

Security impacts: 
Notes: 
-
The UE must release the NAS signalling connection and move to IDLE before it can register with the new 5G-GUTI with GUAMI set to Target AMF in order to be allow to handle unprotected NAS messages.
 -
The solution does not support all the connectivity cases between AMFs. The case of handling connectivity to an Old AMF is not analyzed in the solution, i.e. the solution currently assumes that any session state in the Old AMF is discarded.  (Samsung) will do a cleanup of the solution.
-
Conformance to SA2 AMF Reallocation and reroute via RAN procedure? : No, there is no via RAN forwarding of RR.  
Solution #6: Solution to provide Security context to AMF capable of serving the UE to ensure system availability 

Impacts: AMF, AUSF, UDM

Security impacts:

Notes: 
-
It is not clear whether the solution works when the UE sends Requested NSSAI in the Registration Request.  
-
[Lenovo] provided the following input from the TS 23.502, clause 5.2.16.2.1  Nnssf_NSSelection_Get service operation
Inputs, Conditional Required:
If this service operation is invoked during Registration procedure for Network Slice selection or UE Configuration Update procedure, then the following inputs are required:
-    Subscribed S-NSSAI(s) with the indication if marked as default S-NSSAI, PLMN ID of the SUPI, TAI, NF type of the NF service consumer, Requester ID.
Inputs, Optional:
If this service operation is invoked during Registration procedure for Network Slice selection or UE Configuration Update procedure, then the following inputs are provided if available:
-    Requested NSSAI, Mapping Of Requested NSSAI, Default Configured NSSAI Indication, Allowed NSSAI for current Access Type, Allowed NSSAI for the other Access Type, and the corresponding Mapping Of Allowed NSSAIs for current Access Type and other Access Type.
-
This solution requires the AUSF to maintain the SUPI/KSEAF and other state (AMF_AUTN) info for a duration longer than the authentication procedure. Therefore the authentication procedure is coupled with the AMF re-allocation. This may not be desirable.

-
The solution requires the HPLMN and VPLMN to both support the solution. If the HPLMN does not support the solution the registration may fail. 
Solution #7 : Solution to enable Reallocated AMF to serve the UE

Impacts: AMF, AUSF
Security impacts:

Notes:

-
It is not clear whether the solution works when the UE sends Requested NSSAI in the Registration Request.  
-
This solution requires the AUSF to maintain the SUPI/KSEAF and other state (AMF_AUTN) info for a duration longer than the authentication procedure. Therefore the authentication procedure is coupled with the AMF re-allocation. This may not be desirable.  

-
The solution requires the HPLMN and VPLMN to both support the solution. If the HPLMN does not support the solution the registration may fail. 
Solution #8 : Solution to enable UE connection directly to the slice AMF
Impacts: UE, RAN, AMF, UDM for provisioning of keys?
Security impacts: 

Notes:

-
Requires support of PKI in UE and RAN nodes and provisioning of the public key in the UE and certificates (private key) in the RAN nodes. All RAN nodes need to share the same private key. This may not be desirable. 
-
With respect to PKI, there are some unclear questions: 
-
Every PLMN have its own certificate and private key/public key pairs. It is not clear how the UE will be provisioned for all the PLMNs in the world assuming it is mobile. 

-
The choice of the algorithm has impact on RAN. e.g. With ECIES the ciphertext is longer than the plaintext. 
Solution #9: Security of AMF re-allocation when 5G NAS security context is rerouted via RAN 

Impacts: UE?, RAN, AMF, NSSF
Security impacts: If horizontal key derivation is not performed then there is no backward security, the Target AMF knows the security context of the Initial AMF. 
Notes:


-
There is no UE impact if no horizontal key derivation (HKD) is performed. If HKD is performed the UE may be impacted. This is still under investigation. 

-
In this type of solution the 5G NAS security context is transferred protected via RAN.  
-
The serving network needs to have a NSSF. 

