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[bookmark: foreword][bookmark: _Toc214824645][bookmark: _Toc222154528][bookmark: _Toc222389253]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: _Toc214824646][bookmark: _Toc222154529][bookmark: _Toc222389254]Introduction
Editor’s note: This clause is ffs. 

[bookmark: introduction][bookmark: scope][bookmark: _Toc214824647][bookmark: _Toc222154530][bookmark: _Toc222389255]
1	Scope
[bookmark: references]This document studies potential security and privacy architecture and procedures for 6G mobile networks for improvement of existing services and support of new services, to meet the 6G system requirements and architecture. 
One goal of this document is to study how to create lean and streamlined standards for 6G, e.g. by dimensioning an appropriate set of functionalities, minimizing the adoption of multiple options for the same functionality, avoiding excessive configurations, etc. 
The document covers the following aspects: 
· Security and privacy for overall 6G system architecture 
· Security and privacy of 6G RAN architecture. 
· Security and privacy of 6G UE to core network interactions. 
· Enhancements to Core Network security including endpoint security at transport and application layers, internal and external interfaces as well as end to end roaming security taking roaming intermediary into account.
The document covers possible security enhancements of the procedures from previous generations and new security aspects.
The complete or partial conclusions of this study are used as basis for the normative work.  
[bookmark: _Toc214824648][bookmark: _Toc222154531][bookmark: _Toc222389256]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1] 	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] 	3GPP TR 38.914: “Study on 6G Scenarios and requirements”.
[3] 	3GPP TR 38.760-2: “Study on 6G Radio RAN2 aspects”.
[4] 	3GPP TR 23.801-01: “Study on Architecture for 6G System”.
[5] 	3GPP TR 33.771: “Study on supporting AEAD algorithms”.
[6]	3GPP TR 23.801-1: "Study on Architecture for 6G System". 
[7]	3GPP TS 38.321: “Medium Access Control (MAC) protocol specification “
[bookmark: definitions][bookmark: _Toc214824649][bookmark: _Toc222154532][bookmark: _Toc222389257]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc214824650][bookmark: _Toc222154533][bookmark: _Toc222389258]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc214824651][bookmark: _Toc222154534][bookmark: _Toc222389259]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc214824652][bookmark: _Toc222154535][bookmark: _Toc222389260]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc214824653][bookmark: _Toc222154536][bookmark: _Toc222389261]4	Security areas and high level security requirements
[bookmark: _Toc214824654][bookmark: _Toc222154537][bookmark: _Toc222389262]4.1	Security areas  
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. 
This document includes the following security areas: 
1. Security Architecture deals with aspects such as identifying the different security domains and their characteristics, defining the different security functions, etc.
2. RAN security deals with the security aspects of 3GPP access network, e.g., RAN architecture, protocol stack, interfaces, procedures, interaction with UEs.
3. UE to Core Network Security deals with the UE to Core Network communication security. e.g., management of UE and network NAS security contexts, the associated key hierarchy, key derivation and key usage in the 6G System.
4. Security for Core Network, Interconnect and Roaming  deals with how to secure core network communication for various communication modes within a network and between networks including aspects such as interconnecting and roaming
5. [bookmark: _Hlk210571792]Subscription Authentication and Authorization deals with different aspects of authentication, authorization and related privacy aspects (i.e. subscriber identifier privacy) for UEs accessing 6G network regardless of access type (i.e., 3GPP access and/or non-3GPP access). 
6. Exposure Security deals with security and privacy aspects of 3GPP network exposure.  
7. Data collection for security monitoring deals with the collection of security related data from the CN, OAM, and UE to network communication. The "UE to network communication" is any UE communication as received by the network (but no new "UE to network communication" will be defined for security monitoring).  	Comment by S3-261864: From S3-261864

[bookmark: _Toc214824655][bookmark: _Toc222154538][bookmark: _Toc222389263]4.2	Potential high level security requirements  
Editor's Note: This clause will document high-level requirements that guide the study. 

[bookmark: _Toc448754534][bookmark: _Toc214824656][bookmark: _Toc222154539][bookmark: _Toc222389264]5	Key issues
[bookmark: _Toc209957932][bookmark: _Toc214824657][bookmark: _Toc222154540][bookmark: _Toc222389265]5.1	Security area #1: Security architecture
[bookmark: _Toc209957933][bookmark: _Toc214824658][bookmark: _Toc222154541][bookmark: _Toc222389266]5.1.1	Introduction 
This security area addresses the security principles, features, and requirements inherent to the security and trust architecture of 6G systems. This will lay the foundation for all the procedures and the mechanisms necessary to protect the communication and facilitate trust establishment between the UE and the network as well as within/across different domains of the network. The security architecture defined herein provides the foundation for all other security work and is integral to the overall 6G system architecture. The baseline for the work here is to be aligned with the architectural framework described in 3GPP TR 23.801-01 [6].
This includes the following: 
-	Identifying the different security domains and their characteristics. 
-	Identifying the security functions, e.g., the security anchors. 
-	Developing the key hierarchy.
NOTE: Key issues specific to other areas (e.g., aspects that affect the security between the UE and core network) are not intended to be covered in this clause. 
Editor’s Note: Privacy aspects in the architecture are FFS.
[bookmark: _Toc222154542][bookmark: _Toc222389267]5.1.2 	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc222154543][bookmark: _Toc222389268]5.1.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc222154544][bookmark: _Toc222389269]5.1.3.1	Key issue #1.1: Security Domains and Trust Anchors	Comment by S3-261868: From S3-261868
[bookmark: _Toc222154545][bookmark: _Toc222389270]5.1.3.1.1	Key issue details
This Key Issue investigates security aspects of the security domains and trust anchors in 6GS. 
Editor's note:	Further details are FFS. 
[bookmark: _Toc222154546][bookmark: _Toc222389271]5.1.3.1.2	Security threats 
N/A
[bookmark: _Toc222154547][bookmark: _Toc222389272]5.1.3.1.3	Potential security requirements
[bookmark: _Toc222154548]N/A
[bookmark: _Toc222154549][bookmark: _Toc222389273]5.1.3.1.4	Interim agreements
TBD
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.

[bookmark: _Toc222154550][bookmark: _Toc222389274]5.1.3.2	Key issue #1.2: 6G Key Hierarchy	Comment by S3-261869: From S3-261869
[bookmark: _Toc222154551][bookmark: _Toc222389275]5.1.3.2.1	Key issue details
This Key Issue investigates security aspects of the key hierarchy in 6GS.
Editor's note:	Further details are FFS. 
[bookmark: _Toc222154552][bookmark: _Toc222389276]5.1.3.2.2	Security threats 
N/A
[bookmark: _Toc222154553][bookmark: _Toc222389277]5.1.3.2.3	Potential security requirements
N/A
[bookmark: _Toc222154554][bookmark: _Toc222389278]5.1.3.2.4	Interim agreements
TBD
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.

[bookmark: _Toc222154555][bookmark: _Toc222389279]5.1.3.y	Key issue #1.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc222154556][bookmark: _Toc222389280]5.1.3.y.1	Key issue details
[bookmark: _Toc222154557][bookmark: _Toc222389281]5.1.3.y.2	Security threats 
[bookmark: _Toc222154558][bookmark: _Toc222389282]5.1.3.y.3	Potential security requirements
[bookmark: _Toc222154559][bookmark: _Toc222389283]5.1.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.

[bookmark: _Toc214824659][bookmark: _Toc222154560][bookmark: _Toc222389284]5.2	Security area #2: RAN security
[bookmark: _Toc214824660][bookmark: _Toc222154561][bookmark: _Toc222389285]5.2.1	Introduction 
Purpose is to study potential attack vectors, vulnerabilities, security and privacy risks, impact and mitigations. This includes the following aspects:
Editor’s Note: To be aligned with TR 38.914 [1] and TR 38.760-2 [2] as 6G RAN study progresses in RAN WGs.
-	Radio protocol stack, architecture and procedures 
Editor’s Note: Lower layer security is FFS.
Editor’s Note: Examples are FFS.
-	Mobility and state transitions within 6G radio
-	Mobility between 5G NR and 6G Radio
NOTE: Mobility aspects that affect the core network security context are included in other security areas.
-	Interfaces within RAN and between RAN and core network
Editor’s Note: Other aspects are FFS.
[bookmark: _Toc214824661][bookmark: _Toc222154562][bookmark: _Toc222389286]5.2.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc214824662][bookmark: _Toc222154563][bookmark: _Toc222389287]5.2.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc222154564][bookmark: _Toc222389288]5.2.3.1	Key issue # 2.1: MAC CE security	Comment by S3-260802: From S3-260802
[bookmark: _Toc222154565][bookmark: _Toc222389289]5.2.3.1.1				Key issue details 
In 5G NR, MAC Control Elements (MAC CEs) are used to convey time‑critical control information within the MAC layer, such as scheduling control, buffer status, timing advance, and resource management signaling.  The MAC layer forms a payload from the layers above and adds its own Control Elements to create a single MAC PDU. The MAC layer MAC PDU consists of multiple Sub-PDU(s) which contain either control commands in Control Element (MAC-CE) or user/control plane data in Service Data Unit (MAC SDU) from different logical channels. 
Editor’s note: Details to be updated based on the input from RAN2 on MAC CEs.
[bookmark: _Toc222154566][bookmark: _Toc222389290]5.2.3.1.2				Security threats
TBD
[bookmark: _Toc222154567][bookmark: _Toc222389291]5.2.3.1.3				Potential security requirements
TBD
[bookmark: _Toc222154568][bookmark: _Toc222389292]5.2.3.1.4				Interim agreements

[bookmark: _Toc222154569][bookmark: _Hlk222135713][bookmark: _Toc222389293]5.2.3.2	Key issue #2.2: Security for RAN mobility	Comment by S3-260810: From S3-260810
[bookmark: _Toc222154570][bookmark: _Toc222389294]5.2.3.2.1	Key issue details
Mobility within 6G radio and between 5G NR and 6G radio introduces challenges related to security context handling. In legacy systems (4G/5G), key separation cannot be achieved immediately during X2/Xn handover. 
This key issue investigates whether and how key separation between the source and target RAN nodes during the mobility procedure can support various mobility scenarios while ensuring robust AS security.
Editor's Note:	Present key issue details are based on the current understanding of 5GS RAN mobility procedures. It will be updated based on the progress in RAN WGs. 
Editor's Note: other aspects are FFS. 
[bookmark: _Toc222154571][bookmark: _Toc222389295]5.2.3.2.2	Security threats 
Editor's Note: threats are FFS. 
[bookmark: _Toc222154572][bookmark: _Toc222389296]5.2.3.2.3	Potential security requirements
Editor's Note: potential security requirements are FFS. 
[bookmark: _Toc222154573][bookmark: _Toc222389297]5.2.3.2.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.

[bookmark: _Toc214824663][bookmark: _Toc222154574][bookmark: _Toc222389298]5.2.3.y	Key issue #2.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc214824664][bookmark: _Toc222154575][bookmark: _Toc222389299]5.2.3.y.1	Key issue details
[bookmark: _Toc214824665][bookmark: _Toc222154576][bookmark: _Toc222389300]5.2.3.y.2	Security threats 
[bookmark: _Toc214824666][bookmark: _Toc222154577][bookmark: _Toc222389301]5.2.3.y.3	Potential security requirements
[bookmark: _Toc214824667][bookmark: _Toc222154578][bookmark: _Toc222389302]5.2.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
[bookmark: _Toc214824668][bookmark: _Toc222154579][bookmark: _Toc222389303]5.3	Security area #3: UE to Core Network Security
[bookmark: _Toc214824669][bookmark: _Toc222154580][bookmark: _Toc222389304]5.3.1	Introduction 
This security area studies how to establish and manage secure communication(s) between the UE and the Core Network. This includes the following aspects: 
Editor's Note: work is to be aligned and in coordination with TR 23.801-01 [4] based on SA2 progress.
Editor's Note: Any potential NAS impact due to the use of AEAD will be based on the conclusions in TR 33.771 [5].
- Security of NAS protocol, architecture and procedures 
- NAS Security context management, including mobility
Editor’s Note: Identifier privacy (e.g. temporary UE NAS ID) between UE and core network is FFS 	Comment by S3-261861: From s3-261861
- Interworking between 6GS and 5GS
NOTE: Mobility aspects that are excluded in the RAN security area (i.e., mobility aspects that affect the core network security context) are included here.
 Editor’s Note: Other aspects are FFS.
[bookmark: _Toc214824670][bookmark: _Toc222154581][bookmark: _Toc222389305]5.3.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc214824671][bookmark: _Toc222154582][bookmark: _Toc222389306]5.3.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc214824672][bookmark: _Toc222154583][bookmark: _Toc222389307]5.3.3.y	Key issue #3.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc214824673][bookmark: _Toc222154584][bookmark: _Toc222389308]5.3.3.y.1	Key issue details
[bookmark: _Toc214824674][bookmark: _Toc222154585][bookmark: _Toc222389309]5.3.3.y.2	Security threats 
[bookmark: _Toc214824675][bookmark: _Toc222154586][bookmark: _Toc222389310]5.3.3.y.3	Potential security requirements
[bookmark: _Toc214824676][bookmark: _Toc222154587][bookmark: _Toc222389311]5.3.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
[bookmark: _Toc214824677][bookmark: _Toc222154588][bookmark: _Toc222389312]5.4	Security area #4: Security for Core Network, Interconnect and Roaming
[bookmark: _Toc214824678][bookmark: _Toc222154589][bookmark: _Toc222389313]5.4.1	Introduction 
 Study potential aspects to secure core network communication for the different communication modes within a network and between networks to mitigate threats identified. This is based on the system architecture requirements developed in TR 23.801-1 [6].
Editor's note: This study will be based on agreements documented in TR 23.801-1. In its early phase, prior to interim agreements and conclusions being available, the work in this study shall rely on the Architectural Assumptions and Requirements specified in clause 4 of TR 23.801-1.
This includes the following aspects
· Authentication and authorization between network entities
· Securing the communication 
· within core network
· for interconnect and roaming between networks
· for connection with roaming intermediaries 
· Network security credential distribution to enable secure communication in a scalable, efficient, interoperable and resilient manner.
NOTE: This does not include subscription credentials.
Editor’s Note: For roaming, coordination with GSMA is required.
[bookmark: _Toc212013900][bookmark: _Toc222154590][bookmark: _Toc222389314]5.4.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc212013901][bookmark: _Toc222154591][bookmark: _Toc222389315]5.4.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc212013902][bookmark: _Toc222154592][bookmark: _Toc222389316]5.4.3.y	Key issue #4.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc212013903][bookmark: _Toc222154593][bookmark: _Toc222389317]5.4.3.y.1	Key issue details
[bookmark: _Toc212013904][bookmark: _Toc222154594][bookmark: _Toc222389318]5.4.3.y.2	Security threats 
[bookmark: _Toc212013905][bookmark: _Toc222154595][bookmark: _Toc222389319]5.4.3.y.3	Potential security requirements
[bookmark: _Toc212013906][bookmark: _Toc222154596][bookmark: _Toc222389320]5.4.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.

[bookmark: _Toc214824679][bookmark: _Toc222154597][bookmark: _Toc222389321]5.5	Security area #5: Subscription Authentication and Authorization
[bookmark: _Toc214824680][bookmark: _Toc222154598][bookmark: _Toc222389322]5.5.1	Introduction 
This security area includes the following security aspects related to authentication and authorization between the UE and the 6GS regardless of access type (i.e., 3GPP access and/or non-3GPP access):
Editor’s Note: Whether trusted or untrusted non-3GPP access, or both are in scope is FFS. 
-Authentication, key agreement and authorization between the UE and the 6GS.
Editor’s Note: Examples are FFS
Editor’s Note: Other types of authentication is FFS
-Re-authentication between the UE and the 6GS in different conditions of mobility.
-Subscriber identifier privacy.
-Long term credentials storage and processing
[bookmark: _Hlk222135021]- Secondary authentication between the UE and an external data network (DN).
Editor’s Note: Other aspects are FFS
Editor’s Note: clarification of authorization aspects are FFS

[bookmark: _Toc214824681][bookmark: _Toc222154599][bookmark: _Toc222389323]5.5.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc214824682][bookmark: _Toc222154600][bookmark: _Toc222389324]5.5.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc214824683][bookmark: _Toc222154601][bookmark: _Toc222389325]5.5.3.y	Key issue #5.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc214824684][bookmark: _Toc222154602][bookmark: _Toc222389326]5.5.3.y.1	Key issue details
[bookmark: _Toc214824685][bookmark: _Toc222154603][bookmark: _Toc222389327]5.5.3.y.2	Security threats 
[bookmark: _Toc214824686][bookmark: _Toc222154604][bookmark: _Toc222389328]5.5.3.y.3	Potential security requirements
[bookmark: _Toc214824687][bookmark: _Toc222154605][bookmark: _Toc222389329]5.5.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
[bookmark: _Toc214824688][bookmark: _Toc222154606][bookmark: _Toc222389330]5.6	Security area #6: security and privacy aspects of network exposure
[bookmark: _Toc214824689][bookmark: _Toc222154607][bookmark: _Toc222389331]5.6.1	Introduction 	Comment by S3-260863: From S3-260863
This security area covers the following aspects.
-	The security and privacy aspects of the exposure mechanism(s) defined in TR 23.801-01 [4].
Editor's Note: The above aspect needs to be expanded
Editor's Note: Coordination with other working groups over terminology is needed to achieve clearer specifications. 
Editor’s Note: Other aspects are FFS. 
[bookmark: _Toc222154608][bookmark: _Toc222389332]5.6.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc222154609][bookmark: _Toc222389333]5.6.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc222154610][bookmark: _Toc222389334]5.6.3.y	Key issue #6.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc222154611][bookmark: _Toc222389335]5.6.3.y.1	Key issue details
[bookmark: _Toc222154612][bookmark: _Toc222389336]5.6.3.y.2	Security threats 
[bookmark: _Toc222154613][bookmark: _Toc222389337]5.6.3.y.3	Potential security requirements
[bookmark: _Toc222154614][bookmark: _Toc222389338]5.6.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.

[bookmark: _Toc222389339]5.7	Security area #7: Data collection for security monitoring	Comment by GAMISHEV Todor INNOV/NET: S3-260864
[bookmark: _Toc222389340]5.7.1	Introduction 
NOTE:	The study in this security area is expected to affect the CN and OAM and it does not affect the ME and UICC apps. No security related data will be collected from the UE and there is no impact on the UE.
Security monitoring is important for the operational security aspects of a network. The study in this security area focuses on the collection of security related data from the CN, OAM and UE to network communication. The "UE to network communication" is any UE communication as received by the network (but no new "UE to network communication" will be defined for security monitoring).. The receiver of the security related data is a security monitoring functionality that is out of 3GPP scope.
Editor's Note: RAN aspects are FFS. 
[bookmark: _Toc222389341]5.7.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc222389342]5.7.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc222389343]5.7.3.y	Key issue #7.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc222389344]5.7.3.y.1	Key issue details
[bookmark: _Toc222389345]5.7.3.y.2	Security threats 
[bookmark: _Toc222389346]5.7.3.y.3	Potential security requirements
[bookmark: _Toc222389347]5.7.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.


[bookmark: _Toc448754535][bookmark: _Toc214824690][bookmark: _Toc222154615][bookmark: _Toc442563414][bookmark: _Toc442884023][bookmark: _Toc445244977][bookmark: _Toc445245104][bookmark: _Toc445247580][bookmark: _Toc222389348]5.x	Security area #x: <security area name> 
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
[bookmark: _Toc448754536][bookmark: _Toc214824691][bookmark: _Toc222154616][bookmark: _Toc222389349]5.x.1	Introduction 
Editor's Note: Detailed description of the security area 
[bookmark: _Toc448754537][bookmark: _Toc214824692][bookmark: _Toc222154617][bookmark: _Toc222389350]5.x.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc353538994][bookmark: _Toc416332517][bookmark: _Toc448754538][bookmark: _Toc214824693][bookmark: _Toc222154618][bookmark: _Toc222389351]5.x.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc416332518][bookmark: _Toc448754539][bookmark: _Toc214824694][bookmark: _Toc222154619][bookmark: _Toc222389352]5.x.3.y	Key issue #x.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc416332519][bookmark: _Toc448754540][bookmark: _Toc214824695][bookmark: _Toc222154620][bookmark: _Toc222389353]5.x.3.y.1	Key issue details
[bookmark: _Toc416332520][bookmark: _Toc448754541][bookmark: _Toc214824696][bookmark: _Toc222154621][bookmark: _Toc222389354]5.x.3.y.2	Security threats 
[bookmark: _Toc416332521][bookmark: _Toc448754542][bookmark: _Toc214824697][bookmark: _Toc222154622][bookmark: _Toc222389355]5.x.3.y.3	Potential security requirements
[bookmark: _Toc214824698][bookmark: _Toc222154623][bookmark: _Toc222389356]5.x.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.

[bookmark: _Toc214824699][bookmark: _Toc222154624][bookmark: _Toc222389357]6	Solutions 
[bookmark: _Toc214824700][bookmark: _Toc222154625][bookmark: _Toc222389358]6.x	Solutions to Security Area #x <security area name> 
[bookmark: _Toc214824701][bookmark: _Toc222154626][bookmark: _Toc222389359]6.x.y	Solutions to Key Issue #x.y <key issue name>
[bookmark: _Toc214824702][bookmark: _Toc222154627][bookmark: _Toc222389360]6.x.y.z	Solution #x.y.z: <solution name>
Editor's Note: Solutions are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area, y to the key issue. If a solution addresses multiple key issues, a cross-reference of the solution needs to be provided.

[bookmark: _Toc214824703][bookmark: _Toc222154628][bookmark: _Toc222389361]6.x.y.z.1	Introduction   
[bookmark: _Toc214824704][bookmark: _Toc222154629][bookmark: _Toc222389362]6.x.y.z.2	Solution details  
[bookmark: _Toc214824705][bookmark: _Toc222154630][bookmark: _Toc222389363]6.x.y.z.3	Evaluation 
Editor’s note: Evaluation needs to explain how the solution fulfils each requirement of the key issue. 

[bookmark: _Toc448754549][bookmark: _Toc214824706][bookmark: _Toc222154631][bookmark: _Toc222389364]7	Conclusions 
Editor’s note: This clause will contain the overall conclusions made by SA3. The structure of this clause is FFS


[bookmark: tsgNames][bookmark: _Toc222154632][bookmark: _Toc214824707][bookmark: _Toc222389365]Annex A
[bookmark: _Toc222154633][bookmark: _Toc222389366] Attacker Model 
[bookmark: _Toc214824708][bookmark: _Toc222154634][bookmark: _Toc222389367]A.1	General
[bookmark: _Hlk222136515][bookmark: _Hlk220489878]This clause includes an introduction to the attacker model. This annex is used to provide preliminary understanding in developing the key issues; however, it is not cited in the solution development, conclusions.
Editor's Note: Rewording is ffs.
[bookmark: _Toc222154635][bookmark: _Toc222389368]A.1.1	Attacker model definition	Comment by S3-261005: From S3-261005
An attacker model is a description which captures the following aspects:
1)	Attacker capabilities, e.g., what an attacker can access. 
2)	Attacker location, i.e., location of the attacker. 
Editor's Note: Further alignment of definition is FFS.

[bookmark: _Toc214824709][bookmark: _Toc222154636][bookmark: _Toc222389369]A.2	Architecture overview
Editor's Note: This will need to be updated as work progresses in other work groups.
[bookmark: _Hlk214811531]The high-level architecture model of the 6G System is shown in Figure A.2-1 is expected to be based on the high-level architecture of 5G. This architecture model can be used as a basis to introduce some initial attacker model information before the 6G architecture is developed by other 3GPP WGs. 
The architecture model includes a set of UEs, a set of Access Networks comprising multiple Access Nodes, a set of  Core Networks, several external Data Networks and several Applications. 
The preliminary high-level architecture model of the 6G System as shown in Figure A.2-1 is based on the high-level architecture of 5G. 
The architecture model includes UEs, multiple Access Networks Nodes, Core Network, external Data Network and Application. 

Editor's Note: Further details are FFS. 



Figure A.2-1 High level architecture model 

[bookmark: _Toc214824710][bookmark: _Toc222154637][bookmark: _Toc222389370]A.3	Attacker Description
Editor's Note: This clause includes an attacker model description. 


[bookmark: _Toc222389371]Annex B
[bookmark: _Toc222389372]Risk analysis of MAC-CE
Editor’s Note: Structure of annex is FFS.
Editor’s Note: Format of the framework capturing risk analysis is FFS.
Editor’s Note: Methodology for the risk analysis is FFS.
[bookmark: _Toc222389373]B.1	General	Comment by GAMISHEV Todor INNOV/NET: S3-260432
In LTE and 5GNR, security for Control Plane (CP) and User Plane (UP) traffic between the User Equipment (UE) and the base station is fundamentally anchored at the Packet Data Convergence Protocol (PDCP) layer. It is unknown whether there is a security risk in MAC CE, thus the risk of Medium Access Control (MAC) Control Element (CE)  needs to be analysed. This Annex captures the security and privacy risk analysis of the MAC-CEs from clause 6.1.3 of TS 38.321.
The MAC Control Element (MAC-CE) is a signaling  element used at the MAC sublayer as defined in TS 38.321[X]. For example, Buffer Status Report MAC CEs are usedfor resource management. MAC CEs were introduced in Release 8 (LTE) and has been expanded in every subsequent release. 
[bookmark: _Toc222389374]B.2	Risk Analysis of MAC-CE
[bookmark: _Toc222154641][bookmark: _Toc222389375]B.2.1	Risk Analysis Methodology
Editor’s Note: This clause describes agreed methodology for analyzing risks resulting from potential exploitation of functionality of MAC-CE control messages at the MAC layer.
In the following, the most common factors that are generally considered during a risk analysis are listed.
Threat type: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege.
Editor’s Note: The threat type referring to STRIDE can be used in the analysis process. More threat types can be added if identified. 
Threat range: the exact impact range or granularity of the attack, e.g., single UE, group of UEs, per cell, group of cells, per PLMN).
Threat complexity: precondition of the attack, likelihood of the attack, also includes how does the attacker prepare for the attack and how the attack is performed in detail. 
Threat consequence: the exact impact to network services and how long that the attack affects, e.g., access failure for several seconds, handover failure, location leakage forever, etc. Moreover, whether there are existing attacks can achieve the comparable impact is also necessary to be considered.
Potential recovery means: whether complementary method has supported for recovery, e.g., re-access, re-configuration, re-establishment.
[bookmark: _Toc222154642][bookmark: _Toc222389376]B.2.2	Risk Analysis Outcome
Editor’s Note: This clause contains risk analysis output based on risk analysis methodology. 
Editor’s Note: The risk analysis reflects the views of individual companies but not the consensus of the group. It is captured here to provide an indication to RAN2 how a risk analysis may proceed. This could be used for the preparation of discussions with RAN2.
This subclause provides a consolidated summary of the security and privacy risk analysis of MAC Control Elements (MAC CEs) specified in TS38.321[7]. The summary groups MAC CEs with similar functional characteristics and risk profiles to highlight common threat patterns, potential impacts, and overall risk trends at the MAC layer. This summary is intended to support consistent interpretation of the analysis results and to facilitate alignment with RAN working group inputs and SA3 risk prioritization study.
MAC CEs are categorized and summarized based on their security risk analysis factors below.
1. Identity, Access, and Contention Resolution MAC CEs: These MAC CEs support UE identification, access procedures, and contention handling during initial access and mobility. Typical functions include assignment or update of UE identifiers, Resolution of contention during random access, Support for successful connection establishment. Examples include C‑RNTI MAC CE and UE Contention Resolution Identity MAC CE. 
Threat type: Denial of Service, Elevation of Privilege.
Threat range: single UE, group of UEs, per cell, group of cells are possible based on the particular MAC CE. 
Threat complexity: Possible to mount an attack observing the MAC layer with ability to manipulate the MAC CEs and correlation of the identities.
Threat consequence: Tampering these MAC CEs can impact service continuity, access failure, handover failure, or denial of service. 
Potential recovery means: No recovery exist at the MAC layer. RRC level recovery by re-access to network or RRC re-establishment is not triggered by current defined procedures.
2. Timing and Synchronization Control MAC CEs: This category covers MAC CEs that control uplink timing alignment and synchronization between UE and network. Typical functions include, Timing Advance adjustments, Timing mode indication, Timing offset and delta signaling, Synchronization for special deployments (e.g. NTN, IAB). Examples include Timing Advance Command MAC CE, Absolute Timing Advance MAC CE, Timing Delta MAC CE, and Timing Case Indication MAC CE.
[bookmark: _Hlk221765555]Threat type: Denial of Service, information/location disclosure.
Threat range: single UE, group of UEs, per cell, group of cells are possible based on the particular MAC CE. 
Threat complexity: Possible to mount an attack observing the MAC layer with ability to manipulate the MAC CEs and correlation of the identities.
Threat consequence: Tampering these MAC CEs can impact uplink orthogonality and interference control; service disruption and enable coarse UE location inference.
Potential recovery means: No recovery exist at the MAC layer. RRC level recovery by re-access to network or RRC re-establishment is not triggered by current procedures.
3. Power Control and Power Headroom Reporting MAC CEs: These MAC CEs convey UE power capabilities and support uplink power control decisions. Typical functions include, Reporting power headroom, Supporting uplink power control for single or multiple cells, Power control for advanced features such as multi‑TRP. Examples include Single Entry PHR, Multiple Entry PHR, and enhanced PHR MAC CEs.
[bookmark: _Hlk221765821]Threat type: Denial of Service, information/location disclosure.
Threat range: single UE, group of UEs, per cell, group of cells are possible based on the particular MAC CE. 
Threat complexity: Possible to mount an attack observing the MAC layer with ability to manipulate the MAC CEs and correlation of the identities.
Threat consequence: Tampering these MAC CEs can impact uplink orthogonality and interference control; service disruption and enable coarse UE location inference.
Potential recovery means: No recovery exist at the MAC layer. RRC level recovery by re-access to network or RRC re-establishment is not triggered by current procedures.
4. Discontinuous Reception (DRX) and Activity Control MAC CEs: This category controls UE activity cycles and energy‑saving mechanisms. Typical functions include, Activation or deactivation of DRX operation, Switching between DRX modes (short/long). Examples include DRX Command MAC CE and Long DRX Command MAC CE.
[bookmark: _Hlk221766059]Threat type: Denial of Service, denial of scheduling opportunities.
Threat range: single UE and group of UEs are possible based on the particular MAC CE. 
Threat complexity: Possible to mount an attack observing the MAC layer with ability to manipulate the MAC CEs and correlation of the identities.
Threat consequence: Manipulation can cause resource waste, missed scheduling opportunities, or denial of service.
Potential recovery means: No recovery exist at the MAC layer. RRC level recovery by re-access to network or RRC re-establishment is not triggered by current procedures.
5. Scheduling, Resource, and Rate Control MAC CEs: These MAC CEs influence how radio resources are allocated and how traffic is scheduled. Typical functions include, Buffer and delay reporting, Recommended or enforced data rate signaling, Resource grant confirmation. Examples include Buffer Status Report MAC CE, Delay Status Report MAC CE, Recommended Bit Rate MAC CE, and UL Rate Control MAC CE.
[bookmark: _Hlk221766251]Threat type: Denial of Service, denial of scheduling opportunities.
Threat range: single UE and group of UEs are possible based on the particular MAC CE. 
Threat complexity: Possible to mount an attack observing the MAC layer with ability to manipulate the MAC CEs and correlation of the identities.
Threat consequence: Manipulation can cause to unfair resource allocation, throughput degradation, or network instability.
Potential recovery means: No recovery exist at the MAC layer. RRC level recovery by re-access to network or RRC re-establishment is not triggered by current procedures.
6. Beam Management and TCI‑Related MAC CEs: This category includes MAC CEs that control beam configuration, TCI state activation, and spatial relations. Typical functions include, Activation/deactivation of TCI states, Indication of spatial relations for PUCCH/PUSCH/SRS, Beam failure detection and recovery. Examples include TCI States Activation/Deactivation MAC CEs, PUCCH Spatial Relation MAC CEs, BFR MAC CEs, and enhanced TCI MAC CEs.
[bookmark: _Hlk221767527]Threat type: Denial of service particularly in FR2 and multi TRP deployments; manipulation can cause immediate loss of control channels and radio link failure, with additional privacy exposure.
Threat range: single UE and group of UEs are possible based on the particular MAC CE. 
Threat complexity: Possible to mount an attack observing the MAC layer with ability to manipulate the MAC CEs and correlation of the identities.
Threat consequence: Potential risk, especially in FR2 and multi TRP deployments; manipulation can cause immediate loss of control channels and radio link failure, with additional privacy exposure.
Potential recovery means: No recovery exist at the MAC layer. RRC level recovery by re-access to network or RRC re-establishment is not triggered by current procedures.
7. Mobility and Lower‑Layer Triggered Mobility (LTM) MAC CEs: These MAC CEs support fast mobility procedures that bypass or complement RRC signaling. Typical functions include Cell switch commands, Candidate cell preparation, Mobility‑related measurement triggers. Examples include LTM Cell Switch Command MAC CE and related enhanced variants.
Threat type: Denial of Service, denial of handover.
Threat range: single UE and group of UEs are possible based on the particular MAC CE. 
Threat complexity: Possible to mount an attack observing the MAC layer with ability to manipulate the MAC CEs and correlation of the identities.
Threat consequence: Direct impact on mobility continuity; manipulation can cause handover failure, desynchronization between UE and gNBs and persistent denial of service.
Potential recovery means: After handover failure, RRC level recovery by re-access to network or RRC re-establishment or radio link failure (RLF) procedures possible.
8. CSI, SRS, and Measurement Control MAC CEs: This category controls channel measurement and sounding procedures. Typical functions include, Activation/deactivation of CSI reporting, Control of SRS resources, Measurement configuration for mobility and positioning. Examples include CSI‑RS activation MAC CEs, SRS spatial relation MAC CEs, and event‑triggered measurement MAC CEs.
Threat type: Denial of service, privacy leakage 
Threat range: single UE and group of UEs are possible based on the particular MAC CE. 
Threat complexity: Possible to mount an attack observing the MAC layer with ability to manipulate the MAC CEs and correlation of the identities.
Threat consequence: Primarily performance related, with potential privacy implications due to exposure of spatial and channel characteristics.
Potential recovery means: No recovery exist at the MAC layer. RRC level recovery by re-access to network or RRC re-establishment is not triggered by current procedures.
9. Positioning‑Related MAC CEs: These MAC CEs support NR positioning features. Typical functions include, Activation/deactivation of positioning gaps, Control of positioning SRS and processing windows. Examples include Positioning Measurement Gap Activation/Deactivation MAC CEs and Positioning SRS MAC CEs.
Threat type: Privacy or positioning leakage.
Threat range: single UE and group of UEs are possible based on the particular MAC CE. 
Threat complexity: Possible to mount an attack observing the MAC layer with ability to manipulate the MAC CEs and correlation of the identities.
Threat consequence: Mostly low to medium service impact, but privacy sensitive when combined with other MAC layer identifiers.
Potential recovery means: No recovery exist at the MAC layer. RRC level recovery by re-access to network or RRC re-establishment is not triggered by current procedures.
10. IAB, Sidelink, and Specialized Deployment MAC CEs: This category covers MAC CEs specific to particular deployment scenarios. Typical functions include, IAB timing, beam, and power coordination, Sidelink scheduling and reporting, Network‑controlled repeater control. Examples include IAB timing MAC CEs, sidelink BSR MAC CEs, and NCR beam indication MAC CEs.
Threat type: Denial of service particularly in IAB, V2X or ProSe deployments.
Threat range: single UE and group of UEs are possible based on the particular MAC CE and deployed feature. 
Threat complexity: Possible to mount an attack observing the MAC layer with ability to manipulate the MAC CEs and correlation of the identities.
Threat consequence: Impact scope depends on IAB deployment; risks may scale beyond a single UE to network nodes or IAB and V2X clusters.
Potential recovery means: No recovery exist at the MAC layer. RRC level recovery by re-access to network or RRC re-establishment is not triggered by current procedures.
Overall summary: the analysis indicates that risk level of MAC CEs are at different levels based on the functionality, feature supported and deployed. 
Editor’s Note: Further security analysis including potential risk levels of MAC CEs are FFS.
[bookmark: _Toc222154643][bookmark: _Toc222389377]B.3	Principles
Editor’s Note: This clause contains agreed principles taking into account RAN WGs input.
Editor’s Note: Further definition and clarification of the principles are FFS
For the risk assessment on MAC layer, the risk posed by an attack on MAC layer will be compared against the risk posed by e.g. RF jamming attack that does not need to decode the MAC layer. Risks that are equivalent or less compared a e.g. RF jamming attack will not be addressed on MAC layer.
Equivalence implies that the factors in the attack are similar. These factors include:
- Locality: where in the network does the attacker need to be to relative the target of the attack (e.g. same cell, different cell, but same DU, or somewhere else in the network).
- Persistence: does the attacker need to remain active or present for the effects of the attack to persist.
- Window of opportunity: are the environmental requirements (e.g. system state) comparable.
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