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Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
Y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions “shall” and “shall not” are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions “must” and “must not” are not used as substitutes for “shall” and “shall not”. Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
Should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction “may not” is ambiguous and is not used in normative elements. The unambiguous constructions “might not” or “shall not” are used instead, depending upon the meaning intended.
Can	indicates that something is possible
cannot	indicates that something is impossible
The constructions “can” and “cannot” are not substitutes for “may” and “need not”.
Will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions “is” and “is not” do not indicate requirements.
[bookmark: introduction][bookmark: scope]

[bookmark: _Toc211866784][bookmark: _Toc214964831][bookmark: _Toc214972428][bookmark: _Toc222049340][bookmark: _Toc222049950][bookmark: _Toc222050074][bookmark: _Toc222050202]1	Scope
[bookmark: references]The present document identifies potential challenges and requirements for supporting AEAD algorithms specified in TS 35.240 [2], TS 35.243 [3], and TS 35.246 [4] for NAS and AS security (including control and user plane security) in the 6G System, including the following: 
-	Impact to AS and NAS security
-	Key hierarchy and management to support AEAD algorithms
NOTE 1: Key hierarchy includes long term key (i.e. full key hierarchy) for usage of AEAD. Procedure aspects (e.g. AKA framework) are not covered in the present document.
-	Negotiation of encryption and/or integrity protection when using AEAD algorithms
-	Creation and handling of AEAD algorithm inputs, such as Nonce and Associated Data
Co-existence of AEAD-compatible systems and legacy deployments and algorithms (i.e., only AEAD algorithms or both AEAD and standalone algorithms) is taken into account.

[bookmark: _Toc211866785][bookmark: _Toc214964832][bookmark: _Toc214972429][bookmark: _Toc222049341][bookmark: _Toc222049951][bookmark: _Toc222050075][bookmark: _Toc222050203]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.
[2]	3GPP TS 35.240 Specification of the Snow 5G based 256-bits algorithm set: specification of the 256-NEA4 encryption, the 256-NIA4 integrity, and the 256-NCA4 authenticated encryption algorithm for 5G; Document 1: algorithm specification
[3]	3GPP TS 35.243 Specification of the AES based 256-bits algorithm set: Specification of the 256-NEA5 encryption, the 256-NIA5 integrity, and the 256-NCA5 authenticated encryption algorithm for 5G; Document 1: algorithm specification
[4]	3GPP TS 35.246 Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G; Document 1: algorithm specification
[5]	3GPP TS 33.501: “Security architecture and procedures for 5G System”.
[6]	RFC 5116, “Authenticated Encryption with Associated Data”
[7]	3GPP TR 33.801-01: “Study on Security for the 6G System”.
[8]		Breaking LTE on Layer Two | Montsecure
[9]	3GPP TS 38.323: "NR; Packet Data Convergence Protocol (PDCP) specification".
[bookmark: _Toc211866786][bookmark: _Toc214964833][bookmark: _Toc214972430][bookmark: _Toc222049342][bookmark: _Toc222049952][bookmark: _Toc222050076][bookmark: _Toc222050204]3 	Definitions and abbreviations
[bookmark: _Toc211866787][bookmark: _Toc214964834][bookmark: _Toc214972431][bookmark: _Toc222049343][bookmark: _Toc222049953][bookmark: _Toc222050077][bookmark: _Toc222050205]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Example: text used to clarify abstract rules by applying them literally.
Ciphering only algorithm: An algorithm that provides only ciphering, e.g., NEA4/5/6 (see TS 35.340 [2], TS 35.243 [3] and TS 35.246 [4]).
Combined mode algorithm: An algorithm that can provide both ciphering and integrity protection together, e.g., one of NCA4/5/6 (see TS 35.340 [2], TS 35.243 [3] and TS 35.246 [4]). 
NOTE: 	Whether the combined mode algorithms can be used to provide just integrity protection or ciphering can be considered as part of the study.
Integrity only algorithm: An algorithm that provides only integrity protection, e.g., one of NIA4/5/6 (see TS 35.340 [2], TS 35.243 [3] and TS 35.246 [4]).
Standalone algorithm:  An integrity only algorithm or a ciphering only algorithm.
[bookmark: _Toc211866788][bookmark: _Toc214964835][bookmark: _Toc214972432][bookmark: _Toc222049344][bookmark: _Toc222049954][bookmark: _Toc222050078][bookmark: _Toc222050206]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc211866789][bookmark: _Toc214964836][bookmark: _Toc214972433][bookmark: _Toc222049345][bookmark: _Toc222049955][bookmark: _Toc222050079][bookmark: _Toc222050207]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAD					Additional Authenticated Data
AEAD					Authenticated Encryption with Associated Data (see RFC 5116 [6] for more details)
AKA					Authentication and Key Agreement
AMF					Access and Mobility Management
AS SMC				Access Stratum Security Mode Command
NAS SMC			Non-Access Stratum Security Mode Command
RAN 					Radio Access Network
	TMSI					Temporary Mobile Subscriber Identity
UE						User Equipment
USIM					Universal Subscriber Identity Module

4	Overview and assumption
Editor’s Note: This clause gives a brief explanation for background information of this SID, e.g. security assumption, existing algorithm specifications and a brief description of AEAD.
The solution of present document does not cover architecture dependent procedure aspects, such as Xn handover, but will cover architecture independent procedure, such as NAS and AS SMC. Therefore, the objective of present document is to conclude general solutions to enable AEAD support algorithms in NAS and AS. Based on the conclusion made in this document (e.g., enhancement for NAS SMC or AS SMC and interface for AEAD algorithms), TR 33.801-01 [7] can develop AEAD related solutions for SA/RAN dependent procedure in its security areas, e.g. develop solutions in key issue security algorithm negotiation in security areas of RAN security or UE to Core Network Security.
One of the main issues in the consideration of supporting AEAD algorithms is whether to use AEAD only (e.g. the combined mode algorithm only) or AEAD-standalone co-existence (e.g. some combination of combined mode algorithms and standalone algorithms) for applying ciphering and integrity protection. The discussion on pros and cons for the above choices is expected after analysing different aspects.
[bookmark: _Toc211866791][bookmark: _Toc214964838][bookmark: _Toc214972435][bookmark: _Toc222049346][bookmark: _Toc222049956][bookmark: _Toc222050080][bookmark: _Toc222050208]5	Key issues
Editor’s Note: This clause contains all key issues identified during the study. Due to the nature of this study, not all issues are derived from security threats but all are essential for the adoption of AEAD algorithms in 6G System.
[bookmark: _Toc207810314][bookmark: _Toc211866792][bookmark: _Toc214964839][bookmark: _Toc214972436][bookmark: _Toc222049347][bookmark: _Toc222049957][bookmark: _Toc222050081][bookmark: _Toc222050209]5.1	Key issue #1: Algorithm selection
[bookmark: _Toc207810315][bookmark: _Toc211866793][bookmark: _Toc214964840][bookmark: _Toc214972437][bookmark: _Toc222049958][bookmark: _Toc222050082][bookmark: _Toc222050210]5.1.1	Key issue details
The current 5G System uses dedicated algorithms for encryption (NEA0, 128-NEA1, 128-NEA2, 128-NEA3) and integrity protection (NIA0, 128-NIA1, 128-NIA2, 128-NIA3) which are selected independently. This means a given session may use the same or different algorithms for encryption and integrity protection (including NULL), on both AS and NAS layer. Even when using AEAD algorithms that combine encryption and integrity protection, the option to select the NULL algorithm may still be required to signal the use of encryption only or integrity protection only. 
Having to support both dedicated encryption and integrity protection algorithms and combined algorithms may complicate implementations without a tangible security benefit. Additionally, providing encryption and integrity protection with a single AEAD algorithm may be preferable in terms of performance to running the dedicated algorithms twice.
Depending on the security policy or scenario, following protections can be needed:
1. Encryption,
1. Integrity protection or
1. Encryption and integrity protection.
When negotiating the use of an algorithm, it can also be necessary to decide which protections are required.
The key issue is to study following:
[bookmark: _Hlk213341874] - whether AEAD algorithm only is sufficient or AEAD and standalone algorithms are required, and
 - how to enhance algorithm selection to account for the use of AEAD algorithms and their protections.
[bookmark: _Toc207810316][bookmark: _Toc211866794][bookmark: _Toc214964841][bookmark: _Toc214972438][bookmark: _Toc222049348][bookmark: _Toc222049959][bookmark: _Toc222050083][bookmark: _Toc222050211]5.1.2	Security threat
There is a threat where unintended algorithm being selected if there is no clear definition of the algorithm selection. 
[bookmark: _Toc214972439][bookmark: _Toc211866795][bookmark: _Toc214964842][bookmark: _Toc207810317][bookmark: _Toc222049349][bookmark: _Toc222049960][bookmark: _Toc222050084][bookmark: _Toc222050212][bookmark: _Toc211866796][bookmark: _Toc214964843][bookmark: _Toc214972440]5.1.3	Potential requirements
6GS may need to support algorithm selection to indicate AEAD algorithms.
[bookmark: _Toc222049350][bookmark: _Toc222049961][bookmark: _Toc222050085][bookmark: _Toc222050213]5.2	Key issue #2: AEAD algorithm interface
[bookmark: _Toc128377757][bookmark: _Toc211866797][bookmark: _Toc214964844][bookmark: _Toc214972441][bookmark: _Toc222049351][bookmark: _Toc222049962][bookmark: _Toc222050086][bookmark: _Toc222050214]5.2.1	Key issue details
One of the advantages of using a combined AEAD mode is that some important security decisions have already been made in the construction of the mode, such as in which order encryption and integrity protection is applied. From SA3 perspective, this means that we don’t need to discuss in which order operations are to be applied in PDCP and NAS. 
Many different AEAD constructs are available and by using a generic interface, it is possible to treat the AEAD as a black box where the underlying construction is transparent to the user of the interface. One such interface is specified in RFC 5116 [6]. 
Existing interfaces for encryption and integrity algorithms in Annex D.2 and Annex D.3 of TS 33.501 [5] cannot be used for the new AEAD algorithms directly. This is because the new algorithms combine both operations and also require additional input parameters as described in TS 35.240 [2], TS 35.243 [3], TS 35.246 [4]. For example, in addition to the key and IV, an AAD parameter (as described in TS 35.240 [2], TS 35.243 [3], TS 35.246 [4]) is required to enable flexible partial encryption, the output parameters include both the ciphertext and the MAC.
Consequently, how to set the input parameters for NAS and PDCP needs to be further studied because the existing requirements in clause 6.4.3, 6.4.4, 6.5.1, 6.5.2, 6.6.3, 6.6.4 of TS 33.501 [5] cannot be directly applied.
Existing construction of IV for encryption and integrity algorithms in Annex D.2 and Annex D.3 of TS 33.501 [5] contains a 32-bit COUNT, a 5-bit BEARER, a 1-bit DIRECTION. The entropy for the IV might need to increase from the 38 bits defined by 3GPP. Hence, an extra entropy field called EXTRA_IV of 6 bytes is introduced as described in TS 35.240 [2], TS 35.243 [3], TS 35.246 [4].  
[bookmark: _Toc128377758][bookmark: _Toc211866798][bookmark: _Toc214964845][bookmark: _Toc214972442][bookmark: _Toc222049352][bookmark: _Toc222049963][bookmark: _Toc222050087][bookmark: _Toc222050215]5.2.2	Security threats 
There is a threat to system evolution. For example, if the interface is not designed well from day one, it will not be stable for future enhancements and there can be problems to add new functionality. This will not only increase complexity of the system but will also make it more difficult to analyze from a security perspective, and hence the risk for missing threats increases.
[bookmark: _Toc214964846][bookmark: _Toc214972443][bookmark: _Toc222049353][bookmark: _Toc222049964][bookmark: _Toc222050088][bookmark: _Toc222050216][bookmark: _Toc211866799]5.2.3	Potential security requirements
The input and output parameters (e.g. format, sizes and allowed values) of the AEAD algorithms shall be specified in a way that is independent of the realisation of the AEAD algorithm.
Editor’s Note:	How to support interleaved ciphered and un-ciphered IEs (e.g., as in initial NAS messages) with NCA is ffs.
[bookmark: _Toc214964847][bookmark: _Toc214972444][bookmark: _Toc222049354][bookmark: _Toc222049965][bookmark: _Toc222050089][bookmark: _Toc222050217]5.3	Key issue #3: AEAD Keys
[bookmark: _Toc214964848][bookmark: _Toc214972445][bookmark: _Toc222049355][bookmark: _Toc222049966][bookmark: _Toc222050090][bookmark: _Toc222050218]5.3.1	Key issue details
The AEAD algorithms differ from the current set of algorithms as they use a single key for both encryption and integrity protection. However, the existing key hierarchy does not include single keys to be used by AEAD algorithms.
As described in clause 6.2 of TS 33.501 [5], the existing 5G key hierarchy is derived from a long-term key to NAS, RRC, and UP keys. These keys follow a structure where two separate 128-bit keys are used: one for encryption and the other for integrity protection. In contrast, AEAD algorithms utilize a single key to perform both encryption and integrity protection. 
The key issue is to study how the key derivation needs to be enhanced to cover the key need for the AEAD algorithms. 
[bookmark: _Toc214964849][bookmark: _Toc214972446][bookmark: _Toc222049356][bookmark: _Toc222049967][bookmark: _Toc222050091][bookmark: _Toc222050219]5.3.2	Security threats
Inappropriate AEAD key derivation can lead to breach of confidentiality or integrity.
[bookmark: _Toc214964850][bookmark: _Toc214972447][bookmark: _Toc222049357][bookmark: _Toc222049968][bookmark: _Toc222050092][bookmark: _Toc222050220]5.3.3	Potential security requirements
6GS shall support key derivation for the AEAD algorithms.
[bookmark: _Hlk211496170]NOTE: Full key hierarchy is studied in the scope of TR 33.801-01 [7].
[bookmark: _Toc222049358][bookmark: _Toc222049969][bookmark: _Toc222050093][bookmark: _Toc222050221]5.4	Key issue #4: Authenticated encryption
[bookmark: _Toc222049359][bookmark: _Toc222049970][bookmark: _Toc222050094][bookmark: _Toc222050222]5.4.1	Key issue details
[bookmark: _Toc222049360]5.4.1.1	General
The key issue is to analyze the potential use of mandatory integrity protection for encrypted data in order to utilize the security advantage of authenticated encryption schemes.
[bookmark: _Toc222049361]5.4.1.2	Mandatory integrity protection for encrypted data
The aLTEr attack on 4G [8] made the importance of integrity protection for UP clear even to the general public. In 5G, integrity protection was made possible. For 6G it needs to be evaluated whether integrity protection for encrypted UP ought to be mandatory rather than optional.
The main arguments for having no or optional integrity protection of encrypted UP has in the past been related to the complexity of mounting practical attacks on the air-interface, and to the reduction of overhead and latency for real-time applications. Today, the threat environment is different and technology for mounting MITM attacks on the air-interface is available to a larger extent. Furthermore, it is unclear whether, or to what extent, real-time applications would be affected by UP integrity protection. In particular, in 5G, lower-layer error correction, detection and retransmission schemes ensure that the integrity protection function operates on virtually error-free data. That is, if retransmission due to bit errors was a problem, it would already exist due to lower-layer retransmissions regardless of if integrity protection was added above.
[bookmark: _Toc222049362]5.4.1.3	Achieving authentication encryption using different mechanisms
Authenticated encryption as a property can be achieved by simultaneous use of integrity protection (message authentication) and encryption algorithms. In 5G, authenticated encryption is achieved in PDCP and NAS protocols by invoking different combinations of the standalone algorithms. 
AEAD algorithms provide authenticated encryption in a single invocation.
[bookmark: _Toc222049363][bookmark: _Toc222049971][bookmark: _Toc222050095][bookmark: _Toc222050223]5.4.2	Security threat
Without the use of authenticated encryption, there are attacks possible such as the one described in the aLTEr [8].
[bookmark: _Toc222049364][bookmark: _Toc222049972][bookmark: _Toc222050096][bookmark: _Toc222050224]5.4.3	Potential requirements
TBD
[bookmark: _Toc211866800][bookmark: _Toc214964851][bookmark: _Toc214972448][bookmark: _Toc222049365][bookmark: _Toc222049973][bookmark: _Toc222050097][bookmark: _Toc222050225]5.X	Key issue #X: <Key issue name>
Editor’s Note: This clause contains all the key issues identified during the study. Not all key issues may have security threats due to the nature of this study.
[bookmark: _Toc211866801][bookmark: _Toc214964852][bookmark: _Toc214972449][bookmark: _Toc222049366][bookmark: _Toc222049974][bookmark: _Toc222050098][bookmark: _Toc222050226]5.X.1	Key issue details
[bookmark: _Toc211866802][bookmark: _Toc214964853][bookmark: _Toc214972450][bookmark: _Toc222049367][bookmark: _Toc222049975][bookmark: _Toc222050099][bookmark: _Toc222050227]5.X.2	Security threat
Editor’s Note: Place holder for a security threat if any.
[bookmark: _Toc211866803][bookmark: _Toc214964854][bookmark: _Toc214972451][bookmark: _Toc222049368][bookmark: _Toc222049976][bookmark: _Toc222050100][bookmark: _Toc222050228]5.X.3	Potential requirements

[bookmark: _Toc211866804][bookmark: _Toc214964855][bookmark: _Toc214972452][bookmark: _Toc222049369][bookmark: _Toc222049977][bookmark: _Toc222050101][bookmark: _Toc222050229]6	Solutions
Editor’s Note: This clause addresses potential requirements on procedures and protocols to support AEAD algorithms.
[bookmark: _Toc80633894][bookmark: _Toc136953936][bookmark: _Toc167405408][bookmark: _Toc180278736][bookmark: _Toc180278912][bookmark: _Toc180279176][bookmark: _Toc180279650][bookmark: _Toc182841087][bookmark: _Toc182899167][bookmark: _Toc199248738][bookmark: _Toc211866805][bookmark: _Toc214964856][bookmark: _Toc214972453][bookmark: _Toc222049370][bookmark: _Toc222049978][bookmark: _Toc222050102][bookmark: _Toc222050230][bookmark: _Hlk213339586]6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3

	Solution 1: NAS and AS SMC enhancement with AEAD
	X
	
	

	Solution 2: enhancement for security mode command
	X
	
	

	Solution 3: NAS SMC enhancement to support AEAD algorithms
	X
	
	

	Solution 4: AEAD Algorithm negotiation
	X
	
	

	Solution 5: AEAD algorithm negotiation
	X
	
	

	Solution 6: AEAD algorithms negotiation
	X
	
	

	Solution 7: AEAD key usage for NAS and AS algorithm
	
	X
	

	Solution 8: Input & output definition
	
	X
	

	Solution 9: Interface of AEAD
	
	X
	

	Solution 10: Creation of EXTRA_IV
	
	X
	

	Solution 11: Key Derivation for NAS and AS AEAD
	
	
	X

	Solution 12: Selection of AEAD algorithms and protection of traffic
	X
	X
	X

	Solution 13: Re-using AS security mode command for AEAD algorithm negotiation
	X
	
	

	Solution 14: AEAD Algorithm negotiation
	X
	
	

	Solution 15: General principle for the AEAD inputs
	
	X
	

	Solution 16: AEAD Algorithm Interface
	
	X
	

	Solution 17: Using 256-NCAx as Cipher Algorithm
	
	X
	

	Solution 18: Using 256-NCAx as Integrity Algorithm
	
	X
	

	Solution 19: Using NCAx as cipher and integrity algorithm
	
	X
	

	Solution 20: On-demand Extra-IV Value Generation
	
	X
	

	Solution 21: AEAD algorithm parameters
	
	X
	

	Solution 22: AEAD Key for NAS and AS algorithm
	X
	
	X


[bookmark: _Toc222049371][bookmark: _Toc222049979][bookmark: _Toc222050103][bookmark: _Toc222050231][bookmark: _Toc211867886][bookmark: _Toc214964857][bookmark: _Toc214972454]6.1	Solution 1: NAS and AS SMC enhancement with AEAD
Existing NAS Security mode command procedure, AS security mode procedure, RRC reconfiguration procedure is enhanced with AEAD algorithm selection.
[bookmark: _Toc222049372][bookmark: _Toc222049980][bookmark: _Toc222050104][bookmark: _Toc222050232]6.1.1	Introduction
This solution addresses the key issue#1.
NAS and AS procedure (option1) – Integrity‑only AEAD for NAS/AS SMC
The approach limits exposure by protecting the security‑mode command (SMC) with integrity only, keeping the payload in clear‑text until the UE confirms the selected AEAD algorithm. This reduces processing load on the network and UE during the initial handshake.
NAS and AS procedure (option2) – Full AEAD (integrity + encryption) for NAS/AS SMC
Encrypting and authenticating the SMC provides confidentiality for the selected algorithm identifier and any ancillary parameters, eliminating the clear‑text exposure present in Option 1. The added cryptographic cost is modest for modern UE and offers stronger resistance to replay and downgrade attacks during the initial security‑mode exchange.
[bookmark: _Toc222049373][bookmark: _Toc222049981][bookmark: _Toc222050105][bookmark: _Toc222050233]6.1.2	Solution details
Editor’s Note: Clarification on the reuse of the procedures is FFS.
Editor’s Note: Explanation of the purpose of sending the NAS SMC both in plaintext and encrypted is FFS.
NAS and AS procedure (option1)
Overview: With this approach, the AMF and RAN will use AEAD algorithm with NULL encryption option or integrity only mode selected, so only the NAS / AS SMC is integrity protected, when sending it towards UE. UE can verify the integrity of the NAS/AS SMC and send the response NAS SMC with integrity and ciphering, AS SMC with integrity protection alone.  


Detailed steps
Step 1 Registration and Authentication is successful. 
Step 2 and step 3 The AMF generates NAS AEAD Key. AMF will use selected Algorithm AEAD ID (example: 256-NCA4), the NAS_EXTRA_IV (this value could be newly generated or known value at AMF and UE could be used) to generate MAC-I (AEAD algo is used with NULL encryption or integrity only mode). NAS security mode command which is only integrity protected is sent with selected AEAD algorithm, AEAD mode.
Step 4 The UE will use NAS_Extra_IV (if this value is generated at AMF, then it is sent to UE or if configured at UE and AMF, the same is used) to verify the MAC-I. UE will start the integrity and encryption using AEAD algorithm for the response NAS security mode complete. 
Step 3 NGAP initial context setup message with UE capabilities indicating supported AEAD algorithms, gNB key is sent to gNB. The gNB will generate the AS AEAD key.
Step 4 The RAN could generate AS Extra_IV and start integrity protection using AEAD algorithm with NULL encryption or encryption only mode. AS security mode command is sent to UE.
Step 5 UE will verify the MAC and AS_Extra_IV. UE will start integrity protection and ciphering using AEAD algorithm.
Combined-mode
COMB_0 means NULL encryption and integrity mode
COMB_1 means Integrity plus ciphering mode
COMB_2 means Integrity only mode
COMB_3 means Encryption only mode

NAS and AS procedure (option2)
Overview: With this approach, the AMF and RAN will use AEAD algorithm, so only the NAS / AS SMC is both integrity protected and ciphered. When sending the NAS/AS SMC the AMF/RAN towards UE, the selected AEAD algorithm is ciphered / integrity protected and as plain text as well. UE can verify the integrity of the NAS/AS SMC and send the response NAS/AS SMC complete with integrity and ciphering.  


Step 1 UE will have the RRC connection established.
Step 2 The initial NAS message is sent with UE security capabilities with AEAD expanded IE.
Step 3 Further AKA challenge of authentication procedure is completed.
Step 4 AMF will start the ciphering and integrity protection using selected AEAD algorithm. The NAS security mode command will carry the selected AEAD algorithm is ciphered / integrity protected and as plain text as well. UE can verify the MAC and de-cipher the message with help of the selected AEAD algorithm sent in plain text and after de-ciphering the same context is cross checked.
Step 5 RAN will start the ciphering and integrity protection using selected AEAD algorithm. The AS security mode command will carry the selected AEAD algorithm is ciphered / integrity protected and as plain text as well. UE can verify the MAC and de-cipher with help of the selected AEAD algorithm sent in plain text and after de-ciphering the same context is cross checked.
User Plane procedure
The RRC connection reconfiguration procedure is used to add DRBs as part of the PDU session establishment after RRC security has been activated. The gNB sends UP AEAD activation indication including AEAD mode IE for the activation of either UP integrity and ciphering or combined integrity+ ciphering or even NULL ciphering and NULL integrity for each DRB. UE verifies the RRC connection reconfiguration message.


[bookmark: _Toc222049374][bookmark: _Toc222049982][bookmark: _Toc222050106][bookmark: _Toc222050234]6.1.3	Evaluation
TBD
Editor’s Note: Further evaluation to be added.
[bookmark: _Toc217054210][bookmark: _Toc222049375][bookmark: _Toc222049983][bookmark: _Toc222050107][bookmark: _Toc222050235][bookmark: _Toc214964861][bookmark: _Toc214972458][bookmark: _Toc211866806][bookmark: OLE_LINK1]6.2	Solution 2: enhancement for security mode command
[bookmark: _Toc217054211][bookmark: _Toc222049376][bookmark: _Toc222049984][bookmark: _Toc222050108][bookmark: _Toc222050236]6.2.1	Introduction
This solution address KI#1: Algorithm selection. Clause 5.11.1 of TS 33.501 [5] defines algorithm identifiers for encryption and integrity protection algorithms. In NAS and AS security mode command message, these identifiers are exchanged between UE and network to decide which algorithm is used for a session. The identifier is 4-bit long, and one identifier is assigned for encryption algorithms, and another is for integrity protection algorithms. Therefore, the current mechanism can support up to 16 encryption algorithms and 16 integrity protection algorithms. There are three 128-bit algorithms and one NULL algorithm. And three 256-bit encryption algorithms and three 256-bit NCA algorithms are defined. Supporting all these algorithms consumes 10 identifiers, which means only 6 are reserved for future extension. The same can be applied to the integrity protection algorithms. Assuming the concept of AS and NAS security mode command procedures will be used for future releases, the 4-bit identifier will also be continued to be used. As technology advances, there will be a need for adopting new cryptographic algorithms, recent examples can be 256-bit algorithms and AEAD algorithms. When adopting new algorithms, they will be added to the existing algorithms. Every time new algorithms are added, the identifier will be consumed. At some point, there can be a situation where new algorithms cannot be added because of the shortage of identifier space. Therefore, this solution proposes a mechanism which minimise the use of identifier for future extensions. In order to reserve room for future extensions, this solution proposes an enhancement to SMC to support more algorithms without consuming many algorithm identifier values. This solution also achieves UE and network to determine in which mode NCA algorithm is  performed.
Although the current 4‑bit identifier provides up to 16 values for encryption and 16 values for integrity protection, the margin is not necessarily sufficient from a long‑term 6GS perspective. In addition to the existing 128‑bit and 256‑bit algorithms, further 256‑bit algorithms, or region‑specific algorithms might need to be introduced in later Releases. For AEAD algorithms, a single “algorithm” may need to support multiple operation modes (e.g. encryption‑only, integrity‑only, combined encryption + integrity). Mapping each combination to a separate identifier would quickly deplete the available identifier space. Therefore, this solution aims at decoupling “capability indication for an algorithm family (e.g. 256‑NCAx)”, from “the selection of a concrete algorithm and its operation mode”, so that additional AEAD algorithms and new modes can be added without consuming a new identifier for each individual combination.
[bookmark: _Toc217054212][bookmark: _Toc222049377][bookmark: _Toc222049985][bookmark: _Toc222050109][bookmark: _Toc222050237]6.2.2	Solution details
During the security mode command message exchange, UE sends its security capability. Based on the received security capability, network selects the algorithm and notifies to the UE. This solution proposes to split the security mode command procedures into two phases as shown in Figure 6.2.2-1.


Figure 6.2.2-1 Security mode command with AEAD support
1.	In the first message, UE sends its security capability. In this message UE notifies the list of supporting 128-bit algorithms and its ability to use NCA algorithm(s). One identifier is assigned to indicate that UE supports at least one of 256-NCA algorithms, but this does not identify which. After receiving UE capability, the network chooses the algorithm. 
2.	When one of 128-bit algorithms is chosen, the network notifies the selected algorithm to UE. In this case, steps 3 and 4 will be skipped, which means no change to the existing mechanism. When one of NCA algorithms is chosen, network send back the identifier which indicates the support of NCA algorithms, which can be considered as an addition of a new algorithm. The message from the network to the UE is integrity protected. When 128-bit algorithm is chosen, that algorithm is used for the integrity protection. When one of NCA algorithms is chosen, 128-NIA1 can be used for generating a MAC tag.
3.	UE sends the list of all NCA algorithms it supports. Network chooses one of NCA algorithms from the list of identifiers based on its policy.
4.	Network notifies the selected NCA algorithm to UE. This message is integrity protected with the chosen NCA algorithm.
5.	UE sends Security Mode Complete to the network.
The algorithm identifier can be also used to notify in which mode NCA algorithm is performed. The identifier values sent in the second phase can be constructed as to indicate algorithm and its mode, which means three values are allocated for one algorithm.
The two‑phase enhancement proposed in this solution serves two purposes:
-	keep the first phase compatible with the existing 4‑bit algorithm identifier space and procedures defined in TS 33.501 [5];
-	move the detailed selection of 256‑bit NCA algorithms and their modes to a second phase, where a more flexible encoding can be used without further consuming the 4‑bit identifier space.
For the second phase, instead of allocating three separate 4‑bit identifiers per NCA algorithm, the following structure can be considered:
-	a 4-bit “AEAD algorithm code” identifying AEAD algorithms, and
-	a 2‑bit “mode” field, where e.g. 00 = no confidentiality or integrity, 01 = confidentiality‑only, 10 = integrity-only, 11 = combined integrity + confidentiality.
This avoids consuming additional values from the existing 4‑bit identifier space, while still allowing explicit indication of the NCA operation mode.
[bookmark: _Toc217054213][bookmark: _Toc222049378][bookmark: _Toc222049986][bookmark: _Toc222050110][bookmark: _Toc222050238]6.2.3	Evaluation
This solution addresses Key Issue #1 by enhancing the algorithm selection in NAS and AS Security Mode Command without rapidly consuming the limited 4‑bit identifier space defined in TS 33.501 [5].
In the first phase, the existing 4‑bit identifiers are reused for 128‑bit standalone algorithms, and a single dedicated identifier value is used only to indicate that at least one 256‑bit NCA algorithm is supported, without identifying a specific NCA algorithm. If a 128‑bit standalone algorithm is selected, the procedure is identical to the current 5G SMC and terminates after the first phase. If an NCA algorithm is to be used, the first‑phase “NCA‑supported” indication triggers a second phase in which the UE and network exchange a detailed list of supported NCA algorithms using a separate information element.
In the second phase, the network selects a concrete NCA algorithm from the UE security capability list and can also indicate the operation mode (e.g. integrity‑only, confidentiality‑only, or combined integrity + confidentiality) using a mode‑aware encoding within that second‑phase IE. This enables explicit selection of both the AEAD algorithm and the required protections, as requested under KI#1, while avoiding further consumption of the 4‑bit identifier space and maintaining backward compatibility with existing SMC procedures.
[bookmark: _Toc222049379][bookmark: _Toc222049987][bookmark: _Toc222050111][bookmark: _Toc222050239][bookmark: _Toc214964865][bookmark: _Toc214972462]6.3	Solution 3: NAS SMC enhancement to support AEAD algorithms
[bookmark: _Toc222049380][bookmark: _Toc222049988][bookmark: _Toc222050112][bookmark: _Toc222050240]6.3.1	Introduction
This solution addresses Key Issue #1: Algorithm selection.
This solution proposes to take the existing NAS SMC procedure in clause 6.7.2 of TS 33.501 [5] as baseline and introduce adaption to support AEAD algorithm selection.
[bookmark: _Toc222049381][bookmark: _Toc222049989][bookmark: _Toc222050113][bookmark: _Toc222050241]6.3.2	Solution details
The enhanced NAS SMC procedure is as depicted in figure 6.3.2-1. Key modifications include introduction of algorithm identifier of AEAD algorithms and an AEAD algorithm mode indicator support for distinct ‘integrity-only’ and ‘encryption + integrity’ modes in the NAS Security Mode Command message.


Figure 6.3.2-1: Enhanced NAS Security Mode Command procedure
1a.	The AMF decides whether AEAD mode is to be used. If AEAD mode is not to be used, the existing procedures are used for NAS SMC. Otherwise, the AMF derives KNASaead and activates the NAS integrity protection.
1b.	The AMF sends the NAS Security Mode Command message to the UE. The NAS Security Mode Command message contains: the replayed UE security capabilities, the selected NAS AEAD algorithm, an AEAD mode indicator representing the selected usage of the AEAD algorithm (i.e., “integrity-only”, or “encryption + integrity”), the ngKSI for identifying the KAMF, and other parameters as specified in clause 6.7.2 of TS 33.501[5].
This message is integrity protected (but not ciphered) with NAS AEAD key KNASaead using the selected AEAD algorithm with “integrity-only” mode.
NOTE: In “integrity-only” mode, the selected AEAD algorithm is invoked with empty plaintext and with the NAS message to be integrity protected provided as AAD.
1c. The AMF activates NAS uplink deciphering if “encryption + integrity” mode is selected after sending the NAS Security Mode Command message.
2a. The UE verifies the NAS Security Mode Command message. This includes checking the UE security capabilities and verifying the integrity protection using the indicated NAS AEAD algorithm with “integrity-only” mode and the NAS AEAD key KNASaead based on the KAMF indicated by the ngKSI.
If the verification of the integrity of the NAS Security Mode Command message is successful, the UE starts NAS integrity protection and/or ciphering/deciphering with the security context indicated by the ngKSI according to the selected mode of the AEAD algorithm. Specifically,
If the “integrity-only” mode is selected, the UE only starts NAS integrity protection;
If the “encryption + integrity” mode is selected, the UE starts NAS integrity protection and ciphering/deciphering;
2b. If the “integrity-only” mode is selected, the UE sends the NAS Security Mode Complete message to the AMF integrity protected using the selected AEAD algorithm. If the “encryption + integrity” mode is selected, the UE sends the NAS Security Mode Complete message to the AMF ciphered and integrity protected using the selected AEAD algorithm.
The AMF checks the integrity protection on the NAS Security Mode Complete message using the key KNASaead and the selected AEAD algorithm. If the “encryption + integrity” mode is selected, NAS downlink ciphering at the AMF with this security context starts after receiving the NAS Security Mode Complete message. 
1d. If the “encryption + integrity” mode is selected, the AMF activates NAS downlink ciphering.
[bookmark: _Toc222049382][bookmark: _Toc222049990][bookmark: _Toc222050114][bookmark: _Toc222050242]6.3.3	Evaluation
This solution addresses the requirements in KI#1.
This solution reuses the existing NAS SMC procedure by introducing AEAD algorithm identifier and mode indicator in the NAS Security Mode Command message, enabling the negotiation and activation of AEAD algorithms. 
This solution maintains backwards compatibility since networks and UEs that do not support AEAD continue to use the existing procedure without impact.
[bookmark: _Toc214972466][bookmark: _Toc222050115][bookmark: _Toc222050243][bookmark: _Toc214972469]6.4	Solution 4: AEAD Algorithm negotiation
[bookmark: _Toc222050116][bookmark: _Toc222050244]6.4.1	Introduction
This solution addresses the key issue #1. The solution lists possible AEAD algorithm negotiation for both AEAD-only and AEAD and standalone options.
[bookmark: _Toc222050117][bookmark: _Toc222050245]6.4.2	Solution details
UE sends UE 6G Security capabilities to the network entity.
The network entity select AEAD algorithm based on the UE 6G Security capabilities and algorithm priority list.
AEAD-only:
The UE 6G Security capabilities only include NCA algorithms, i.e. NCA4, NCA5, NCA6.
The selected AEAD algorithm (e.g. NCA4) is indicated to the UE.
AEAD and standalone:
In this case, it is assumed that if UE supports both NEA and NIA for the same algorithm, the UE shall support the related NCA algorithm.
The UE 6G Security capabilities include NIA and NEA algorithms, e.g. NIA4, NEA4, NIA5, NEA5. Once the UE supports both NIA and NEA for the same algorithm, it means that the UE also supports related NCA. For example, if the UE support both NIA4 and NEA4, it implies that UE also supports NCA4.
The selected AEAD algorithm (e.g. NCA4) is indicated to the UE.
For both options: 
In case that signalling encryption is not activated (e.g. NAS encryption is not activated), an additional indication is indicated to the UE by the network side along with the selected AEAD algorithm. Upon receiving the indication, the UE uses AEAD algorithm to integrity protect the message only.
[bookmark: _Toc222050118][bookmark: _Toc222050246]6.4.3	Evaluation
The solution addresses the key issue #1. The solution lists possible AEAD algorithm negotiation for AEAD-only and AEAD and standalone.
For both cases, when NCA algorithm is selected for signalling protection, both the selected NCA and an additional indication on whether encryption is activated or not are signed to the UE.
In AEAD and standalone case, it is assumed that if UE supports both NEA and NIA for the same algorithm, the UE shall support the related NCA algorithm. So, the NCA is not needed to be indicated in the UE 6G security capabilities to save reserved bits.
Editor’s Note:	Further evaluation is ffs.
[bookmark: _Toc222049383][bookmark: _Toc222049991][bookmark: _Toc222050119][bookmark: _Toc222050247][bookmark: _Toc205543653][bookmark: _Toc211880036][bookmark: _Toc214964869][bookmark: _Toc214972470]6.5	Solution 5: AEAD algorithm negotiation
[bookmark: _Toc222049384][bookmark: _Toc222049992][bookmark: _Toc222050120][bookmark: _Toc222050248]6.5.1	Introduction
This solution is proposed to address the key issue#1 on algorithm selection. 
[bookmark: _Toc222049385][bookmark: _Toc222049993][bookmark: _Toc222050121][bookmark: _Toc222050249]6.5.2	Solution details
Each network entity (e.g., RAN, AMF) is assumed to be configured with be one list for NAS AEAD algorithms, similarly to how it is done in TS 33.501[5]. 
The network entity then initiates an algorithm negotiation procedure (e.g., security mode command procedure), and include the chosen algorithm. If the AEAD algorithm is chosen, the whole message including the selected algorithm identifier is put as the input of AAD, which is integrity protected but not ciphered with AEAD key. Based on the local policy, the network entity decides whether to activate the ciphering protection for the subsequent signalling messages. An additional indication on the signalling security activation status is also included. 
The UE verifies the algorithm negotiation message, (e.g., Security Mode Command message). If the AEAD algorithm is chosen, the integrity of this message will be verified with AEAD key and the whole message is considered as the input of AAD. The ciphering will be activated or not for the subsequent signalling messages based on the signalling security activation status.
For UP security activation, the existing procedure as specified in clause 6.6 in TS 33.501[5] can be reused. 
NOTE: 	Whether NAS SMC procedure as specified in TS 33.501[5] is changed will be discussed in TR 33.801-01 [7].
Editor’s Note: For UP, it is ffs why such signalling is needed and whether the current procedures that use policies is changed. 
[bookmark: _Toc222049386][bookmark: _Toc222049994][bookmark: _Toc222050122][bookmark: _Toc222050250]6.5.3	Evaluation
This solution addressed the key issue#1 on algorithm selection. 
The selected AEAD algorithm identifier is included in the algorithm negotiation message. 
[bookmark: _Toc222049387][bookmark: _Toc222049995][bookmark: _Toc222050123][bookmark: _Toc222050251][bookmark: _Toc214964873][bookmark: _Toc214972474]6.6	Solution 6: AEAD algorithms negotiation
[bookmark: _Toc222049388][bookmark: _Toc222049996][bookmark: _Toc222050124][bookmark: _Toc222050252]6.6.1	Introduction
This solution proposes to address the security requirement of Key Issue #1.
Based on the UE security capability and network security capability, the UE and the network can negotiate the AEAD algorithms. If the AEAD algorithms are supported by both the UE and network, the network selects one AEAD algorithm for integrity-only protection, confidentiality-only protection, and integrity and confidentiality protection.
[bookmark: _Toc222049389][bookmark: _Toc222049997][bookmark: _Toc222050125][bookmark: _Toc222050253]6.6.2	Solution details
For AEAD algorithms negotiation, the UE provides its security capability to the network. The network selects the algorithms considering the UE security capability and the associated priority. The network provides the selected algorithms to the UE. The negotiation can be categorized into the following cases: 
Case 1: The UE only supports AEAD algorithms, and the network supports both AEAD and standalone algorithms.
Case 2: Both the UE and network support AEAD algorithms and standalone algorithms
For Cases 1 and 2, the AEAD algorithms are prioritized over the standalone algorithms on the network side. One of the AEAD algorithms is selected by the network. The selected AEAD algorithm can be used for integrity-only protection, confidentiality-only protection, or integrity and confidentiality protection.
For NAS signalling and RRC signalling, a NAS ciphering indication or RRC ciphering indication is included in the SMC message to indicate the AEAD mode. For the UP data, the network can include the UP integrity indication and UP ciphering indication for each DRB to the UE. Based on the indications, the UE can determine the AEAD mode for UP security.
Editor’s Note: Whether and how to use AEAD for confidentiality-only protection is FFS.
Case 3: The UE only supports standalone algorithms, and the network supports both AEAD and standalone algorithms.
Case 4: The UE supports both AEAD and standalone algorithms, and the network only supports standalone algorithms.
For Cases 3 and 4, the negotiation of standalone algorithms is reused.
[bookmark: _Toc214964876][bookmark: _Toc214972477][bookmark: _Toc222049390][bookmark: _Toc222049998][bookmark: _Toc222050126][bookmark: _Toc222050254][bookmark: _Hlk222047168][bookmark: _Toc214964877][bookmark: _Toc214972478]6.6.3	Evaluation
This solution addresses the security requirement of KI#1.
This solution proposes to prioritize the AEAD algorithms over the standalone algorithms. In case the security capability of the UE and the network support the AEAD algorithms, the network selects the AEAD algorithm for NAS security and the AEAD algorithm for AS security.
To indicate the AEAD mode, the network also provides a NAS ciphering indication, RRC ciphering indication, or UP integrity/UP ciphering indication to the UE. Based on the indication, the UE can determine the AEAD mode.
Editor’s Note:	Further evaluation is FFS.
[bookmark: _Toc222049391][bookmark: _Toc222049999][bookmark: _Toc222050127][bookmark: _Toc222050255]6.7	Solution 7: AEAD key usage for NAS and AS algorithm
[bookmark: _Toc214964878][bookmark: _Toc214972479][bookmark: _Toc222049392][bookmark: _Toc222050000][bookmark: _Toc222050128][bookmark: _Toc222050256]6.7.1	Introduction
This solution addresses the key issue#2.
Like the existing NAS algorithms and AS algorithms for integrity protection and ciphering (reference from Annex D of TS 33.501 [5]), the combined algorithm needs to be shown for the AS and NAS module usage.
[bookmark: _Toc214964879][bookmark: _Toc214972480][bookmark: _Toc222049393][bookmark: _Toc222050001][bookmark: _Toc222050129][bookmark: _Toc222050257]6.7.2	Solution details


Figure 6.7.2-1: Derivation of MAC-I
The input parameters to the NCA (NG Combined Algorithm) algorithm are 256-bit (array of 32 bytes) security Key (example: KNASAEAD or KRRCAEAD or KUPAEAD), 32-bit NAS or PDCP COUNT (UL or DL COUNT),1 bit of MODE of 0(encrypt) or 1(decrypt), 5-bits of BEARER identity, DIRECTION bit could be 0 for uplink and 1 for downlink and 6 bytes of Extra entropy for the IV(Initial Value).
EXTRA_IV called as EXTRA_IVNAS or EXTRA_IVRRC or EXTRA_IVUP is a Random number generated by AMF/RAN and exchanged with UE during NAS or AS Security mode command or RRC Reconfiguration message. 
[bookmark: _Toc214964880][bookmark: _Toc214972481][bookmark: _Toc222049394][bookmark: _Toc222050002][bookmark: _Toc222050130][bookmark: _Toc222050258]6.7.3	Evaluation
The proposed interface abstracts NCA operations as a black‑box, preserving algorithm‑independent parameter definitions. By explicitly incorporating the extra‑entropy IV field and standardized AAD handling (applicable for combined mode), it mitigates the risk of IV reuse. Solution also aligns with Annex D.2 and D.3 of TS 33.501 [5].
[bookmark: _Toc217054234][bookmark: _Toc222049395][bookmark: _Toc222050003][bookmark: _Toc222050131][bookmark: _Toc222050259][bookmark: _Toc214964881][bookmark: _Toc214972482]6.8	Solution 8: Input & output definition
[bookmark: _Toc217054235][bookmark: _Toc222049396][bookmark: _Toc222050004][bookmark: _Toc222050132][bookmark: _Toc222050260]6.8.1	Introduction
This solution addresses KI#2: AEAD algorithm input and output.
The input and output for AEAD algorithm basically follow the definition of RFC 5116 [6]. It defines the input of the AEAD as 1) a secret key, 2) a nonce, 3) a plaintext, 4) the associated data, and the output as a ciphertext. The ciphertext also includes data for integrity protection. Considering AEAD can be used only for the encryption, this solution proposes to define the output as a pair of (C, T) where C is the ciphertext of P and T is the MAC tag. This solution also proposes a new parameter to indicate the AEAD algorithm is operated in encryption only mode.
[bookmark: _Toc217054236][bookmark: _Toc222049397][bookmark: _Toc222050005][bookmark: _Toc222050133][bookmark: _Toc222050261]6.8.2	Solution details
The input for encryption is defined as (K, N, AAD, P, ENC_ONLY).
-	The key K is a secrete key only known to a sender and a receiver. Clause 6.2 of TS 33.501[5] defines the key hierarchy for 5G from long term key to algorithm keys. The key for AEAD can be defined in the similar way.
-	A nonce N can be public but cannot be reused to maintain the security. The nonce can be constructed by using the existing COUNT, BEARER and DIRECTION parameters as defined in Annex D.2 and Annex D.3 of TS 33.501 [5].
-	The AAD is input to AEAD algorithm only for integrity protection. When AEAD is used only for the integrity protection of input data, it can be input as the associated data. The AAD is not encrypted.
-	A plaintext P input into AEAD algorithm to be encrypted. 
-	A parameter ENC_ONLY is used to indicate whether AEAD algorithm is to be performed for encryption only.
Editor’s Note: It is ffs why "ENC_ONLY" is needed. AEAD itself supports ciphering-only and "ENC_ONLY" is not defined by ETSI.
Editor’s Note: It is ffs how to use an encryption only parameter for generic AEAD algorithms.
NOTE: When AEAD is used for integrity protection only, input data is the AAD. When AEAD is used for encryption and integrity protection, input data is the plaintext P.
The output for encryption is defined as (C, T).
-	A ciphertext C is the encryption P. The ciphertext C can be omitted when AEAD algorithm is used only for the integrity protection. 
-	A tag T is generated to ensure the ciphertext C is not modified. The tag T can be omitted when AEAD algorithm is used only for the encryption.
The input for decryption is defined as (K, N, AAD, C, T, ENC_ONLY).
-	The ciphertext C can be omitted when AEAD algorithm is used only for the integrity protection.
-	The tag T can be omitted when AEAD algorithm is used only for the encryption.
The output for decryption is defined as (P, VeriRes).
-	The VeriRes is the verification result of the tag T, and it is either SUCCESS or FAILURE.
-	The plaintext P is generated only if VeriRes is set to SUCCESS. When algorithm is operated in encryption only, VeriRes is omitted and the plaintext P is always generated.
[bookmark: _Toc217054237][bookmark: _Toc222049398][bookmark: _Toc222050006][bookmark: _Toc222050134][bookmark: _Toc222050262]6.8.3	Evaluation
TBD
[bookmark: _Toc214964885][bookmark: _Toc214972486][bookmark: _Toc222049399][bookmark: _Toc222050007][bookmark: _Toc222050135][bookmark: _Toc222050263]6.9	Solution 9: Interface of AEAD 
[bookmark: _Toc214964886][bookmark: _Toc214972487][bookmark: _Toc222049400][bookmark: _Toc222050008][bookmark: _Toc222050136][bookmark: _Toc222050264]6.9.1	Introduction
This solution is proposed to address the key issue#2 on AEAD interface. 
[bookmark: _Toc214964887][bookmark: _Toc214972488][bookmark: _Toc222049401][bookmark: _Toc222050009][bookmark: _Toc222050137][bookmark: _Toc222050265]6.9.2	Solution details
The input parameters to the AEAD algorithm include:
· a 256-bit AEAD key named KEY, 
· a 48-bit EXTRA_IV, 
· a 32-bit COUNT, 
· a 5-bit bearer identity BEARER, 
· [bookmark: _Hlk212623872]the 1-bit direction of the transmission i.e. DIRECTION. The DIRECTION bit shall be 0 for uplink and 1 for downlink. 
· 1-bit MODE. The MODE bit shall be 0 for encryption and 1 for decryption.
· 5-bit MAC_BYTES, 
· the length of the Additional Authenticated Data (AAD) required i.e. 32-bit AAD_LENGTH, 
· and the length of the Input Bit Stream(IBS) required i.e. 32-bit S_LENGTH. 


Figure 6.9.2-1: Interface of AEAD algorithm
Based on the input parameters, the output ciphertext Output Bit Stream (OBS) is generated. Based on these input parameters the sender computes a message authentication code (MAC-I/NAS-MAC). The message authentication code is then appended to the message when sent. 
The receiver computes the expected message authentication code XMAC-I/XNAS-MAC.
[bookmark: _Toc214964888][bookmark: _Toc214972489][bookmark: _Toc222049402][bookmark: _Toc222050010][bookmark: _Toc222050138][bookmark: _Toc222050266]6.9.3	Evaluation
This solution addressed the key issue#2 by proposing to use on AEAD interface, specified as is, which is based on the specified algorithm in TS 35.240[2], TS 35.243[3] and TS 35.246[4]. 
This solution addressed the key issue#2 by proposing to use NCA parameters, specified in TS 35.240[2], TS 35.243[3] and TS 35.246[4], as the AEAD interface.
[bookmark: _Toc222049403][bookmark: _Toc222050011][bookmark: _Toc222050139][bookmark: _Toc222050267][bookmark: _Toc214964889][bookmark: _Toc214972490][bookmark: _Toc222049404][bookmark: _Toc222050012][bookmark: _Toc222050140][bookmark: _Toc222050268]6.10	Solution 10: Creation of EXTRA_IV6.10.1	IntroductionThis solution addresses key issue #2 on AEAD algorithm interface. Specifically, this proposal addresses the issue of the generation of EXTRA_IV for the IV input of AEAD algorithms. 
[bookmark: _Toc222049405][bookmark: _Toc222050013][bookmark: _Toc222050141][bookmark: _Toc222050269]6.10.2	Solution details
When deriving keys for AEAD algorithms, the EXTRA_IV can also be derived at the same time using an EXTRA_IV distinguisher.
NOTE: 	KDF uses a pseudorandom function to derive one or more secret keys from a secret value. Compared with fixed value as EXTRA_IV, the use of the KDF to generate additional pseudorandom values will introduce extra entropy for the IV.
For example, the following parameters can be used to form the string S.
-	FC = 0xZZ
-	P0 = algorithm type distinguisher
-	L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)
-	P1 = “EXTRA_IV”
-	L1 = length of “EXTRA_IV” 
The algorithm type distinguisher shall be N-NAS-aead-alg for NAS AEAD algorithms and N-RRC-aead-alg for RRC AEAD algorithms, N-UP-aead-alg for UP AEAD algorithms. 
The input key KEY can be the upper-layer key of the AEAD algorithm key. 
The 48 least significant bits of the KDF output can be used as the EXTRA_IV. 
[bookmark: _Toc222049406][bookmark: _Toc222050014][bookmark: _Toc222050142][bookmark: _Toc222050270]6.10.3	Evaluation
This solution addresses key issue #2 on AEAD algorithm interface. Specifically, this proposal addresses the issue of the generation of EXTRA_IV for the IV input of AEAD algorithms.
This solution proposes to use a KDF for generating EXTRA_IV, other methods of generating EXTRA_IV are not within the scope of this solution. UE and network side need to generate the EXTRA_IV using the KDF, which introduce extra entropy for the IV.
[bookmark: _Toc214964893][bookmark: _Toc214972494][bookmark: _Toc222049407][bookmark: _Toc222050015][bookmark: _Toc222050143][bookmark: _Toc222050271]6.11	Solution 11: Key Derivation for NAS and AS AEAD
[bookmark: _Toc214964894][bookmark: _Toc214972495][bookmark: _Toc222049408][bookmark: _Toc222050016][bookmark: _Toc222050144][bookmark: _Toc222050272]6.11.1	Introduction
This solution addresses the key issue#3.
[bookmark: _Toc214964895][bookmark: _Toc214972496][bookmark: _Toc222049409][bookmark: _Toc222050017][bookmark: _Toc222050145][bookmark: _Toc222050273]6.11.2	Solution details
Keys for NAS signalling: 
-	KNASAEAD is a key derived for particular combined algorithm (256-NCA4/256-NCA5/256-NCA6).
Keys for UP traffic: 
-	KUPAEAD is a key derived for a particular combined algorithm(256-NCA4/256-NCA5/256-NCA6).
Keys for RRC signalling: 
- KRRCAEAD is a key derived for a particular integrity & encryption (combined) algorithm(256-NCA4/256-NCA5/256-NCA6).
Algorithm key derivation functions
When deriving keys for NAS integrity and NAS encryption algorithms from KAMF in the AMF and UE or ciphering and integrity keys from KgNB/ KSN in the gNB and UE, the following parameters shall be used to form the string S.
-	FC = 0x69
-	P0 = algorithm type distinguisher
-	L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)
-	P1 = algorithm identity
-	L1 = length of algorithm identity (i.e. 0x00 0x01)
The algorithm type distinguisher shall be N-NAS-enc-alg for NAS encryption algorithms and N-NAS-int-alg for NAS integrity protection algorithms. The algorithm type distinguisher shall be N-RRC-enc-alg for RRC encryption algorithms, N-RRC-int-alg for RRC integrity protection algorithms, N-UP-enc-alg for UP encryption algorithms and N-UP-int-alg for UP integrity protection algorithms, N-NAS-AEAD-alg for NAS AEAD algorithms, N-RRC-AEAD-alg for RRC AEAD algorithm and N-UP-AEAD-alg for UP AEAD algorithm (see table A.8-1). The values 0x00 and 0x0a to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.
Table 6.11.2-1: Algorithm type distinguishers
	Algorithm distinguisher
	Value

	N-NAS-enc-alg
	0x01

	N-NAS-int-alg
	0x02

	N-RRC-enc-alg
	0x03

	N-RRC-int-alg
	0x04

	N-UP-enc-alg
	0x05

	N-UP-int-alg
	0x06

	N-NAS-AEAD-alg
	0x07

	N-RRC-AEAD-alg
	0x08

	N-UP-AEAD-alg
	0x09



The algorithm identity (as specified in clause 5 of TS 33.501 [5]) shall be put in the four least significant bits of the octet. The two least significant bits of the four most significant bits are reserved for future use, and the two most significant bits of the most significant nibble are reserved for private use. The entire four most significant bits shall be set to all zeros. 
For the derivation of integrity and ciphering keys or AEAD key used between the UE and gNB, the input key shall be the 256-bit KgNB// KSN. For the derivation of integrity and ciphering keys or AEAD key used between the UE and AMF, the input key shall be the 256-bit KAMF.
For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.
[bookmark: _Toc214964896][bookmark: _Toc214972497][bookmark: _Toc222049410][bookmark: _Toc222050018][bookmark: _Toc222050146][bookmark: _Toc222050274][bookmark: _Toc214964897][bookmark: _Toc214972498]6.11.3	Evaluation
The proposed derivation method extends the existing 5G Key derivative function, by introducing dedicated AEAD type distinguishers, ensuring backward‑compatible key hierarchy while providing a single 256‑bit AEAD key per algorithm. By binding the key to both the algorithm identifier and the underlying master key (KAMF or KgNB/KSN), it mitigates the risk of key‑reuse across separate encryption/integrity functions.
[bookmark: _Toc222050019][bookmark: _Toc222050147][bookmark: _Toc222050275]6.12	Solution 12: Selection of AEAD algorithms and protection of traffic 
[bookmark: _Toc222050020][bookmark: _Toc222050148][bookmark: _Toc222050276]6.12.1	Introduction
This solution addresses key issue #1, key issue #2 and key issue #3.
[bookmark: _Toc222050021][bookmark: _Toc222050149][bookmark: _Toc222050277]6.12.2	Solution details
[bookmark: _Toc222049411]6.12.2.1	Solution Overview
The solution uses the 5G security procedures as baseline and modifies them as described below, i.e. the solution focus on how the 5G procedures would be modified to handle the inclusion of AEAD algorithms. 
The changes to the 5G security procedures are the following: 
Signalling of the algorithm choice uses the existing IEs (with of course values to be added to indicate which 256-bit algorithms, e.g. AES) but when a 256-bit integrity algorithm is chosen for control plane then the choice of ciphering algorithm needs to be the corresponding 256-bit ciphering algorithm or the NULL algorithm.
NOTE: 	The above applies to both NAS and AS selection and 2 bits are required for each of AES, ZUC and Snow.
Protection of data between the UE and network uses the combined mode AEAD algorithm for complete NAS messages or PDCP messages that require both ciphering and integrity protection. Otherwise the ciphering only 256-bit algorithm is used for ciphering of other cases and similarly the integrity only 256-bit algorithm is used for other uses of the integrity algorithms.
The key hierarchy is enhanced to include a new key for used in the combined mode 256-bit algorithm. This will require an update of Annex A.8 of TS 33.501 [5] (see 6.12.2.4 for more details).
The above changes could be used independently and put together with other solutions to create a complete solution. More details of each change are provided in the below subclauses.
[bookmark: _Toc222049412]6.12.2.2	Algorithms selection
Algorithm selection follows the 5G procedure with the below described changes. In particular, the bidding down used is 5G is also used with this solution, i.e. the use of the NAS SMC procedure to replay the UE capabilities to detect a man-in-the-middle attacker (similar  to the 128-bit algorithm, 2 bits are used for each of AES, ZUC and Snow). Similarly, two bits of the UE security capabilities are used to signal the support of AEAD algorithms (e.g. one bit integrity from the list of supported integrity algorithms bit and similarly one bit from the list of ciphering algorithms) but the use of the two bits is changed as follows from 5G: 
if the UE or network node (e.g. AMF equivalent or gNB equivalent) supports a particular 256-bit integrity algorithm, it also supports the corresponding ciphering and combined mode 256-bit algorithm; 
when the network (e.g. AMF equivalent or gNB equivalent) selects a 256-bit integrity algorithm for control plane protection, the network node shall select either the corresponding 256-bit ciphering algorithm or the NULL ciphering algorithm; and 
a UE or network rejects a message that does not follow the above restrictions.
NOTE: 	User plane selection of algorithms by the network follows the 5G rules, i.e. the same algorithm(s) as the control plane one(s) and the UP security policy.
Restricting the selection of algorithms in this way is a natural consequence of using AEAD algorithms and gains advantages in terms of less testing is needs to be done.
[bookmark: _Toc222049413]6.12.2.3	Protection of signalling or user data
The 256-bit algorithm specifications provide 3 different algorithms, namely the integrity only, ciphering only and combined mode 256-bit algorithm for each of AES, SNOW and ZUC. The algorithm selection method above ensures that only either AES, Snow or ZUC algorithms are used to protect the data at a particular time.
The 256-bit algorithm(s) used to provide protection is as follows:
when a whole NAS message or PDCP packet is protected, then
the integrity only 256-bit algorithm is used if the message is to only be integrity protected;
Editor’s Note: The motivation of the need for the integrity only algorithm is FFS.
the ciphering only 256-bit algorithm is used if the message is only to be ciphered; and
the combined mode 256-bit algorithm is used if the message is to be both ciphered and integrity protected.
NOTE 1: The size of AAD data could be limited to avoid the need for creating an over general interface to a length sufficient for needed for a complete NAS message or PDCP packet (both have one byte of unciphered data at most in 5G). 
otherwise the ciphering only 256-bit algorithm is used to provide the needed ciphering and integrity only 256-bit  algorithm is used to provide the needed integrity protection as in 5G.
NOTE 2: For example, for initial NAS security the ciphering algorithm is used to protect the complete NAS message that is included in the initial NAS message and the integrity algorithm is used to protect complete initial NAS message, i.e. exactly in 5G using the ciphering or integrity only versions of the 256 algorithms. For initial NAS, it is not guaranteed by the existing NAS message format that all the AAD data is before the data that is ciphered  and hence use of combined mode algorithm would require changes to the NAS message format.
NOTE 3: The use of the combined mode algorithm requires the reversal of the ordering of ciphering and integrity protection used at the PDCP layer.
The solution proposes to generate the inputs to the 256-bit algorithms in the same ways as those for 128-bit algorithms. In particular, this solution does not propose additional input proposed that are possible with the 256-bit algorithms, but the solution is compatible with those bits being set by some method.   
[bookmark: _Toc222049414]6.12.2.4	Key hierarchy changes 
This solution proposes to have a new key for when the combined mode AEAD 256-bit algorithm so that use of that algorithm is cryptographically separate from use of the ciphering only or integrity only AEAD 256-bit algorithms. This requires new values assigned in table A.8-1 of TS 33.501 [5]. Possible new values are the following:
N-NAS-com-alg	0x07
N-RRC-com-alg	0x08
N-UP-com-alg	0x09
[bookmark: _Toc222050022][bookmark: _Toc222050150][bookmark: _Toc222050278]6.12.3	Evaluation
TBD
[bookmark: _Toc214873270][bookmark: _Toc222049415][bookmark: _Toc222050023][bookmark: _Toc222050151][bookmark: _Toc222050279]6.13	Solution 13: Re-using AS security mode command for AEAD algorithm negotiation
[bookmark: _Toc214873271][bookmark: _Toc222049416][bookmark: _Toc222050024][bookmark: _Toc222050152][bookmark: _Toc222050280]6.13.1	Introduction 
This solution addresses the requirement of key issue#1 by focusing on access stratum. This solution assumes that in 6G only AEAD algorithms will be supported. 5G procedures are used as baseline to show how the AEAD algorithm negotiation would look like in the 6G system if only AEAD algorithms are supported.
[bookmark: _Toc214873272][bookmark: _Toc222049417][bookmark: _Toc222050025][bookmark: _Toc222050153][bookmark: _Toc222050281]6.13.2	Solution details
It is assumed that, like done in 5G, in 6G the access stratum security mode command (AS SMC) procedure is used for RRC and UP security algorithms negotiation and RRC security activation. This solution only highlights the minor changes on top of the 5G AS SMC specified in clause 6.7.3 and 6.7.4 of TS 33.501 [5]. 
Each gNB is configured via network management with lists of algorithms which are allowed for usage. There is only one list for AEAD algorithms. This list is ordered according to a priority decided by the operator. When AS security context is to be established in the gNB, the AMF sends the UE 5G security capabilities to the gNB. The gNB chooses the AEAD algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. The chosen algorithm is indicated to the UE in the AS SMC. The chosen AEAD algorithm is used for integrity protection and authenticated encryption of the user plane and RRC traffic. Activation of authenticated encryption and integrity protection for the RRC traffic and UP traffic is based on the activation related procedures. 
-	The AS security mode command message sent from gNB to UE contains the selected RRC and UP AEAD algorithm. This AS security mode command message is integrity protected with RRC AEAD key based on the current KgNB. 
-	The AS security mode complete message from UE to gNB is integrity protected with the selected RRC AEAD algorithm indicated in the AS security mode command message and RRC AEAD key based on the current KgNB. 
-	RRC downlink authenticated encryption at the gNB starts after sending the AS security mode command message. RRC uplink authenticated decryption at the gNB starts after receiving and successful verification of the AS security mode complete message. 
-	RRC uplink authenticated encryption at the UE starts after sending the AS security mode complete message. RRC downlink authenticated decryption at the UE starts after receiving and successful verification of the AS security mode command message.


Figure 6.13.2-1: AEAD algorithm negotiation for AS 
Messages in steps 1b and 2b are integrity protected (but not encrypted) by providing the input as Associated Data. 
[bookmark: _Toc214873273][bookmark: _Toc222049418][bookmark: _Toc222050026][bookmark: _Toc222050154][bookmark: _Toc222050282]6.13.3	Evaluation
This solution presents how to re-use the AS SMC procedure for the negotiation of AEAD algorithms to be used in the PDCP layer and show how it becomes very simple when only AEAD algorithms are supported in the 6G system.
[bookmark: _Toc222050027][bookmark: _Toc222050155][bookmark: _Toc222050283]6.14	Solution 14: AEAD Algorithm negotiation
[bookmark: _Toc222050028][bookmark: _Toc222050156][bookmark: _Toc222050284]6.14.1	Introduction
This solution addresses the key issue #1. The solution lists possible AEAD algorithm negotiation for both AEAD-only and AEAD & standalone options.
[bookmark: _Toc222050029][bookmark: _Toc222050157][bookmark: _Toc222050285]6.14.2	Solution details
UE sends UE 6G Security capabilities to the network entity.
The network entity selects AEAD algorithm based on the UE 6G Security capabilities and algorithm priority list.
AEAD-only:
The UE 6G Security capabilities only include NCA algorithms, i.e. NCA4, NCA5, NCA6.
The selected AEAD algorithm (e.g. NCA4) is indicated to the UE.
AEAD & standalone:
The UE 6G Security capabilities include NIA and NEA algorithms, e.g. NIA4, NEA4, NIA5, NEA5. Once the UE supports both NIA and NEA for the same algorithm, it means that the UE also supports related NCA. For example, if the UE support both NIA4 and NEA4, it implies that UE also supports NCA4.
Editor’s Note:	For case that UE supports both NIA and NEA for the same algorithm, but does not support the related NCA is ffs.
Editor’s Note:	For AEAD & standalone algorithms, whether signaling NCA algorithms as UE security capability is sufficient is ffs.
The selected AEAD algorithm (e.g. NCA4) is indicated to the UE.
For both options: 
In case that PDCP integrity is not activated (e.g. UPIP integrity is not activated), an additional indication is indicated to the UE by the network side along with the selected AEAD algorithm. Upon receiving the indication, the UE uses AEAD algorithm to confidentiality protect the PDCP packets (e.g., user plane packets) without integrity protection.
Editor’s Note:  The need for an extra indicator from the network is FFS. 
Editor’s Note: Whether encryption only for UP is to be supported is FFS.
[bookmark: _Toc222050030][bookmark: _Toc222050158][bookmark: _Toc222050286]6.14.3	Evaluation
TBA.
[bookmark: _Toc222049419][bookmark: _Toc222050031][bookmark: _Toc222050159][bookmark: _Toc222050287]6.15	Solution 15: General principle for the AEAD inputs
Editor’s Note: This clause contains solutions for key issues. Not all solutions may have evaluation due to the nature of this study.
[bookmark: _Toc222049420][bookmark: _Toc222050032][bookmark: _Toc222050160][bookmark: _Toc222050288]6.15.1	Introduction
This solution addresses the key issue #2.
[bookmark: _Toc222049421][bookmark: _Toc222050033][bookmark: _Toc222050161][bookmark: _Toc222050289]6.15.2	Solution details
When AEAD algorithms are used for NAS, AS and UP security, the following general principle applies for mapping protocol fields to AEAD inputs:
-	Information that requires both confidentiality and integrity protection shall be treated as plaintext (P) and be encrypted and authenticated by the AEAD algorithm.
-	Information that requires integrity protection but does not require confidentiality (e.g. needs to remain visible for intermediate processing or interoperability reasons) shall be treated as Additional Authenticated Data (AAD) and be authenticated but not encrypted.
-	Information that requires confidentiality protection only and does not require integrity protection may be treated as plaintext (P) while omitting the use of the authentication tag.
Editor’s Note: Whether AEAD provides confidentiality protection only is FFS.
-	Information that does not require either confidentiality or integrity protection need not be included in the AEAD inputs.
The detailed assignment of individual information elements to P or AAD, and the decision whether an “encryption‑only” or “integrity‑only” mode is acceptable for a given procedure, may depend on the specific protocol and on operator policy.
[bookmark: _Toc222049422][bookmark: _Toc222050034][bookmark: _Toc222050162][bookmark: _Toc222050290]6.15.3	Evaluation
TBD
Editor’s Note: Place holder for an evaluation if necessary.
[bookmark: _Toc222049423][bookmark: _Toc222050035][bookmark: _Toc222050163][bookmark: _Toc222050291]6.16	Solution 16: AEAD Algorithm Interface
[bookmark: _Toc222049424][bookmark: _Toc222050036][bookmark: _Toc222050164][bookmark: _Toc222050292]6.16.1	Introduction
This solution is proposed to address the key issue#2 on AEAD interface.
Editor’s Note:	Usage of MAC_BYTES is ffs.
Editor’s Note:	Analysis on complexity of partial ciphering with full integrity using NCA is ffs.
[bookmark: _Toc222049425][bookmark: _Toc222050037][bookmark: _Toc222050165][bookmark: _Toc222050293]6.16.2	Solution details
[bookmark: _Toc222049426]6.16.2.1	Generic inputs and outputs of AEAD algorithm
The input parameters to the AEAD algorithm include:
· a 256-bit AEAD key named KEY, 
· a 48-bit EXTRA_IV, 
· a 32-bit COUNT, 
· a 5-bit bearer identity BEARER, 
· the 1-bit direction of the transmission i.e. DIRECTION. The DIRECTION bit shall be 0 for uplink and 1 for downlink. 
· 1-bit MODE. The MODE bit shall be 0 for encryption and 1 for decryption.
· 5-bit MAC_BYTES. Length of output MAC in bytes. maximum supported value is 16.  If MAC_BYTES = 0, then no integrity verification is done.
· Variable Additional Authenticated Data (AAD). Array of bytes containing additional integrity protected data without ciphering.
· 32-bit AAD_LENGTH. The number of bits of AAD.
· Variable Input Bit Stream(IBS). Array of bytes containing the input ciphering bit stream of plaintext.
· 32-bit S_LENGTH. The number of bits of IBS.
The output parameters to the AEAD algorithm include:
· Variable Output Bit Stream (OBS)
· 8 * MAC_BYTES-bit MAC
[bookmark: _Toc222049427]6.16.2.2	Guidance for using AEAD algorithm
EXTRA_IV: May vary per message.
COUNT: NAS COUNT for NAS message, PDCP COUNT for AS message.
NOTE:	COUNT usage for MAC CE protection will be discussed in TR 33.801-01 [7].
MAC_BYTES: May vary per message.
Protection Parameters: IBS, S_LENGTH, AAD, and AAD_LENGTH: May differ across messages depending on the protection scheme applied.
The AEAD algorithm supports 4 protection scheme: cipher-only, integrity-only, full cipher and integrity, and partial cipher with full integrity. The configuration of inputs for each operation is detailed in Table 6.16.2.2-1. This assumes that the MESSAGE is structured with IE1 and IE2.
Table 6.16.2.2-1 Input sets for AEAD algorithm protections
	
	Cipher-only
	Integrity-only
	Full cipher and integrity
	Partial cipher with full integrity

	IBS
	MESSAGE
	Null
	MESSAGE
	IE1

	S_LENGTH
	Length of MESSAGE
	0
	Length of MESSAGE
	Length of IE1

	AAD
	Null
	MESSAGE
	Null
	IE2

	AAD_LENGTH
	0
	Length of MESSAGE
	0
	Length of IE2

	MAC_BYTE
	0
	4-16 (infer 32-128bit length MAC)
	4-16 (infer 32-128bit length MAC)
	4-16 (infer 32-128bit length MAC)



[bookmark: _Toc222049428][bookmark: _Toc222050038][bookmark: _Toc222050166][bookmark: _Toc222050294]6.16.3	Evaluation
TBA.
[bookmark: _Toc222049429][bookmark: _Toc222050039][bookmark: _Toc222050167][bookmark: _Toc222050295]6.17	Solution 17: Using 256-NCAx as Cipher Algorithm
[bookmark: _Toc222049430][bookmark: _Toc222050040][bookmark: _Toc222050168][bookmark: _Toc222050296]6.17.1	Introduction
This solution addresses the key issue #2. The solution specifies the inputs to the interface of 256-NCAx so that the algorithm can be used as a pure cipher algorithm.
[bookmark: _Toc222049431][bookmark: _Toc222050041][bookmark: _Toc222050169][bookmark: _Toc222050297]6.17.2	Solution details
The following are assumed:
[bookmark: _Hlk220582771]- 256-bit AEAD key KAEAD_NAS or KPDCP has been generated and agreed upon as a result of authentication and key agreement. 
NOTE 1: Single key used in 256-NCAx is denoted as KAEAD_NAS or KPDCP for NAS and for PDCP protection
- negotiation of algorithm and/or algorithm mode of operation (e.g., pure cipher) has been done.
- pure cipher mode of operation using 256-NCAx has been activated on the UE side and on the network side
[bookmark: _Hlk220582834]To use 256-NCAx as a pure cipher algorithm, inputs and outputs to the algorithm interface as specified in TS 35.240 [2], TS 35.243 [3], or TS 35.246 [4] for 256-NCAx are set as follows:
- The KEY input is set to the KAEAD_NAS key for NAS or KPDCP for PDCP.
- The COUNT input is set to 0x00 || NAS COUNT for NAS or PDCP COUNT for PDCP.
- The BEARER input is set to the NAS connection identifier or BEARER ID assigned in TS 38.323 [9].
- The DIRECTION bit input is set to 0 for uplink and 1 for downlink.
- MODE input is set to 0 
NOTE 2: Sender of message sets MODE to 0 while receiver of message sets MODE to 1.
- MAC_BYTES input is set to 0
Editor’s Note: whether MAC_BYTES can be 0 is FFS.
-EXTRA_IV input is set to all 0’s
- AAD input is set to NULL
- AAD_LENGTH input is set 0
- IBS input is set to a bit string
NOTE 3: Sender’s IBS is the bit string of message to be ciphered while receiver’s IBS is the bit string to be deciphered
- S_LENGTH is set to length of IBS bit string
Outputs to the algorithm interface are as follows:
- OBS (i.e., ciphered text of IBS input or clear text of IBS input)
NOTE 4: The sender’s OBS is the ciphered bit string of IBS while the receiver’s OBS is the original clear bit string of IBS.
- MAC (i.e., NULL) 
NOTE 5: As 256-NCAx is used as a pure cipher, any MAC output produced is not valid.
Editor’s Note: Whether internal H, Q, P values for use in producing MAC are still generated when NCAx is used as a pure cipher is FFS.
[bookmark: _Toc222049432][bookmark: _Toc222050042][bookmark: _Toc222050170][bookmark: _Toc222050298]6.17.3	Evaluation
Inputs and outputs of the above solution conform to the inputs and outputs as specified in TS 35.240 [2], TS 35.243 [3], and TS 35.246 [4] for 256-NCAx algorithms. No further evaluation is warranted.
[bookmark: _Toc222050043][bookmark: _Toc222050171][bookmark: _Toc222050299]6.18	Solution 18: Using 256-NCAx as Integrity Algorithm
[bookmark: _Toc222050044][bookmark: _Toc222050172][bookmark: _Toc222050300]6.18.1	Introduction
This solution addresses the key issue #2. The solution specifies the inputs to the interface of 256-NCAx so that the algorithm can be used as a pure integrity algorithm.
[bookmark: _Toc222050045][bookmark: _Toc222050173][bookmark: _Toc222050301]6.18.2	Solution details
The following are assumed:
- 256-bit AEAD key KAEAD_NAS or KPDCP has been generated and agreed upon as a result of authentication and key agreement. 
NOTE 1: Single key used in 256-NCAx is denoted as KAEAD_NAS or KPDCP for NAS and for PDCP protection
- negotiation of algorithm and/or algorithm mode of operation (e.g., pure integrity).
- pure integrity mode of operation using 256-NCAx has been activated on the UE side and on the network side
To use 256-NCAx as a pure integrity algorithm, inputs and outputs to the algorithm interface as specified in TS 35.240 [2], TS 35.243 [3], or TS 35.246 [4] for 256-NCAx are set as follows:
- The KEY input is set to the 256-bit KAEAD key.
- The COUNT input is set to 0x00 || NAS COUNT.
- The BEARER input is set to the NAS connection identifier or BEARER ID assigned in TS 38.323[9].
- The DIRECTION bit input is set to 0 for uplink and 1 for downlink.
- MODE input is set to 0 for encrypt or 1 for decrypt
NOTE 2: Sender of the message sets MODE to 0 while receiver sets MODE to 1
- MAC_BYTES input is set to the desired number of bytes (e.g., 4 for 32-bit MAC, 8 for 64-bit MAC, etc.)
- EXTRA_IV input is set to all 0’s
- AAD input is set to the bit string of message to be either integrity protected or integrity to be verified
- AAD_LENGTH input is set the length of AAD input bit string 
- IBS input is set to NULL
- S_LENGTH is set to 0
Outputs to the algorithm interface are as follows:
- OBS (i.e., NULL)
- MAC (i.e., 8 x MAC_BYTES number of bits) 
[bookmark: _Toc222050046][bookmark: _Toc222050174][bookmark: _Toc222050302]6.18.3	Evaluation
Inputs and outputs of the above solution conform to the inputs and outputs as specified in TS 35.240 [2], TS 35.243 [3], and TS 35.246 [4] for 256-NCAx algorithms. No further evaluation is warranted.
[bookmark: _Toc214976973][bookmark: _Toc222049433][bookmark: _Toc222050047][bookmark: _Toc222050175][bookmark: _Toc222050303][bookmark: _Hlk220948284][bookmark: OLE_LINK11][bookmark: OLE_LINK8]6.19	Solution #19: Using NCAx as cipher and integrity algorithm
[bookmark: _Toc214976974][bookmark: _Toc222049434][bookmark: _Toc222050048][bookmark: _Toc222050176][bookmark: _Toc222050304]6.19.1	Introduction
This solution addresses Key issue #2: AEAD algorithm interface.
[bookmark: _Toc214976975][bookmark: _Toc222049435][bookmark: _Toc222050049][bookmark: _Toc222050177][bookmark: _Toc222050305]6.19.2	Solution details
[bookmark: OLE_LINK2][bookmark: OLE_LINK3]It is assumed that key (256-bits KAEAD) has been generated and algorithm negotiation has been performed between UE and network, it is agreed to use AEAD algorithm NCAx as cipher and integrity algorithm.To use 256-NCAx as both cipher and integrity algorithm, inputs and outputs to the algorithm interface as specified in TS 35.240 [2], TS 35.243 [3], or TS 35.246 [4] for 256-NCAx are set as follows, illustrated here with algorithm input and output parameters of 5G set as an example.
· The input KEY is set to 256-bits KAEAD.   
· The COUNT input is set to NAS COUNT for NAS or PDCP COUNT for PDCP.
· The BEARER input is set to the NAS connection identifier for NAS or BEARER ID for PDCP.
· The DIRECTION bit input is set to 0 for uplink and 1 for downlink.
· The MODE input is set to 0 
NOTE: Sender of message sets MODE to 0 while receiver of message sets MODE to 1.
· MAC_BYTES is set to the length of MAC-I.
· Associated Authentication Data (AAD) is set to the bit string of message to be only integrity protected.
· [bookmark: OLE_LINK9][bookmark: OLE_LINK10]AAD_LENGTH input is set to the length of AAD.
· MESSAGE input is set to the bit string of message to be both integrity and encryption protected. 
· MESSAGE_BYTES is set to the length of the message. 
Outputs to the algorithm interface are as follows:
· For the sender, the output parameters are ciphertext and MAC-I.
· For the receiver, the output parameters are cleartext and the XMAC-I.
[bookmark: _Toc214976976][bookmark: _Toc222049436][bookmark: _Toc222050050][bookmark: _Toc222050178][bookmark: _Toc222050306]6.19.3	Evaluation
Inputs and outputs of the above solution conform to the inputs and outputs as specified in TS 35.240 [2], TS 35.243 [3], and TS 35.246 [4] for 256-NCAx algorithms. No further evaluation is warranted.
[bookmark: _Toc222049437][bookmark: _Toc222050051][bookmark: _Toc222050179][bookmark: _Toc222050307]6.20	Solution #20: On-demand Extra-IV Value Generation
[bookmark: _Toc222049438][bookmark: _Toc222050052][bookmark: _Toc222050180][bookmark: _Toc222050308]6.20.1	Introduction
This solution addresses key issue #1 and key issue #2.
[bookmark: _Toc222049439][bookmark: _Toc222050053][bookmark: _Toc222050181][bookmark: _Toc222050309]6.20.2	Solution details
During the algorithm negotiation procedure, the network can decide whether a pseudo-random number or a fixed value (e.g. 0x00) is used as the value of EXTRA_IV, based on the UE security capability and network policy (e.g. service security requirement, UE security level, etc.). Then the network notifies the way of generating EXTRA_IV to the UE. And the UE generates the EXTRA_IV according to the network’s indication and performs AEAD protection with the network side using the generated EXTRA_IV.
Editor’s Note: whether EXTRA_IV is for future use is FFS.Editor’s Note: whether UE security capability indicates the support of on-demand extra-IV value generation is FFS.
Editor’s Note: the details on the negotiation message is FFS.
[bookmark: _Toc222049440][bookmark: _Toc222050054][bookmark: _Toc222050182][bookmark: _Toc222050310]6.20.3	Evaluation
Editor’s Note: Place holder for an evaluation if necessary.
[bookmark: _Toc222049441][bookmark: _Toc222050055][bookmark: _Toc222050183][bookmark: _Toc222050311]6.21	Solution 21: AEAD algorithm parameters
[bookmark: _Toc222049442][bookmark: _Toc222050056][bookmark: _Toc222050184][bookmark: _Toc222050312]6.21.1	Introduction
This solution addresses the requirement of key issue #2 (AEAD algorithm interface) by following RFC 5116 [6] defined AEAD interface (it is called generic AEAD interface throughout the document) and 3GPP related parameters that are used so far in the encryption and integrity protection of the air interface.
Following the generic AEAD interface is useful in terms of crypto agility which means the protocol does not require changes even if the used crypto algorithm is changed, which makes replacement of AEAD algorithms in the future easier.
The solution first presents the generic AEAD interface documented in RFC 5116 [6], then shows how this interface can be used in 3GPP by taking the commonly used 3GPP related parameters. Finally, the solution analyses how the 256-NCA4/5/6 algorithms can be treated as AEAD algorithms having generic AEAD interface.
[bookmark: _Toc222049443][bookmark: _Toc222050057][bookmark: _Toc222050185][bookmark: _Toc222050313]6.21.2	Solution details
[bookmark: _Toc222049444]6.21.2.1	Generic AEAD interface
According to RFC 5116 [6], an AEAD algorithm takes a fixed length key (K), a fixed length Nonce (N), an arbitrary length plaintext (P), an arbitrary length associated data (A) as input and produces a ciphertext (C) as output. The corresponding decryption algorithms takes the key (K), the nonce (N), the ciphertext (C), and the associated data (A) as input and outputs the corresponding plaintext if the integrity verification is successful, otherwise returns a failure. Figure 6.21.2.1-1 depicts the generic parameters of AEAD encryption and AEAD decryption operations.


Figure 6.21.1-1: RFC 5116 AEAD interface
[bookmark: _Toc222049445]6.21.2.2	How to use generic AEAD interface in the 3GPP system
[bookmark: _Toc222049446]6.21.2.1.1	Potential 3GPP specific parameters 
Assume that potential 3GPP specific parameters to be used in the AEAD operations are the following.
-	KEY: a 256-bit key.
-	COUNT: 32-bit value.
-	BEARER: a 5-bit bearer identity.
-	DIRECTION: a 1-bit direction of the transmission. It is 0 for uplink and 1 for downlink.
-	EXTRA_IV: a 48-bit value.
-	PLAINTEXT: an arbitrary length parameter that needs to be encrypted and integrity protected. It is an input in the encryption mode and an output in the decryption mode. If integrity verification fails in the decryption mode, the output PLAINTEXT becomes an error.
-	ASSOCIATED DATA: an arbitrary length input that needs integrity protection.
-	CIPHERTEXT: an arbitrary length parameter. It is an input in the decryption mode and an output in the encryption mode. It contains both the encryption result of the PLAINTEXT and integrity check value of the PLAINTEXT and ASSOCIATED DATA.
Editor’s Note: The parameters will be specified during the 6G study and normative work. The list above is just an example.
[bookmark: _Toc222049447]6.21.2.1.2	Mapping of 3GPP specific parameters to the generic AEAD parameters
Figure 6.21.2.1.2-1 and 6.21.2.1.2-2 illustrate the use of the generic AEAD algorithm in encryption and decryption mode in the sender and receiver side, respectively, in 3GPP. The mapping of potential 3GPP specific parameters and generic AEAD algorithm parameters is shown below:
-	Generic AEAD parameter K: is the potential 3GPP parameter KEY.
-	Generic AEAD parameter N: is constructed from the potential 3GPP parameters COUNT, BEARER, DIRECTION, and EXTRA_IV.
-	Generic AEAD parameter P: is the potential 3GPP parameter PLAINTEXT. 
-	Generic AEAD parameter C: is the potential 3GPP parameter CIPHERTEXT. 
-	Generic AEAD parameter A: is the potential 3GPP parameter ASSOCIATED DATA.



Figure 6.21.2.1.2-1: Usage of generic AEAD algorithm in encryption mode in 3GPP


Figure 6.21.2.1.2-2: Usage of generic AEAD algorithm in decryption mode in 3GPP
[bookmark: _Toc222049448]6.21.2.1.3	Analysis on how the 256-NCA4/5/6 algorithms can be treated as AEAD algorithms having generic AEAD interface 
Figure 6.21.2.1.3-1 and 6.21.2.1.3-2 illustrate how to construct AEAD algorithms having generic interface from the 256-NCA4/5/6 algorithms. The mapping of parameters is presented below:
-	256-NCA4/5/6 parameters EXTRA_IV, COUNT, BEARER, DIRECTION are extracted from generic AEAD parameter N. 
-	256-NCA4/5/6 parameter KEY is the generic AEAD parameter K.
-	256-NCA4/5/6 parameter IBS is the generic AEAD parameter P in the encryption mode and the generic AEAD parameter C after removal of the integrity protection bits in the decryption mode.  
-	256-NCA4/5/6 parameter OBS is the generic AEAD parameter P in the decryption mode and ciphertext part of the generic AEAD parameter C in the encryption mode.
-	256-NCA4/5/6 parameter MAC is the integrity protection part of the generic AEAD parameter C. 
-	256-NCA4/5/6 parameter AAD is the generic AEAD parameter A.
-	256-NCA4/5/6 parameter MAC_BYTES is set to 4 (assuming that 6G uses 32-bit MAC).
-	256-NCA4/5/6 parameter MODE is set to 0 (resp. 1) in the encryption mode (resp. decryption mode).
-	256-NCA4/5/6 parameter S_LENGHT and ADD_LENGTH are the byte lengths of the generic AEAD parameters P and A, respectively.
In the decryption mode, the MAC is extracted from the generic AEAD parameter C and if the computed 256-NCA4/5/6 parameter MAC equals to the extracted MAC, then the P becomes the OBS, otherwise P becomes an error. Note that in the encryption mode, the generic AEAD parameter C includes both the 256-NCA4/5/6 parameter OBS (ciphertext part of the 256-NCA4/5/6 output) and the 256-NCA4/5/6 parameter MAC (integrity protection part of the 256-NCA4/5/6 output).



Figure 6.21.2.1.3-1: Usage of 256-NCA4/5/6 algorithms as AEAD Encryption Algorithm


Figure 6.21.2.1.3-2: Usage of 256-NCA4/5/6 algorithms as AEAD Decryption Algorithm
[bookmark: _Toc222049449][bookmark: _Toc222050058][bookmark: _Toc222050186][bookmark: _Toc222050314]6.21.3	Evaluation
TBD
[bookmark: _Toc222049450][bookmark: _Toc222050059][bookmark: _Toc222050187][bookmark: _Toc222050315]6.22	Solution 22: AEAD Key for NAS and AS algorithm
[bookmark: _Toc222049451][bookmark: _Toc222050060][bookmark: _Toc222050188][bookmark: _Toc222050316]6.22.1	Introduction
This solution address KI#1, 3.
[bookmark: _Toc222049452][bookmark: _Toc222050061][bookmark: _Toc222050189][bookmark: _Toc222050317]6.22.2	Solution details
The AEAD keys can be derived as follows while considering the existing NAS and AS Key derivation specified in TS 33.501 [5] Annex A.8 and 6.2.2 Key derivation and distribution scheme as the baseline. NAS SMC and AS SMC in TS 33.501 [5] can be reused with the adaptation of indicating selected AEAD algorithm ID and mode of operation.
NAS Keys
- AEAD algorithm ID (i.e., Algorithm type distinguisher e.g., N-NAS-authenc-alg as 0x07) and mode (e.g., AEAD mode distinguisher) specific 256-bit AEAD NAS security key derivation from existing 256-bit Kamf. Where AEAD mode input is applicable if the AEAD algorithm implementation and usage involve more than one AEAD operational modes.
RRC Keys
- AEAD algorithm ID (e.g., N-RRC-authenc-alg as 0x08) and mode (e.g., AEAD mode distinguisher) specific 256-bit AEAD RRC security key derivation from existing 256-bit KgNB// KSN. Where AEAD mode input is applicable if the AEAD algorithm implementation and usage involve more than one AEAD operational modes.
UP Keys
- AEAD algorithm ID (e.g., N-UP-authenc-alg as 0x09) and mode (e.g., AEAD mode distinguisher) specific 256-bit AEAD UP security key derivation from existing 256-bit KgNB// KSN. Where AEAD mode input is applicable if the AEAD algorithm implementation and usage involve more than one AEAD operational modes.
Editor’s Note: The benefit to use AEAD mode as input parameter to derive key is FFS.
[bookmark: _Toc222049453][bookmark: _Toc222050062][bookmark: _Toc222050190][bookmark: _Toc222050318]6.22.3	Evaluation
TBD
[bookmark: _Toc222049454][bookmark: _Toc222050063][bookmark: _Toc222050191][bookmark: _Toc222050319]6.Y	Solution Y: <Solution Name>
Editor’s Note: This clause contains solutions for key issues. Not all solutions may have evaluation due to the nature of this study.
[bookmark: _Toc211866807][bookmark: _Toc214964898][bookmark: _Toc214972499][bookmark: _Toc222049455][bookmark: _Toc222050064][bookmark: _Toc222050192][bookmark: _Toc222050320]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc211866808][bookmark: _Toc214964899][bookmark: _Toc214972500][bookmark: _Toc222049456][bookmark: _Toc222050065][bookmark: _Toc222050193][bookmark: _Toc222050321]6.Y.2	Solution details
[bookmark: _Toc211866809][bookmark: _Toc214964900][bookmark: _Toc214972501][bookmark: _Toc222049457][bookmark: _Toc222050066][bookmark: _Toc222050194][bookmark: _Toc222050322]6.Y.3	Evaluation
Editor’s Note: Place holder for an evaluation if necessary.

[bookmark: _Toc211866810][bookmark: _Toc214964901][bookmark: _Toc214972502][bookmark: _Toc222049458][bookmark: _Toc222050067][bookmark: _Toc222050195][bookmark: _Toc222050323][bookmark: startOfAnnexes]7	Conclusion
[bookmark: _Toc92180361][bookmark: _Toc92805088][bookmark: _Toc102752623][bookmark: _Toc205553961][bookmark: _Toc207622847][bookmark: _Toc211866811][bookmark: _Toc214964902][bookmark: _Toc214972503][bookmark: _Toc222049459][bookmark: _Toc222050068][bookmark: _Toc222050196][bookmark: _Toc222050324]7.Z	Key Issue #Z: <Key Issue Name>
Editor’s Note: This clause contains the agreed conclusions for Key Issue #Z.
[bookmark: _Toc203476544][bookmark: _Toc203476547][bookmark: _Toc211866812][bookmark: _Toc214964903][bookmark: _Toc214972504][bookmark: _Toc222049460][bookmark: _Toc222050069][bookmark: _Toc222050197][bookmark: _Toc222050325][bookmark: _Toc203476548]Annex A:	Introduction to AEAD
[bookmark: _Toc211866813][bookmark: _Toc214964904][bookmark: _Toc214972505][bookmark: _Toc222050326]A.1 	Protection provided by AEAD
The key characteristic of Authenticated Encryption (AE) is that ciphering, and integrity protection are executed in a combined operation. This way, data encryption and authentication can ideally be provided in a single pass. Authenticated Encryption with Associated Data (AEAD) additionally allows for input that is authenticated, but not encrypted. This can be leveraged in use cases where solely data integrity is required while the plain text remains visible for processing.
Additionally, AEAD algorithms allow selective ciphering and integrity protection as needed. If only ciphering is required, it may be possible depending on the AEAD algorithm to only output the ciphertext. If only integrity protection is required, all input data can be processed as associated data. Finally, it is also possible to combine both approaches and provide ciphering and integrity protection for one part of a message while another part is only integrity protected (e.g., because certain message contents need to be accessible in plain text).
The 256-bit cryptographic algorithms specified in TS 35.240 [2], TS 35.243 [3] and TS 35.246 [4] are all based on AEAD1, which also allows for confidentiality protection, integrity protection, and a combined mode.
Table A.1-1: List of 256-bit cryptographic algorithms
	
	Cryptographic algorithm

	
	Snow 5G
	AES-256
	ZUC-256

	Operating mode
	Confidentiality 
	256-NEA4
	256-NEA5
	256-NEA6

	
	Integrity
	256-NIA4
	256-NIA5
	256-NIA6

	
	Combined 
	256-NCA4
	256-NCA5
	256-NCA6



[bookmark: _Toc203476549][bookmark: _Toc211866814][bookmark: _Toc214964905][bookmark: _Toc214972506][bookmark: _Toc222049461][bookmark: _Toc222050070][bookmark: _Toc222050198][bookmark: _Toc222050327]A.2	Algorithm inputs and outputs
AEAD algorithms can take a unique nonce, a single cryptographic key, plaintext and associated data as inputs. The plaintext is an optional when only integrity protection is required. The associated data is an optional if there is no data which requires only integrity protection.
[bookmark: _Toc203476550][bookmark: _Toc211866815][bookmark: _Toc214964906][bookmark: _Toc214972507][bookmark: _Toc222049462][bookmark: _Toc222050071][bookmark: _Toc222050199][bookmark: _Toc222050328]A.3	Order of operations
When using an AEAD algorithm, important security decisions are already made such that in which order encryption and integrity protection is applied. The order of operations for the AEAD algorithms is transparent to 3GPP.
[bookmark: _Toc203383846][bookmark: _Toc211866816][bookmark: _Toc214964907][bookmark: _Toc214972508][bookmark: _Toc222049463][bookmark: _Toc222050072][bookmark: _Toc222050200][bookmark: _Toc222050329]Annex X:
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