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[bookmark: foreword][bookmark: _Toc214960878][bookmark: _Toc215069759]Foreword
[bookmark: spectype3]This Technical Specification|Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
1 [bookmark: introduction][bookmark: scope][bookmark: _Toc214960879][bookmark: _Toc215069760]
Scope
This document includes the key issue, solution and conclusion of the supporting of PSK mode for MPQUIC/TLS, in particular:
- Study key derivation and delivery for UPF.
[bookmark: references][bookmark: _Toc214960880][bookmark: _Toc215069761]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]	IETF RFC 9000: "QUIC: A UDP-Based Multiplexed and Secure Transport".
[4]	IETF RFC 9001: "Using TLS to Secure QUIC".
[5]	draft-ietf-quic-multipath: "Multipath Extension for QUIC".
[6]	IETF RFC 8446: “The Transport Layer Security (TLS) Protocol Version 1.3”.
[7]	3GPP TS 33.210: “Network Domain Security (NDS); IP network layer security”.
[8]		3GPP TS 23.501: "System architecture for the 5G System (5GS)".
[9]		3GPP TS 23.502: "Procedures for the 5G System (5GS)".
[10]	3GPP TS 33.535: "Authentication and key management for applications based on 3GPP credentials in the 5G System (5GS)".



[bookmark: definitions][bookmark: _Toc214960881][bookmark: _Toc215069762]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc214960882][bookmark: _Toc215069763]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc214960883][bookmark: _Toc215069764]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc214960884][bookmark: _Toc215069765]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc214960885][bookmark: _Toc215069766]4	Architecture assumption
[bookmark: _Hlk204152747]Annex AA in TS 33.501[2] is the starting point of this study.
[bookmark: _Toc214960886][bookmark: _Toc215069767]5	Key issues
[bookmark: _Toc214960887][bookmark: _Toc215069768]5.1	Key issue #1: PSK support for MPQUIC TLS
[bookmark: _Toc214960888][bookmark: _Toc215069769]5.1.1	Key issue details
In TS 33.501 [1] Annex AA.2, server authentication for MPQUIC/TLS [2], [3], [5] is specified. The scope of this key issue is to cover the PSK-based option for MPQUIC/TLS. Solutions to this key issue are expected to provide the means for enabling the PSK option for MPQUIC/TLS. More specifically, the PSK option refers to TLS 1.3 PSK with (EC)DHE key establishment (psk_dhe_ke), since MPQUIC/TLS [4] uses TLS 1.3 [6] and TS 33.210 [7] prohibits the use of PSK-only mode (psk_ke) in TLS 1.3. 
[bookmark: _Toc214960889][bookmark: _Toc215069770]5.1.2	Security threats 
N/A
5.1.3	Potential security requirements
The 5G system shall be able to securely derive, deliver, update, and use the PSK (i.e., TLS 1.3 psk_dhe_ke) between UE and UPF to be used for authentication with MPQUIC/TLS.
[bookmark: _Toc214960890][bookmark: _Toc215069771]5.X	Key Issue #X: key issue names
[bookmark: _Toc214960891][bookmark: _Toc215069772]5.X.1	Key issue details
Editor’s Note: This clause is going to capture the key issue detail of a key issue.
[bookmark: _Toc214960892][bookmark: _Toc215069773]5.X.2	Security threats
Editor’s Note: This clause is going to capture the security threat of a key issue.
[bookmark: _Toc214960893][bookmark: _Toc215069774]5.X.1	Potential security requirements
Editor’s Note: This clause is going to capture the potential security requirements of a key issue.

[bookmark: _Toc214960894][bookmark: _Toc215069775]6	Solutions
[bookmark: _Toc214960895][bookmark: _Toc215069776]6.1	Solution #1: MPQUIC/TLS using PSK derived from KAMF
[bookmark: _Toc214960896][bookmark: _Toc215069777]6.1.1	Introduction
This solution addresses Key issue #1 by enabling a secure UP communication channel between the UE and the UPF. The approach leverages the current KAMF to derive a pre-shared key (UPF_PSK) and a corresponding identifier (UPF_PSK ID). The UPF_PSK/ID is delivered to the UPF and then used for a mutual-authentication and key exchange using TLS 1.3 PSK psk_dhe_ke. 
[bookmark: _Toc214960897][bookmark: _Toc215069778]6.1.2	Solution details
Assumptions and scope:
 - UE is registered to the 5GS and has established a KAMF with the network.
 - Distribution path for UPF_PSK/ID: AMF/SMF → UPF over N2/N4.
Key derivation and identifiers:
- UE and AMF derive UPF_PSK and UPF_PSK ID using current KAMF. 
- Input parameters for the KDF include at least the PDU Session ID and a freshness parameter. UPF_PSK derivation can additionally be bound to the selected UPF identity (e.g., FQDN or IP).
Setup procedure (PDU Session establishment):
- UE requests a PDU Session indicating support for MPQUIC/TLS using PSK.
- SMF selects a suitable UPF and provides UE with UPF addressing (e.g., IP, port) and obtains UPF_PSK/ID from AMF.
- AMF derives UPF_PSK/ID from current KAMF. SMF forwards UPF_PSK/ID to UPF via N4.
- Upon successful PDU Session Establishment, UE initiates MPQUIC/TLS with the UPF using UPF_PSK, referencing UPF_PSK ID for UPF to locate and use UPF_PSK to perform mutual authentication with the UE. 

UPF_PSK update triggers and handling:
- UE CM-IDLE → CM-CONNECTED transition: 
- UE and AMF derive new UPF_PSK/ID. 
- AMF/SMF updates the UPF with the new UPF_PSK. 
- UE initiates MPQUIC/TLS with the UPF using the new UPF_PSK/ID.
The MPQUIC/TLS connection may timeout while the UE is in an IDLE state, with no other active path available. The update trigger is to ensure the UE and UPF can run a mutual authentication using a fresh UPF_PSK when the PDU Session is re-activated (following a service request procedure). Derivation UPF_PSK using an input freshness parameter as described above ensures that a fresh key is used each time the UE needs to (re)connect with the UPF. 
[bookmark: _Toc214960898][bookmark: _Toc215069779]6.1.3	Evaluation
This solution depends on the visited network supporting the relevant functionality of this solution.
The solution fully addresses Key issue #1 requirement, including derivation, delivery, update and usage of the PSK between UE and UPF used for authentication with MPQUIC/TLS.
Impacts:
- AMF and UE derive a new UPF_PSK/ID using KAMF as input key and input parameters (PDU Session ID, freshness parameter, FQDN/IP of UPF).
- SMF obtains UPF_PSK/ID from AMF and delivers it to UPF during PDU Session establishment or re-activation.
[bookmark: _Toc214960899][bookmark: _Toc215069780]6.2	Solution #2: PSK derivation bound with MA PDU session
[bookmark: _Toc214960900][bookmark: _Toc215069781]6.2.1	Introduction
According to TS 23.501 [8] clause 5.32.6, for steering functionalities based on MPQUIC that apply the QUIC protocol and its multipath extensions, the MPQUIC functionality(ies) in the UE communicates with the associated MPQUIC Proxy functionality(ies) in the UPF. The MPQUIC functionality in the UE and the associated MPQUIC Proxy functionality in the UPF uses the "MPQUIC link-specific multipath" addresses/prefixes for transmitting traffic flows over non-3GPP access and over 3GPP access. The "MPQUIC link-specific multipath" IP addresses/prefixes are allocated by the UPF and provided to the UE via SM NAS signalling. For multiple paths sharing the same TLS tunnel, it is proposed that:
-	On the UE side, the PSK is derived by the UE and used by the MPQUIC functionality in the UE. 
-	On the network side, the PSK is used by the associated MPQUIC Proxy functionality in the UPF. The PSK is derived by the SMF or the AMF which holds the root key for PSK derivation and the derived PSK is delivered to the UPF.
-	The PSK is bound with a specific MA PDU session, in which way the old PSK used on authentication for an existing MA PDU session cannot be reused on authentication for a new MA PDU session.
[bookmark: _Toc214960901][bookmark: _Toc215069782]6.2.2	Solution details
To bound the PSK with a specific MA PDU session, it is proposed to use an identity which can uniquely identify the MA PDU session on both the UE side and network side as an input parameter for PSK derivation. It can be the PDU session ID or IP address of the MA PDU session, given that both the UE and the SMF have the PDU session ID and IP address of the MA PDU session.
When deriving a PSK in the SMF or the AMF and the UE, the following parameters are used to form the input S to the KDF:
-	FC = TBD
-	P0 = ID of the MA PDU Session or IP address of the MA PDU Session
-	L0 = Length of P0
-	P1 = SUPI
-	L1 = Length of P1
The input key KEY could be the KAMF or KSEAF or an intermediate key derived from KAMF or KSEAF.
Editor’s Note: The impact on the SMF for key handling is to be captured in the evaluation clause. 
The intermediate key derived from KAMF or KSEAF could be the KSMF, which is derived using the following parameters to form the input S to the KDF:
-	FC = TBD
-	P0 = SMF instance ID
-	L0 = Length of P0
The input key KEY could be the KAMF or KSEAF.
Editor’s Note: The use of KSEAF requires the storage of KSEAF. The impact on the legacy handling of KSEAF is to be captured in the evaluation clause. 
[bookmark: _Toc214960902][bookmark: _Toc215069783]6.2.3	Evaluation
The solution leverages a key in core network as the root key for deriving the PSK. The root key can be an existing key or an intermediate key derived from the existing key.
The existing key can be KAMF or KSEAF derived after UE authentication. If KSEAF is used, there will be an impact on the AMF/SEAF, which needs to store the KSEAF.
The intermediate key can be KSMF, which is derived from KAMF/KSEAF by the AMF. This key is used by the SMF to derive the PSK. Hence there will be an impact on the SMF, which needs to be capable of deriving keys.
The benefit of using an existing key (KAMF/KSEAF) to derive the PSK is that the key hierarchy is flat with higher efficiency. The drawback is that the AMF/SEAF is burdened to derive the PSKs for all MA-PDU sessions using MPQUIC paths.
The benefit of using an intermediate key (KSMF) to derive the PSK is that the AMF/SEAF only needs to derive a KSMF for each of the selected SMFs, and PSK derivation for MA-PDU sessions with MPQUIC paths is offloaded to the involved SMFs. The drawback is that the key hierarchy becomes multi-layered and less efficient, and the SMF is required to have the capability of deriving keys. An additional benefit of PSK derivation by the SMF is that the PSK is hold by less NFs (UPF, SMF) than PSK derivation by the AMF (UPF, SMF, AMF).
The solution proposes to bind PSK with each MA PDU session, so that the derived PSK is different whenever a new MA PDU session is to be established. In this way, the UE and UPF will not use the same PSK repeatedly when authenticating each other for different MA PDU sessions. The limitation of this solution is that the same PSK will be reused when an existing MA PDU session is reactivated.
The derived PSK is associated with the PDU session ID per UE. It can be retrieved by the UE using the PDU session ID, and retrieved by UPF using the TEID which can be mapped to the corresponding PDU session ID. Hence, there is no need to assign key ID for the PSK.
This solution depends on the visited network supporting the relevant functionality of this solution.

Editor’s Note: This clause is going to capture the pros and cons of the solution, e.g. whether the threats are addressed totally, how the existing 5G system is impacted, whether there is any leftover issues exists, etc.
[bookmark: _Toc214960903][bookmark: _Toc215069784]6.3	Solution #3: PSK delivery during MA PDU session establishment
[bookmark: _Toc214960904][bookmark: _Toc215069785]6.3.1	Introduction
According to TS 23.502 [9] clause 4.22.2, when receiving the UE requested PDU session establishment request with Request Type as "MA PDU Request", the AMF supporting MA PDU sessions selects an SMF supporting MA PDU sessions. It is proposed that:
-	When selecting an SMF supporting MA PDU, the AMF sends a key to the SMF for PSK derivation.
The SMF determines to use MPQUIC for the new PDU session based on TS 23.502 [9] clause 4.22.2, then selects and configures the selected UPF supporting MPQUIC. It is proposed that:
-	When determining that MPQUIC is to be used for the PDU session, the SMF derives the PSK;
-	When configuring the UPF, the SMF provides the derived PSK to the UPF.
On the UE side, when the UE receives a PDU Session Establishment Accept message indicating that the requested MA PDU session was successfully established, the message will include the ATSSS rules for the MA PDU session derived by SMF. If MPQUIC functionality is supported for the MA PDU Session, the SMF will include the "MPQUIC link-specific multipath" addresses/prefixes of the UE and the MPQUIC proxy information that corresponds to the activated MPQUIC-based steering functionality in the ATSSS rules. It is proposed that:
-	The UE derives the PSK when receiving the ATSSS rules from the SMF containing the "MPQUIC link-specific multipath" addresses/prefixes of the UE and the MPQUIC proxy information. 
-	The UE then uses the derived PSK to authenticate with the UPF using MPQUIC/TLS protocol.
[bookmark: _Toc214960905][bookmark: _Toc215069786]6.3.2	Solution details
The detailed procedure is shown in Figure 6.3.2-1.

 
Figure 6.3.2-1: MPQUIC/TLS Security Establishment during MA PDU session establishment 
1.	The UE provides Request Type as "MA PDU Request" in UL NAS Transport message and its ATSSS capabilities in PDU Session Establishment Request message. 
2.	Based on Request Type as "MA PDU Request" received from the UE, if the AMF supports MA PDU sessions, the AMF selects an SMF which supports MA PDU sessions. The AMF informs the SMF that the request is for a MA PDU Session by including "MA PDU Request" indication. 
In addition, the AMF may send a derived PSK to the SMF or send a root key to the SMF for PSK derivation.
	The root key could be the KSMF derived from KAMF or KSEAF.
3.	The SMF retrieves, via Session Management subscription data, the information whether the MA PDU session is allowed or not. 
4.	The SMF returns a Nsmf_PDUSession_CreateSMContext Response to the AMF.
5.	The SMF determines the ATSSS capabilities supported for the MA PDU Session taking into consideration the ATSSS capabilities provided by the UE and per DNN configuration on SMF. The SMF initiates an N4 Session Establishment/Modification procedure with the selected UPF. If the MPQUIC functionalities are supported for the MA PDU Session, the SMF instructs the UPF to activate the corresponding functionalities for this MA PDU Session. The SMF receives the UE IP address of the MA PDU session from the UPF.
6.	Upon receiving a positive N4 Session Establishment/Modification Response, the SMF derives the PSK from the root key if received from the AMF.  
Alternatively, the SMF can also decide to derive the PSK at step #12 after receiving positive PDU session response from the AMF.
If the AMF does not send a root key in step #2, the SMF sends a key request to the AMF/SEAF to acquire the PSK derived by the AMF/SEAF or retrieve the root key before deriving the PSK.
The PSK derivation refers to solution #2.
7.	The SMF sends the Namf_Communication_N1N2MessageTransfer message to the AMF.
8.	The AMF sends the PDU Session Request message to the gNB. 
9.	The gNB issues AN specific signalling exchange with the UE that is related with the NAS information received from SMF.  
10a. Upon receiving the ATSSS rule in the NAS message from the AMF, if ATSSS rule contains the "MPQUIC link-specific multipath" addresses/prefixes of the UE and the MPQUIC proxy information, the UE determines to derive the PSK from the root key in the same way as the AMF or SMF. 
10b. After AN specific signalling exchange with the UE, the gNB returns the PDU Session Response message to the AMF.
11. The AMF sends the Nsmf_PDUSession_UpdateSMContext Request to forward the N2 SM information received from gNB to the SMF.
12.	The SMF derives the PSK if not received in step #2 or not derived in step #6.
13.	The SMF sends the PSK to the UPF in the N4 Session Modification Request.
14.	The UE and UPF perform authenticate using MPQUIC/TLS based on the PSK.
15.	The UPF returns the N4 Session Modification Response to the SMF.
Based on solution #2, MA PDU session ID is one of the input parameters for PKS derivation. It means the PSK is bound with a specific MA PDU session and it will be updated for each new MA PDU session with MPQUIC/TLS. Hence, PSK update for authentication of each new MA PDU session can be achieved. 
In case the UE and UPF need to be reauthenticated during the lifetime of an ongoing MA PDU session with MPQUIC path, the PSK can be updated via PDU session modification procedure which is similar to the procedure as above. The PDU session modification procedure can be initiated either by the SMF or by the UE, depending on the trigger event for reauthentication.
Editor’s Note: Key update for reauthentication is FFS.
In the case of home-routed roaming as specified in TS 23.502 [9] clause 4.22.2.2, the PSK can also be delivered during MA PDU session establishment procedure. However, if the root key for PSK derivation is from the serving network, while the PSK is used in the home network (H-UPF), key separation between different PLMNs needs to be ensured. There are two options to achieve key separation in two PLMNs:
1. No key delivery from serving network to home network by using a key in home network as the root key
For this option, the NF in serving network (V-AMF/V-SMF) does not deliver the PSK to the home network (H-SMF). The H-SMF requests the PSK from the AUSF, which is derived from KAUSF using the same KDF in solution #2. Then the H-SMF delivers the PSK to the H-UPF. 
The H-SMF also needs to send an indication to the UE to inform the UE of home-routed roaming, so that the UE is able to determine to derive the PSK using KAUSF rather than KAMF/KSEAF.
2. Key delivered from serving network to home network and refreshed by the home network for key separation 
For this option, the AMF derives the PSK or an intermediate key (KHSMF) and delivers the key to the H-SMF via the V-SMF. In order to achieve key separation, the H-SMF derives a new PSK based on the key received from the V-SMF. The parameter for new PSK derivation is a parameter shared only between the UE and the home network (e.g. a parameter preconfigured in the UE and home network). With such parameter, the new PSK in the home network cannot be derived by the serving network, hence the key separation is achieved.
The H-SMF also needs to send an indication to the UE to inform the UE of home-routed roaming case, so that the UE is able to determine to derive a new PSK in the same way as the H-SMF using the preconfigured parameter shared with the home network.
[bookmark: _Toc214960906][bookmark: _Toc215069787]6.3.3	Evaluation
The solution incorporates the PSK delivery in the MA PDU session establishment procedure in non-roaming scenario. In this way, the existing messages can be reused to deliver the PSK so as to avoid defining a new procedure or new messages. The PSK or an intermediate key can be delivered from the AMF to the SMF as part of the SM context to be created. The SMF then delivers the PSK as part of the configuration to the UPF during N4 session establishment or modification procedure.
On the UE side, the UE is able to determine to derive the PSK based on the information in the ATSSS rules ("MPQUIC link-specific multipath" addresses/prefixes allocated by the UPF) defined in TS 23.502 [9]. Hence no new indication needs to be delivered from the network to the UE for PSK derivation. 
During the reauthentication, the same PSK will be used if no new PDU session is established.
The solution also addresses the home-routed roaming scenario, while ensuring key separation between serving and home networks. 
Option 1 requires new procedure and messages initiated by the SMF towards the AUSF for key retrieval. An additional impact on the AUSF is that it is required to store KAUSF and derive PSK from KAUSF. An additional impact on the SMF is that it needs to send an indication to inform the UE of the home-routed case or the correct root key for PSK derivation. The limitation of this option is that it does not work in the case that the UE is authenticated in 4G network.
Option 2 does not require new procedure and messages, but has an impact on the SMF and the UE, which are required to derive a new PSK using the key from the serving network. The SMF also needs to send an indication to inform the UE of the home-routed case or additional round of derivation for a new PSK. In addition, both the UE and the SMF in home network are required to be preconfigured with a shared parameter for deriving the new PSK. The limitation of this option is that it depends on the visited network supporting the relevant functionality of this solution.
This solution depends on the visited network supporting the relevant functionality of this solution.
[bookmark: _Toc214960907][bookmark: _Toc215069788]6.4	Solution #4: Using 5G security context to derive authentication pre-shared key for MPQUIC
[bookmark: _Toc214960908][bookmark: _Toc215069789]6.4.1	Introduction
This solution addresses key issue #1 “PSK support for MPQUIC TLS”. 
This solution proposes to derive authentication pre-shared key from the 5G security context to establish the security of MPQUIC for UE and UPF.
[bookmark: _Toc214960909][bookmark: _Toc215069790]6.4.2	Solution details
[bookmark: _Toc214960910][bookmark: _Toc215069791]6.4.2.1	The procedure for PSK retrieval
Considering UE and network already generated shared security context during the registration procedure, a sub-level shared key can be generated, and be used as a pre-shared key for MPQUIC.
AMF derives the KUPF from KAMF during the PDU session establishment procedure as shown in the following procedure (Figure 6.4.2.1). 
[image: C:\Users\g00805487\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\B9484081.tmp]
Figure 6.4.2.1 MA PDU session using MPQUIC functionality establishment procedure
1. UE sends PDU session request to AMF which carries an MA PDU request type, PDU session ID and ATSSS capability for the UE as defined in TS 23.502[9].
2-3. AMF selects MA PDU session enabled SMF and forwards PDU session request to SMF as defined in TS 23.502[9]. 
4. The SMF determines whether the MA PDU session is allowed or not based on operator policy and subscription data, and selects ATSSS enabled UPF as defined in TS 23.502[9]. If the SMF activates MPQUIC functionality, it will derive ATSSS rules and N4 rules for the MA-PDU session as defined in TS 23.502[9].
In home-routed scenario, according to TS 23.502[9], the AMF may select a V-SMF and a H-SMF that support MA PDU sessions. Then SMF in this step and the followings are the H-SMF, the UPF in this step and the followings are H-UPF and the communication between V-AMF and H-SMF is forwarded by the V-SMF.
5. SMF send key request to AMF which carries the UE’s SUPI and PDU session ID,
6. AMF derives KUPF for the UE according to the PDU session ID, generates a KID from PDU session ID and the corresponding UE ID (i.e. SUPI), and sends the KUPF and KID to SMF.
7. Then the SMF initiates the N4 Session Establishment procedure with the selected UPF and sends the KUPF and KID to UPF.
8. The UPF stores the KUPF and the KID for the KUPF. 
9. The UPF sends the N4 Session Establishment response message to the SMF.
10-11. Since the UE and the UPF can use certificate or pre-shared key to establish MPQUIC connection. The SMF sends the Using_PSK_indication to the UE in order to inform UE to use PSK for MPQUIC connection establishment.
12. UE derives the key KUPF used for authentication of MPQUIC between UE and UPF according to the Using_PSK_indication and generates KID for KUPF using PDU session ID and its own identifier as defined in clause 6.4.2.4.
13. The UE starts the MPQUIC Establishment procedure to the UPF, and uses KUPF as pre-shared key and KID as the pre-shared key identifier to do the TLS handshake and authentication procedure.
Editor’s Note: Key update for reauthentication is FFS.
[bookmark: _Toc214960911][bookmark: _Toc215069792]6.4.2.2	Key hierarchy
The key hierarchy defined in TS 33.501[2] for this scenario can be extended as follows:


Figure 6.4.2.2 Key hierarchy for KUPF retrieval
A new key KUPF is derived from KAMF as depicted in Figure 6. 4.2.2.
[bookmark: _Toc214960912][bookmark: _Toc215069793]6.4.2.3	KUPF generation
The KUPF is generated by KAMF using the following input parameters.
-	FC = 0xXX
-	P0 = PDU session ID
-	L0 = length of PDU session ID
-	P1 = NAS Uplink COUNT value
-	L1 = length of NAS Uplink COUNT value
The input key KEY is KAMF.
[bookmark: _Toc214960913][bookmark: _Toc215069794]6.4.2.4	Key ID generation
The Key ID is generated from the PDU session ID and UE ID (i.e. SUPI) as follows:
KID = H(SUPI)|| PDU session ID  
6.2.2.X Key Update
The KUPF is PDU session granularity and only be used for authentication purpose between UE and UPF. The lifetime of KUPF is equal to the lifetime of the corresponding PDU session, i.e. when the PDU session is torn down, the KUPF will be deleted. The update of session key is out of 3GPP scope. If one MAPDU session that is using MPQUIC is activated, meanwhile if a new PDU session to be setup, or if a new SMF or UPF will be used, a new KUPF can be generated and used by reusing the same procedure.

[bookmark: _Toc214960914][bookmark: _Toc215069795]6.4.3	Evaluation
This solution proposes a solution of deriving authenticationa pre-shared key from the 5G security context to establish the security of MPQUIC for UE and UPF. 
AMF has to derive a key for UPF after SMF determines that MPQUIC functionality will be used and send a request to AMF. UPF has to store the key and the corresponding key identifier in order to use it in the following TLS handshake procedure. For the UE side, KUPF will be derived after the UE receives an Using_PSK_indication indicator from the SMF.
This solution can be used in home-routed roaming scenario. The communication between V-AMF and H-SMF is forwarded by V-SMF as what has been defined in Day one of 5GS.
Editor’s Note: further evaluation is FFS.The KUPF is PDU session granularity and the lifetime is the same as PDU session, during the lifetime of PDU session, the authentication key will not need to be updated.
Unlike the existing certificate-based solution, this solution depends on the visited network supporting the relevant functionality of this solution.
This solution does not allow to update a long PDU session.

[bookmark: _Toc214960915][bookmark: _Toc215069796]6.5	Solution #5: two layer PSK generation method
[bookmark: _Toc214960916][bookmark: _Toc215069797]6.5.1	Introduction
This solution proposes a two layer key generation. The AMF will use KAMF generates a Key KSMF and send the KSMF to the selected SMF. The SMF will further generate KUPF using KSMF, and then deliver the key KUPF to the UPF. Meanwhile, the SMF also generates a key ID, and the Key ID is also sent to the UPF together with the KUPF.
[bookmark: _Toc214960917][bookmark: _Toc215069798]6.5.2	Solution details
[bookmark: _Toc214960918][bookmark: _Toc215069799]6.5.2.1	The procedure for PSK retrieval


Figure 6.5.2-1 Procedure to get a PSK between UE and UPF for MPQUIC
1. UE sends PDU Session Establishment Request message to the AMF. The message contains the MAP PDU session information defined in TS 23.502[9] and a PSK capability indication. The PSK capability indication is to indicate that the UE supports to generate a PSK for the MPQUIC/TLS between UE and UPF.
2. The AMF selects a SMF that supports MA PDU as described in TS 23.502[9].
3. The AMF sends  Nsmf_PDUSession_CreateSMContext Request. The message includes the MA PDU session information and the PSK capability indication.
4. The SMF decides MPQUIC may be used based on the decision as defined in TS 23.502[9], and knows the UE supporting to generate a PSK based on the PSK capability indication.
5. The SMF request the KSMF by sending a request message to the AMF. The message includes the SUPI of the UE.
6. The AMF generates the KSMF, and sends the KSMF to the SMF in the response message.
NOTE: this solution will not address the message name in step 5 and step6.
7. The SMF uses the KSMF to generate a KUPF  and a Key ID.
8. the SMF sends a N4 Session Establishment/modification Response to the UPF. In addition to what is defined in TS 23.502[9], the message further includes the KUPF  and a Key ID. 
In the home-routed scenario, according to TS 23.502 [9], the AMF may select a V-SMF and a H-SMF that support MA PDU sessions. Then the SMF in this procedure is H-SMF, V-AMF derives the KSMF and sends it to H-SMF, which is used by H-SMF to derive KUPF. The communication between V-AMF and H-SMF is forwarded by the V-SMF.
10 – 12. As defined in TS 23.502[9].
13. The UE generates the KSMF, the KUPF  and the Key ID the same way as AMF and SMF before the UE starts to use MPQUIC.
14. The UE sends a Client Hello message to the UPF, the message contains the Key ID.
15. The UPF uses the Key ID to retrieve the KUPF. The KUPF is used as the PSK for MPQUIC/TLS.
16. The UPF replies a Server Hello message to the UE.
17. The rest of MPQUIC procedure.
Editor’s Note: roaming scenario is FFS.
Editor’s Note: Key update for reauthentication is FFS.
[bookmark: _Toc214960919][bookmark: _Toc215069800]6.5.2.2	Key hierarchy


Figure 6.9.2-2 Key hierarchy for KUPF retrieval
Based on the procedure in clause 6.9.2.1, the AMF generates the KSMF by using the KAMF and deliver it to the SMF, and then the SMF uses the KSMF to generate the KUPF that will be further delivered to the UPF.
[bookmark: _Toc214960920][bookmark: _Toc215069801]6.5.2.3	KSMF generation method
The KSMF is generated by KAMF reusing the method in A.13 of TS 33.501[2] with the following updated:
- Set the P0 input parameter DIRECTION to the value 0x02.
[bookmark: _Toc214960921][bookmark: _Toc215069802]6.5.2.4	KUPF generation method
The KUPF is generated by KSMF using the method in A.13 of TS 33.501[2] with the following updated:
- Set the input KEY  to KSMF.
- Set the P0 DIRECTION to 0x01.
- Set the COUNT value is set to the value of PDU session ID.
[bookmark: _Toc214960922][bookmark: _Toc215069803]6.5.2.5	Key ID generation method
The Key ID is generated by KSMF using the method in A.3 of TS 33.535[10] with the following updated:
- Set the input key KAUSF to KSMF.
- Set the P0 = "A-TID" to  P0 = "UPF Key ID”.
- Set the L0 = length of "A-TID"; (i.e. 0x00 0x05) to  L0 = length of " UPF Key ID "; (i.e. 0x00 0x05).
6.5.2.6 	Key Update
The KSMF and KUPF is PDU session granularity. In this solution, the KSMF is only used to generate KUPF, and the KUPF is only used for authentication between UE and UPF. The lifecycles of both keys are bound together with a specified PDU session. The update of session key will follow the specification that is out of 3GPP scope. Thus, the update of KSMF and KUPF always occurs during the MA PDU session establishment procedure, no new design is needed, unless the KSMF has other use in the future.
[bookmark: _Toc214960923][bookmark: _Toc215069804]6.5.3	Evaluation
The solution considers the backward compatibility compatible issue to let the SMF knows whether the UE is upgraded to support generating PSK.
In 3GPP system, all PSKs in the key hierarchy are delivered in one hop only. Thus deliver the PSK to the UPF from SMF is does not fully comply with the principle. In case that no new interface is introduced directly between AMF and UPF, it is better the AMF generates an intermediate middle key for SMF, and then the SMF generates the key for UPF. The less nodes know the PSK, the better.
The key generation method is based on existing method, tThe solution proposes to reuse the existing key generation as much as possible. If a parameter can be updated to achieve the goal, then no need to introduce a fully new key generation scheme.
A Key ID is used for UPF to find the right PSK. 
This solution needs to change SMF to support storage of KSMF and generation of KUPF and a key ID.
This solution can be used in home-routed roaming scenario. The communication between V-AMF and H-SMF is forwarded by V-SMF as what has been defined in Day one of 5GS.
The KSMF and KUPF is PDU session granularity and the lifetime is the same as PDU session, during the lifetime of PDU session, the middle key and authentication key will not need to be updated.
Unlike the existing certificate-based solution, this solution depends on the visited network supporting the relevant functionality of this solution.
This solution does not allow to update a long PDU session.

Editor’s Note: Further evaluation is FFS.
6.6	Solution #6: Key derivation and delivery to UE and UPF
6.6.1	Introduction
The following solutions addresses KI#1 by proposing a mechanism to derive the key inside the 5G core and distribute it to both UE and UPF. Additionally, it proposes a mechanism to initiate re-authentication by deriving and delivering new keys to UE and UPF.
6.6.2	Solution details
[bookmark: _Toc214960924][bookmark: _Toc215069805]6.6.2.1	Key derivation and distribution


1. A Multi-Access PDU session is established and one or more ATSSS rules require the use of MPQUIC. 
2. The UPF request SMF the pre-shared secret for the session with the UE.
3. SMF forwards the Key request to AMF.
4. AMF generates the new key by deriving it from KAMF. The following parameters should be use as input to the KDF:
-	FC= 0xWX
-	P0= Random Number
-	L0= P0 length
5.a. AMF sends a response to SMF containing the generated key.
5.b. AMF send the key and PDU session ID to UE to identify where the correct session to use the key.
6. SMF forwards the response, along with the Key and an identifier of the UE to UPF.
7. UE and UPF authenticate each other and initiate the MPQUIC connection as supported in ATSSS based on the pre-shared secret, i.e., the key.

[bookmark: _Toc214960925][bookmark: _Toc215069806]6.6.2.2	Re-Keying mechanism



1. MPQUIC connection has been set up through PSK.
2. Based on internal policies, either the UE or 5G core can require to renew the pre-shared secret. This could include 5G security policy for re-authentication, such as in the case of inter-system mobility.
3. AMF generates a new key through the same protocol described in step 4 of section 6.6.2.1 used during the initial key derivation, but with different input parameters.
4.a. AMF sends notification of the new Key to UE.
4.b. AMF replies to SMF with the new key.
5. SMF provides the new key to UPF.
6. UE and UPF gracefully terminate the current MPQUIC session.
7. UE and UPF establish a new one based on the pre-shared key.

6.6.3	Evaluation
The solution completely addresses the problem highlighted by KI#1 both for initial authentication of the connection and for update of the key in case of a compromise. The security is achieved by deriving a new dedicated key for each MPQUIC connection, ensuring that each connection is independently secured, and the compromise of one key will not impact the security of the overall system.
The solution impacts AMF by enhancing its key derivation capabilities to support the new use case. Additionally, it defines a delivery mechanism which impact SMF, as both initiator of the procedure and intermediate layer between AMF and UPF, and UPF in the 5G core and the connection towards the UE.
The solution relies on AS security to ensure the confidentiality of the PSK, deactivating the AS security will impact the security of the solution. 
The solution supports the re-authentication of UE and UPF based on policy triggers, either on the UE side or general 5G security policy.
The solution is not applicable to home routed roaming use cases.

[bookmark: _Toc214960926][bookmark: _Toc215069807]6.X	Mapping of solutions to key issues
Editor’s Note: This clause is going to capture mapping between key issues and solutions. If there is only one key issue in this study, this clause will be removed.
[bookmark: _Toc214960927][bookmark: _Toc215069808]6.Y	Solution #Y: solution names
[bookmark: _Toc214960928][bookmark: _Toc215069809]6.Y.1	Introduction
Editor’s Note: This clause is going to capture the abstract of the solution to address one or more key issues. Which requirements of the key issue shall be included, and what is the key point of the solution is recommended to be listed here as a guidance for the solution details.
[bookmark: _Toc214960929][bookmark: _Toc215069810]6.Y.2	Solution details
Editor’s Note: This clause is going to capture the details of the whole solution, figures and flows are recommended to be used for better understanding the core of the solution. 
[bookmark: _Toc214960930][bookmark: _Toc215069811]6.Y.3	Evaluation
Editor’s Note: This clause is going to capture the pros and cons of the solution, e.g. whether the threats are addressed totally, how the existing 5G system is impacted, whether there is any leftover issues exists, etc.
[bookmark: _Toc214960931][bookmark: _Toc215069812]7	Conclusions
Editor’s Note: This clause is going to capture the conclusions of this study.
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