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[bookmark: foreword][bookmark: _Toc214896204][bookmark: _Toc222134175][bookmark: _Toc222134459]Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc214896205][bookmark: _Toc222134176][bookmark: _Toc222134460]
1	Scope
The present document specifies general requirements for security related events handling and collection as well as the general requirements to transfer or communicate the security related events occurring at the SBA layer of the 5G system. The protection mechanisms to be applied for configuration and delivery of the events are also specified.
In addition, the present document specifies the events that need to be reported, including how the event is detected and the elements that needs to be included in the reporting. 
[bookmark: references][bookmark: _Toc214896206][bookmark: _Toc222134177][bookmark: _Toc222134461]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]					3GPP TS 29.500 "Technical Realization of Service Based Architecture; Stage 3"
[3]					3GPP TS 33.501: "Security architecture and procedures for 5G System"
[4]					3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)"
[5]					3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security"
[6]		3GPP TS 28.541: “Management and orchestration; 5G Network Resource Model (NRM); Stage 2 and stage 3”
[7]	3GPP TS 28.570: “Management of Security related Events; Stage 1, Stage 2 and Stage 3”

Editor’s Note: All instances of stage 3 protocol design will be replaced with a reference to the TS number when available.
[bookmark: definitions][bookmark: _Toc214896207][bookmark: _Toc222134178][bookmark: _Toc222134462]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc214896208][bookmark: _Toc222134179][bookmark: _Toc222134463]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc214896209][bookmark: _Toc222134180][bookmark: _Toc222134464]3.2	Symbols
Void.

[bookmark: _Toc214896210][bookmark: _Toc222134181][bookmark: _Toc222134465]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

[bookmark: clause4][bookmark: _Toc214896211][bookmark: _Toc222134182][bookmark: _Toc222134466]4	Overview of Security related Events handling
The Service Based Architecture (SBA) is the dominant method for control plane as well as the Service Based Management Architecture (SBMA) which is for management communications. In addition to the many benefits of using SBA, (e.g. agility to increase and decrease the number of service instances in coordination with demand), there can be potential attacks may still to appear forthe network, services and/or APIs. 
The 5G system includes heterogeneous and variedvarious Network Functions (NF) deployments, where each and every Network FunctionNF has a specified behaviour according to 3GPP specifications. If any NF runs into errorsunexpected behaviours, (e.g. a violation of the normal behaviour, or abnormal access or unauthorised request), then the NF needs to be evaluated from a security perspective. The cCollection of data related to abnormal security related events needs to be performed for the evaluation of the NF behaviour., with The related data being is transmitted towards to a security entity whichthat will execute the evaluation. 
The following figure shows an example of trust domains in the overall architecture for the collection and transmission of the Security related Events detected by the NFs.

[image: A diagram of a function

AI-generated content may be incorrect.]
Figure 4-1 Example of trust domains in the Security related Events Handling architecture
The NF gets configuration of security related events from the Management entity and delivers security related events through the Event transmitter. The Event transmitter could be an independent function or part of the NF. The Event transmitter is recommended to be part of an NF. Whether the Event transmitter is inside the NF, outside the NF and inside the 5GC, or outside the 5GC, as depicted in Figure 4-1, is based on operator implementation.
The Event transmitter, Management Entity and Security related event collecting entity are the end points of the related configuration and collection interfaces. The interfaces for collection of security related events are in scope of the present document. Requirements on the configuration of security related events are in scope of the present document. The interfaces between the Event transmitter and the NFs are out of the scope of 3GPP.

NOTE 1: Operators will define the relationship between trust domainszones. 
NOTE 2: The Security related events collecting entity is under operator control (e.g. through business agreements, policy, managed service, directly managed, etc) and it is out of the scope of 3GPP.
NOTE 3: Whether the security collecting entity is the same as the management entity is an operator decision.
[bookmark: _Toc214896212][bookmark: _Toc222134183][bookmark: _Toc222134467]5	Security related events requirements
Editor’s Note: This clause addresses the general requirements to secure the procedures to configure, collect and deliver security related events.
[bookmark: _Toc214896213][bookmark: _Toc222134184][bookmark: _Toc222134468][bookmark: _Toc197526071]5.1	General Requirements
The NFs in the 5G system shall support the generation of security related events. 
[bookmark: _Toc214896214][bookmark: _Toc222134185][bookmark: _Toc222134469]5.2	Requirements on events storage
Security related events data shall be securely stored with confidentiality and integrity protection.  
Access to security related events data shall be authorized. 
[bookmark: _Toc214896215][bookmark: _Toc222134186][bookmark: _Toc222134470]5.3	Requirements on configuration for security related events
The capability to configure the NFs shall be supported.
The Management entity in charge of configuring the NFs shall support configuring the security related events for event detection and for events delivery.
The Management entity in charge of configuring the NFs shall support activating and deactivating the security related events detection and delivery. 
NOTE1: The security related events to be configured are specified in clause 6.
NOTE 2: The structure of the information elements included in the configuration is part of stage 3 protocol design. 
It shall be possible to configure the NF to stop sending events in case of overload at the Security related events collection entity.
NOTE 3:	There is a risk that there is a DoS attack to the Security release event collections entity which can be mitigated by throttling or disabling event reporting. 
The 5G system shall support mutual authentication between the 5GC NF (for configuration/activation of the functionality) and the Management Entity in charge of the configuration/activation of the events.
Authorization to the Management Entity in charge of the configuration/activation of the events shall be supported.
The 5G system shall support integrity protection, replay protection and confidentiality protection for communication between the 5GC NF and the Management Entity in charge of the configuration/activation of the events.
Editor’s Note: Separation of the configuration for security related events from other management related configurations is for further discussion. NOTE 4: The configuration of the security related events is specified in TS 28.570[7]
Editor’s Note: These requirements and whether additional requirements are needed is FFS.
[bookmark: _Toc214896216][bookmark: _Toc222134187][bookmark: _Toc222134471][bookmark: _Toc197526072]5.4	Requirements on delivery of security related events
The delivery of security related events shall be protected against unauthorized parties. Mutual authentication shall be supported between the end entities of such a delivery.
The delivery of security related events shall be confidentiality, integrity and replay protected.
The delivery of the security related events should be separate from other 5G system traffic.
NOTE: The separation of the delivery depends on regional constraints and/or operator needs. How the separation is achieved is part of the stage 3 work.
Editor’s Note: How to deliver the security events is to be defined by SA5 and/or CT groups. 
[bookmark: _Hlk214567281]5.5		Other requirements
The security related events collection entity shall have access to overload related information of the NF. 
NOTE 1: 	Overload related information of the NF can be available through the O&M FM/PM (Fault Management / Performance Management) northbound interfaces.
The security related events collection entity shall have access to configuration related information of the NF. 
Editor’s Note: The above requirement needs to be refined.
NOTE 2: 	Configuration related information of the NF can be available through the O&M CM (Configuration Management) northbound interfaces.

[bookmark: _Toc214896217][bookmark: _Toc222134188][bookmark: _Toc222134472]6	Security related Events
Editor’s Note: This clause addresses the list and description of the events as well as naming convention for the events.
[bookmark: _Toc214896218][bookmark: _Toc222134189][bookmark: _Toc222134473]6.1	General
The security related event consists of two parts: common information elements, and specific information elements. The common information elements are specified in section 6.2, and specific information elements are specified in separated clauses.
[bookmark: _Toc214896219][bookmark: _Toc222134190][bookmark: _Toc222134474]6.2		Common information elements
The common information elements for all security related events shall consist of the following:
· Event number: A number identifying the event;
· Event name: The name of the event in a human-readable format; e.g., "malformed message"
· Event code: The name of the event in a machine-readable format; e.g., a machine-readable identifier corresponding to "malformed message"A machine-readable name for the event
· Event instance: Identification of the event instance
NOTE 1: The uniqueness of the event instance is left to implementation.
· Event Source: Identification of the NF generating the event;
· Event timestamp.
NOTE 2: : The identification of events and the format of the information elements is part of the stage 3 design.

[bookmark: _Toc214896220][bookmark: _Toc222134191][bookmark: _Toc222134475]6.3		Security events related to malformed messages
The NF collects information on the SBA layer about malformed messages it receives that deviate from the 3GPP specified messages or are considered invalid according to the protocol specification and network state.
In addition to the information elements of clause 6.2, this type of events shall include the following:
· Message: Security related information about the malformed message which triggers event. If the message length exceeds a certain, implementation specific, threshold, the message can be truncated.
NOTE 1: Including the whole malformed message could lead to DoS at the Security related events collection entity if the malformed message is very large.
Message type: The type of message represents service operation.
· NF Consumer (optional): Identification of the NF where such malformed message originated.
· 
NOTE 2: The message source and intermediaries are contained in the 3gpp-Sbi-NF-Peer-Info header (specified in TS 29.500 [2]) when included in the full message. If the 3gpp-Sbi-NF-Peer-Info header is not included, the NF Consumer information is potentially not available. In this case, including the NF Consumer information is left to implementation.  

[bookmark: _Toc214896221][bookmark: _Toc222134192][bookmark: _Toc222134476]6.4		Security events related to Authorization Failure
The NF collects information about failed authorization attempts from inbound connections on the SBA layer.
In addition to the information elements of clause 6.2, this type of events shall include the following:
· Message: Security related information about the full message which fails to pass authorization. If the message length exceeds a certain, implementation specific, threshold, the message can be truncated.
NOTE 1: Including the whole unauthorized message could lead to DoS at the Security related events collection entity if the unauthorized message is very large.
· NF Consumer (optional): Identification of the NF where the unauthorized message originated.
· 
NOTE 2: The message source and intermediaries are contained in the 3gpp-Sbi-NF-Peer-Info header (specified in TS 29.500 [2]) when included in the full message. If the 3gpp-Sbi-NF-Peer-Info header is not included, the NF Consumer information is potentially not available. In this case, including the NF Consumer information is left to implementation.  

[bookmark: _Toc222134193][bookmark: _Toc222134477]6.5		Security events related to Authentication Failure
The NF collects information about failed authentication attempts from inbound connections on the SBA layer.
When the failed authentication attempt is at the TLS layer, in addition to the information elements of clause 6.2, this type of events should include the following:
-	Error details: Additional information about the authentication failure if available, e.g. error message received from the TLS stack or vendor specific information. 
When the indirect NF communication mode is used, and when CCA (clause 13.3.8 in TS 33.501[3]) is used, an NF can detect an authentication failure at application layer and can reply with an HTTP status code 403 including the cause "CCA_VERIFICATION_FAILURE" or "TOKEN_CCA_MISMATCH ". Along with the reply, the NF can generate an authentication failure event with the following additional information apart from the common information elements in clause 6.2:  
-	Message: Full message which fails to pass authentication at application layer. If the message length exceeds a certain, implementation specific, threshold, the message can be truncated.
- 	NF Consumer (optional): Identification of the NF where the unauthenticated message originated
Editor's Note: Details of the security related event for the CCA verification are FFS.
Editor's Note: How the NF Consumer is determined when the 3gpp-Sbi-NF-Peer-Info header is not included is FFS.
NOTE:	The message source and intermediaries are contained in the 3gpp-Sbi-NF-Peer-Info header (specified in TS 29.500 [2]) when included in the full message. If the 3gpp-Sbi-NF-Peer-Info header is not included , the NF Consumer information is potentially not available. In this case, including the NF Consumer information is left to implementation.  
[bookmark: _Toc214896222][bookmark: _Toc222134194][bookmark: _Toc222134478]6.6		Security events related to massive number of incoming messages
The massive number of incoming messages event may be detected when an NF, including SCP and or SEPP, issues a number of HTTP status code 429 or HTTP status code 503 responses to a requesting/notifying NF as described in TS 29.500 [2] clause 6.4.2.1, or includes the optional OCI (Overload Control Information) header defined in TS 29.500 [2] in a response to a requesting or notifying NF.
Editor’s Note: The security event using HTTP related error codes are FFS
NOTE 1: The event can be detected after a number of overload conditions have been reported (with HTTP status codes 429, or 503 or including OCI) during a predefined period of time. The behaviour of NF producers on overload condition is implementation specific so, this event generation depends on vendor is left to implementation and operator policy. 
In addition to the information elements of clause 6.2, this type of events shall include the following: 
· Message: The incoming request message which triggered status code 429, 503, or OCIOverload Control Information. If the message length exceeds a certain, implementation specific, threshold, the message can be truncated.
· Message type: NF service operation that originated the overload response 
· Event Source ResponseProblem details: The response generated by the NF Service Producer with problem details (e.g. status code 429, 503, or Overload Control Information)OCI.
· NF consumer (optional): Identification of the NF where the message originates.
NOTE 2:	The message source and intermediaries are contained in the 3gpp-Sbi-NF-Peer-Info header (specified in TS 29.500 [2]) when included in the full message. If the 3gpp-Sbi-NF-Peer-Info header is not included, the NF Consumer information is potentially not available. In this case, including the NF Consumer information is left to implementation.  
[bookmark: _Toc214896223][bookmark: _Toc222134195][bookmark: _Toc222134479]6.7	Security events related to SBA parameters configuration
An NF configuration is received in which related SBA level parameters (e.g., the SBA NF certificate) are changed/updated. 
[bookmark: _Hlk222126546]The NF shall detect a reconfiguration event. The event shall be reported to the security related event collection entity as described in clause 4 and clause 5.4.
The event should be delivered to the Security related events collection entity via an event transmitter in the operator trust domain. 
NOTE: Direct delivery through event transmitters in the 5GC is preferred over using event transmitters outside of the core.


[bookmark: _Hlk222135415]Editor’s Note: This event including its details is for FFS.	Comment by Rapporteur: This deletion did not appear in the version downloaded from the server (the approved r11). S3-260778 from the server, instead, needs to be opened using MsWord “show markup->insertions and deletions” to see this particular change.
Examples of SBA level parameters include:
-	The certificate, containing NF identifiers like FQDN, Issuer information, subject public key info, etc. If the parameter is changed, it can potentially mean the affected NF is recognized as another NF (see TS 33.310 [4]).
-	The ManagedNFProfile, contains the profile definition of a managed NF. If such parameter is changed, affected NF can potentially be illegally accessed (see TS 28.541 [6]).
-	The commModelList, contains the communication model that a specific NF fulfills. If the parameter is changed, it can potentially mean that affected NF changes its behavior (see TS 28.541 [6]). 
-	For SEPPs, SBA level parameter is seppInfo which can impact the PRINS protection (see TS 33.501 [3] and TS 28.541 [6]), 
-	For SCPs, supportedFunction, address and scpInfo are essential to provision SCPs (see TS 28.541 [6]). 
Editor's Note: Whether the event format is specified or left to implementation is FFS
[bookmark: _Toc222134196][bookmark: _Toc222134480]6.8	Security events related to Unexpected communication model flow 
Unexpected communication model flows can be detected when an NRF, SCP or an NF Producer receive requests not complying with the specified procedures related to communication models.
Editor’s note:	It is for FFS what (additional) events are reported by NF (NRF, SCP or NF producer).

[bookmark: _Toc214896224][bookmark: _Toc222134197][bookmark: _Toc222134481]7	Protection of Security related events
[bookmark: _Toc214896225][bookmark: _Toc222134198][bookmark: _Toc222134482]7.1	Protection for the configuration and enabling/disabling detection of security related events
TLS shall be supported and used to provide mutual authentication, integrity protection, replay protection and confidentiality protection for the interface handling the configuration and the enabling/disabling of events collection. 
NOTE 1: If the interface is trusted (e.g. physically protected), it is for the PLMN-operator to decide whether to use cryptographic protection.
Security profiles for TLS implementation and usage shall follow the TLS profile given in clause 6.2 of TS 33.210 [5] and the certificate profile given in clause 6.1.3a of TS 33.310 [4]. The identities in the end entity certificates shall be used for authentication and policy checks.
NOTE 2: A PLMN-operator policy can use dedicated certificates for this secure communication.  

[bookmark: _Toc202450212][bookmark: _Toc214896226][bookmark: _Toc222134199][bookmark: _Toc222134483]7.2	Protection for the delivery of security related events
The protection mechanism to provide mutual authentication, integrity protection, replay protection and confidentiality protection is to be implemented at transport layer. 
When UDP is used as transport protocol for the delivery of security related events, DTLS shall be supported to provide mutual authentication, integrity protection, replay protection and confidentiality protection between the Events transmitter and the Security collecting entity. When TCP is used as transport protocol for the delivery of security related events, TLS shall be supported to provide mutual authentication, integrity protection, replay protection and confidentiality protection between the Events transmitter and the Security collecting entity.
NOTE 1: If the interface is trusted (e.g. physically protected), it is for the PLMN-operator to decide whether to use cryptographic protection.
Security profiles for DTLS and TLS implementations and usage shall follow the TLS profile given in clause 6.2 of TS 33.210 [5] and the certificate profile given in clause 6.1.3a of TS 33.310 [4]. The identities in the end entity certificates shall be used for authentication and policy checks.
NOTE 2: A PLMN-operator policy can use dedicated certificates for this secure communication.  
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