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[bookmark: foreword][bookmark: _Toc222136984]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.


1 [bookmark: introduction][bookmark: scope][bookmark: _Toc222136985]Scope
[bookmark: _Hlk222136467]Editor’s Note: This clause is going to capture the scope of this study.
The scope of present document is to cross-check the best security practices by IETF (RFC 9700 [2] and RFC 8725 [5]) against the existing SBA security requirements and procedures in 5G System. 
In detail:
- analyze current SBA security in 5G regarding the best practices for JWT and OAuth 2.0;
- document whether the defined best practices are valid or not for SBA in 5G System and if valid, document the ones in-use/applied;
- list those best practices not used in or not valid for SBA in 5G System. 
Editor's Note: The outcome of this study can be used as an input for 6G security study of SBA if it exists in any form, or result in an improvement CR to 5G if this can be concluded without further study.
[bookmark: references][bookmark: _Toc222136986]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IETF RFC 9700: "Best Current Practice for OAuth 2.0 Security".
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[4]	IETF RFC 7519: "JSON Web Token".
[5]	IETF RFC 8725: "JSON Web Token Best Current Practices".
[6]           3GPP TS 33.210: " Network Domain Security (NDS); IP network layer security ".
[z]	3GP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[7]	3GPP TS 29.510: "5G System; Network function repository services; Stage 3".
[bookmark: definitions][bookmark: _Toc222136987]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc222136988]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc222136989]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc222136990]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc205543645][bookmark: _Toc222136991]4	Overview
[bookmark: _Hlk204152747]Editor’s Note: This clause includes the overview of the study.
The present document provides an analyses of the best practices documented by RFC 9700 [2] and RFC 8725 [5] and whether they are applicable to the existing TS 33.501 [3] security requirement and procedures, documents the status, and provides an assessment. 
NOTE: The usual method of documenting (key issue, threat, requirement) is not applicable. The key issue consists of threat description with reference to the best practice, analysis, and assessment.
[bookmark: _Toc222136992]5	Best practices and counter measures analysis 
[bookmark: _Toc222136993]5.1	BSP#1: Access token privilege restriction
[bookmark: _Toc222136994]5.1.1	Description of best practice
This best practice addresses access token privilege restriction, as described in clause 2.3 of RFC 9700 [2].
It recommends to limit aAccess token privileges should be limited to the minimum required for a particular use case. Thus, access tokens should are recommended to be audience-restricted to a specific resource server or a small set of resource servers.
[bookmark: _Toc222136995]5.1.2	Usage in 5G SBA
Reference: clause 14.3.2 of TS 33.501 [3]
Access tokens are mandatorily audience-restricted using the "audience" claim. Audience includes the NF type of the NF Service Producers, or one or several NF Instance Id(s) of the requested NF Service Producer, potentially appended with PLMN ID (or SNPN ID).
Access tokens are mandatorily restricted at service level using the "scope" claim. Scope includes the expected service name(s) of the expected NF Service Producers for NF type-level access tokens or of the requested NF Service Producer.
Access tokens are optionally audience-restricted by a list of S-NSSAIs or NSI IDs, the NF Set ID and/or NF Service Set Id of the expected NF Service Producer instances.
Reference: clause 13.4.1.0 of TS 33.501 [3]
Access tokens may optionally be restricted with higher level of granularity using the "additional scope" claim. The additional scopes included within the access token restrict authorization on service operation and/or resource/data level.
Reference: Annex X of TS 33.501 [3]
Access tokens may optionally be restricted with other use case specific claims, such as the sourceNfinstanceId that includes the NF Instance ID of ML model consumer.
Reference: clause 13.4.1.1.2 of TS 33.501 [3]
During the verification of the access token, the NF Service Producer enforces the privilege restriction by checking that the "audience" claim matches its own identity or NF type.
Depending on if the respective claim is present, the NF Service Producer checks that
· the "scope" claim matches the requested service operation,
· the "additional scope" claim matches the requested service operation,
· at least one of the S-NSSAIs or NSI IDs served by the NF Service Producer is included in the list of S-NSSAIs or NSI IDs,
· the NF Set ID matches its own NF Set ID, and
· the NF Service Set ID matches the requested NF Service Set ID.
[bookmark: _Toc222136996]5.1.3	Assessment 
Token-based authorization relies on "audience", "scope", and "additional scope" as specified in clause 13 of TS 33.501 [3] and other use case specific claims, for example as specified in Annex X of TS 33.501 [3], to restrict the privileges of issued access tokens.
Access token privilege restriction applies to 5G SBA and is already implemented in token-based authorization, enabling the NRF to define the scope of issued access tokens at slice, NF type, NF set, NF instance, service, service operation and resource level. No further investigation of access token privilege restriction is required.
Editor’s Note: Further assessment is FFS
[bookmark: _Toc222136997]5.2	BSP #2: Token replay prevention
[bookmark: _Toc222136998]5.2.1	Description of best practice
This best practice addresses token replay prevention as specified described in clause 2.2 of RFC 9700 [2] OAuth2.0 security best current practice.
The RFC 9700 [2] cover access token and refresh token under token replay prevention. Both types of token can be replayed, hence replay prevention of it is necessary.
The best practice recommends to use sender-constrained access token scopes to prevent misuse of stolen and leaked access tokens. It is required to use sender-constrained refresh tokens or refresh token rotation for public clients.

[bookmark: _Toc222136999]5.2.2	Usage in 5G SBA
Refresh tokens are not utilised and applicable to 5G SBA.
In the 5G SBA, access tokens are bound to mTLS authentication state between the network functions, these checks are made either at the discovery, access token request or service request.
Reference: 13.4.1.1.2 of TS 33.501 [3]: 
Where theThe access tokens request is validated at by NRF based on the identity of the NFc NF Service Consumer by comparing the NF Instance Id to the subjectAltName in the NFc TLS client certificate subsequently issuing the access token, which contains the subject claim ("sub").  that isThis claim provides the identity of the NFc NF Service Consumer which and hereby ties the access token to the NFc instance ID. This access token binding at the "sub" provides a means at NFp to perform validation by comparing the "sub" matches the subjectAltName in the NFc client certificate. 
In the direct communication case, the NF Service Producer checks whether the NF Instance ID in the subject claim within the access token matches the NF Instance ID in the subjectAltName in the NF Service Consumer's TLS client certificate. This enables the NF Service Producer to perform validation of the subject claim and constrains the access token to the sender NF Service Consumer.
In indirect communication, it is not possible to verify that the SCP or SEPP is using the access token on behalf of the NF Service Consumer that is identified by the subject access token claim.
Reference: clause 13.3.8.1 of TS 33.501 [3]:
In the indirect communication,
In indirect communication, CCA token does provides means to the authenticate the NFc NF Service Consumer towards the receiving end point (NRF, NF Service Producer) but it doesn’t does not provide end-to-end integrity protection on the full-service request due to TLS being established only between two respective NFs (i.e., NFc – SCP, SCP – NRF, SCP – NFp).which  This makes CCA token prone to replay attacks. 
Editor’s Note:  Further analysis on the usage is FFS
[bookmark: _Toc222137000]5.2.3	Assessment
Editor’s Note: Further assessment is FFS
[bookmark: _Toc222137001]5.3	BSP #3: Client Authentication
[bookmark: _Hlk214882308][bookmark: _Toc222137002]5.3.1	Description of best practice
This best practice addressescovers cClient aAuthentication, as describedspecified in clause 2.5 of RFC 9700 [2] OAuth2.0 security best current practice. The clause does highlight the need to authenticate the client with the authorization server.
[bookmark: _Toc222137003]5.3.2	Usage in 5G SBA
Reference: clause 13.4.1.1.2 of TS 33.501 [3]
In service access authorization for direct communication within the PLMN, prior to the access token request the NRF and NF mutually authenticate each other, and the NF Service Consumer is identified by the NF Instance ID of the public key certificate of the NF Service Consumer.
Reference: clause 13.4.1.2.2 of TS 33.501 [3]
In service access authorization in roaming scenarios, prior to the access token request the NRF in the visited PLMN (vNRF) authenticates the NF Service Consumer, and the NF Service Consumer is identified by the NF Instance ID of the public key certificate of the NF Service Consumer. The hNRF and vNRF are implicitly authenticated via N32 mutual authentication of SEPPs. End-to-end mutual authentication between the NF Service Consumer and the hNRF is not achieved.
Reference: clause 13.3.1.2 of TS 33.501 [3]
In indirect communication, NF and NRF authenticate each other using mutual authentication, client credentials assertion (CCA) based authentication, as specified in clause 13.3.8 of TS 33.501 [3] or implicit hop-by-hop security.
In model C, as described in Annex R of TS 33.501 [3], NF Service Consumer and NRF can use mutual authentication for the access token request, when the NF Service Consumer requests the access token directly from the NRF.
In model D, NF Service Consumer and NRF do not mutual authenticate. The service request is sent from the NF Service Consumer, the access token request is sent from the SCP to the NRF. SCP sends the access token request on behalf of the NF Service Consumer.
Client credentials assertion authentication is based on a CCA token sent by the NF Service Consumer to the NRF via an intermediate such as the SCP when sending a service request. 
CCA based authentication does neither provide authentication of the NRF towards the NF Service Consumer nor protection of the access token request sent by the NF Service Consumer or SCP to the NRF. CCA based authentication as specified in TS 33.501 [3] does also not provide authentication of the NF Service Producer towards the NF Service Consumer in indirect communication.
Only implicit authentication is achieved by relying on authentication between NF Service Consumer and SCP, and between SCP and NRF, provided by the hop-by-hop security protection at the transport layer, NDS/IP, or physical security. Mutual authentication between NF Service Consumer and NRF  cannot be achieved with hop-by-hop security. Additionally, the NRF is not able to verify that an access token request sent by SCP on behalf of a certain NF Service Consumer, is actually authorized by this consumer.
Reference: 13.3.1.1 and 13.3.2.1 of TS 33.501 [3]: 
For direct communication the aforementioned clause in the specification states that interaction between (NF – NRF) or (NF-NF) authenticates each other during discovery, registration, and access token request. This authentication is performed by comparing the NF instance ID carried in the message to the subjectAltName in the NF Service Consumer's TLS client certificate presented during TLS handshake.
Reference: 13.3.1.1 and 13.3.2.1 of TS 33.501 [3]: 
For Indirect communication between NF-NRF, Client credentials assertion (CCA) based authentication as specified in clause 13.3.8 of TS 33.501[3] is utilised, where CCA based authentication does not provide authentication of the NRF towards the NF Service Consumer or protection of the service request sent by the NF Service Consumer to the NRF, thus relying on implicit hop-by-hop security for authentication with further elaboration in NOTE 3 of the specific clause. 
Editor’s Note: Further analysis on the usage is FFS
[bookmark: _Toc222137004]5.3.3	Assessment
As highlighted in clause 13.3.2.2 of TS 33.501 [3] mTLS based authentication in indirect communication is not achieved because of by hop-by-hop security. Thus, there is no means to verify that an CCA token request sent by SCP on behalf of a certain NF Service Consumer, is actually authorized by this consumer as specified in 13.3.1.2 of TS 33.501[3] 
NOTE: 3. Also, CCA tokens do not provide integrity protection on the fullof the service request as highlighted in 13.3.8.1 of TS 33.501 [3]. 
Editor’s Note: Further assessment is FFS
[bookmark: _Toc222137005]5.4	BSP#4: Protecting Redirect-Based Flows
[bookmark: _Toc222137006]5.4.1	Description of best practice
This best practice addresses protecting redirect-based flows, as described in sectionclause 2.1 of RFC 9700 [2].
Redirect-based flows are OAuth 2.0 authorization flows where the client is redirected through the browser to the authorization server to authenticate and grant access, and the authorization result is returned via a redirect back to the client.

[bookmark: _Toc222137007]5.4.2	Usage in 5G SBA
Redirect-based flows are not usedThere is no security related usage in 5G SBA. 
[bookmark: _Toc222137008]5.4.3	Assessment
Redirect-bBased fFlows as a feature is not applied in 5G SBA. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc222137009]5.5	BSP#5: Resource Owner Password Credentials Grant
[bookmark: _Toc222137010]5.5.1	Description of best practice
This best practice addresses rResource oOwner Ppassword cCredentials gGrant, as described in sectionclause 2.4 of RFC 9700 [2].
The resource owner password credentials grant is an OAuth 2.0 flow where the client directly uses the user’s username and password to obtain an access token, typically only used in highly trusted scenarios.
[bookmark: _Toc222137011]5.5.2	Usage in 5G SBA
Resource owner password credentials grant is not usedThere is no security related usage in 5G SBA.
[bookmark: _Toc222137012]5.5.3	Assessment
The Resource Owner Password Credentials Grant is an OAuth 2.0 flow where the client directly uses the user’s username and password to obtain an access token, typically only used in highly trusted scenarios. Resource oOwner pPassword cCredentials gGrant as a feature is not applied in 5G SBA. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc222137013]5.6	BSP#6: OAuth 2.0 Authorization Server Metadata
[bookmark: _Toc222137014]5.6.1	Description of best practice
This best practice addresses OAuth 2.0 Authorization Server Metadata, as described in sectionclause 2.6 of RFC 9700 [2].
Editor’s Note: Further description is FFS
Authorization servers publish OAuth Authorization Server Metadata according to RFC 8414 [y] to enable automatically security features, to reduce client misconfigurations and to facilitate rotation of cryptographic keys.
[bookmark: _Toc222137015]5.6.2	Usage in 5G SBA
There is no security related usage in 5G SBA.OAuth 2.0 Authorization Server Metadata is not used in 5G SBA. Cryptographic key rotation is facilitated by the access token retrieve key service operation.
[bookmark: _Toc222137016]5.6.3	Assessment
Editor’s Note: Assessment is FFS
OAuth 2.0 Authorization Server Metadata as a feature is not applied in 5G SBA security. Token-based authorization uses only a few and well-defined features of OAuth 2.0, so there is no need to enable automatically security features or reduce client misconfigurations. Therefore, no further investigation is required.
[bookmark: _Toc222137017]5.7	BSP#7: Termination of TLS at intermediary
[bookmark: _Toc222137018]5.7.1	Description of best practice
This best practice addresses Termination of TLS at intermediary, as described in sectionclause 2.6 and sectionclause 4.13 of RFC 9700 [2]. This current best practice is linked to the BSP#20.
[bookmark: _Toc222137019]5.7.2	Usage in 5G SBA
TLS terminating reverse proxy deployment architecture is not used in 5G SBA specifications.
There is no security related usage in 5G SBA.
[bookmark: _Toc222137020]5.7.3	Assessment
Termination of TLS at an intermediary that acts as reverse proxy on upper layer is a mechanism that is not applied in 5G SBA specifications. Therefore, no further investigation is required.
[bookmark: _Toc222137021]5.8	BSP#8: Cross- Oorigin Rresource Ssharing (authorization endpoint)
[bookmark: _Toc222137022]5.8.1	Description of best practice
This best practice addresses Cross- Oorigin Rresource Ssharing (authorization endpoint), as described in sectionclause 2.6 of RFC 9700 [2].
Editor’s Note: Further description is FFS
Cross origin resource sharing is layered on top of HTTP and allows responses to declare they can be shared with other origins.
[bookmark: _Toc222137023]5.8.2	Usage in 5G SBA
There is no security related usage in 5G SBA.Cross-Origin Resource Sharing is not used in 5G SBA.
[bookmark: _Toc222137024]5.8.3	Assessment
Editor’s Note: Assessment is FFS
Cross origin resource sharing (authorization endpoint) as a feature is not applied in 5G SBA security. Therefore, no further investigation is required.
[bookmark: _Toc222137025]5.9	BSP#9: Insufficient Redirection URI Validation
[bookmark: _Toc222137026]5.9.1	Description of best practice
This best practice addresses Insufficient Redirection URI Validation, as described in sectionclause 4.1 of RFC 9700 [2].
Editor’s Note: Further description is FFS
Insufficient validation of the Redirection URI effectively breaks client identification or authentication and allows an attacker to obtain an authorization code or access token.
[bookmark: _Toc222137027]5.9.2	Usage in 5G SBA
Redirection URIs are not used between the authorization server and the client in 5G SBA token-based authorization.
There is no security related usage in 5G SBA.
[bookmark: _Toc222137028]5.9.3	Assessment
Redirection URIs between the authorization server and the client are not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc222137029]5.10	BSP#10: Credential Leakage via Referer Headers
[bookmark: _Toc222137030]5.10.1	Description of best practice
This best practice addresses potential credential leakage via Referer headers, as described in sectionclause 4.2 of RFC 9700 [2].
Editor’s Note: Further description is FFS
Authorization codes or state values can unintentionally be disclosed to attackers through the Referer HTTP header.
[bookmark: _Toc222137031]5.10.2	Usage in 5G SBA
The Referer HTTP header is not used in 5G SBA.There is no security related usage in 5G SBA.
[bookmark: _Toc222137032]5.10.3	Assessment 
Editor’s Note: Assessment is FFS
Referer HTTP header as a feature is not applied to 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc222137033]5.11	BSP#11: Credential Leakage via Browser History
[bookmark: _Toc222137034]5.11.1	Description of best practice
This best practice addresses potential credential leakage via browser history, as described in sectionclause 4.32 of RFC 9700 [2].
Editor’s Note: Further description is FFS
Credential leakage via browser history refers to the unintended exposure of OAuth credentials (e.g., access tokens, authorization codes) when they are transmitted through front-channel mechanisms and become stored in a user-agent’s browser history.
[bookmark: _Toc222137035]5.11.2	Usage in 5G SBA
Browser-based authorization is not used in 5G SBA.There is no security related usage in 5G SBA.
[bookmark: _Toc222137036]5.11.3	Assessment
This practice is applicable to clients using a browser-based authorization and is not applied in 5G SBA Therefore, no further investigation is required.
[bookmark: _Toc222137037]5.12	BSP#12: Mix-Up Attacks
[bookmark: _Toc222137038]5.12.1	Description of best practice
This best practice addresses Mix-Up attacks, as described in sectionclause 4.4 of RFC 9700 [2].
Editor’s Note: Further description is FFS
OAuth client is configured to interact with multiple authorization servers, and at least one of those authorization servers is controlled or influenced by an attacker in such a scenario client may be unable to reliably distinguish which authorization server issued a particular authorization credential. The objective of the attacker is to obtain valid credentials such as an authorization code or an access token that were originally issued by a non-compromised authorization server. Rather than attacking that server directly, the attacker exploits the client’s confusion.
[bookmark: _Toc222137039]5.12.2	Usage in 5G SBA

Editor’s Note: Analysis on the usage is FFS
Applicable to only implicit or authorization code grant types. There is no security related usage in 5G SBA security.
[bookmark: _Toc222137040]5.12.3	Assessment
This practice is only applicable to only implicit or authorization code grant types, which areis not applied in 5G SBA Therefore, no further investigation is required.
[bookmark: _Toc222137041]5.13	BSP#13: Authorization Code Injection
[bookmark: _Toc222137042]5.13.1	Description of best practice
This best practice addresses potential Authorization Code injection, as described in sectionclause 4.5 of RFC 9700 [2].
An authorization code is a short-lived credential issued to the client, which the client later exchanges directly with the authorization server to obtain access tokens securely. An attacker who has gained access to an authorization code contained in an authorization response can try to redeem the authorization code for an access token.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137043]5.13.2	Usage in 5G SBA
Authorization codes are not used in 5G SBAThere is no security related usage in 5G SBA.
[bookmark: _Toc222137044]5.13.3	Assessment
Authorization code is not applied in 5G SBA security. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc222137045]5.14	BSP#14: Access Token Injection
[bookmark: _Toc222137046]5.14.1	Description of best practice
This best practice addresses potential aAccess tToken injection, as described in sectionclause 4.6 of RFC 9700 [2].
Applicable to implicit and authorization grant types, an access token injection attack happens when an attacker takes a stolen access token and tricks a legitimate application (the client) into accepting and using that token as if it were issued for the current login session.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137047]5.14.2	Usage in 5G SBA
Implicit grant type, which is a precondition for the attack, is not used in 5G SBAThere is no security related usage in 5G SBA.
[bookmark: _Toc222137048]5.14.3	Assessment
The attack is applicable to iImplicit grant type and this grant type is not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc222137049]5.15	BSP#15: Cross-Site Request Forgery
[bookmark: _Toc222137050]5.15.1	Description of best practice
This best practice addresses potential Cross-Site Request Forgery, as described in sectionclause 4.7 of RFC 9700 [2].
An attacker attempts to inject a request to the redirection URI of a legitimate client on a victim's device, e.g., to cause the client to access resources under the attacker's control.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137051]5.15.2	Usage in 5G SBA
Redirection URIs are not used in 5G SBAThere is no security related usage in 5G SBA.
[bookmark: _Toc222137052]5.15.3	Assessment
Redirection URI is not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc222137053]5.16	BSP#16: PKCE Downgrade Attack
[bookmark: _Toc222137054]5.16.1	Description of best practice
This best practice addresses PKCE downgrade attacks, as described in sectionclause 4.8 of RFC 9700 [2].
A PKCE downgrade attack happens when an attacker forces a login process to skip using PKCE, even though the authorization server supports it. This is possible when PKCE is optional instead of mandatory. PKCE (Proof Key for Code Exchange) is an OAuth 2.0 extension that prevents authorization code interception by having the client send a code challenge with the authorization request and later prove possession with a matching code verifier when exchanging the code.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137055]5.16.2	Usage in 5G SBA
PKCE is a security extension for the Authorization Code Grant, which is not used in 5G SBAThere is security no related usage in 5G SBA.
[bookmark: _Toc222137056]5.16.3	Assessment
PKCE as a feature is not applied in 5G SBA. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc222137057]5.17	BSP#17 Preventing Leakage via Metadata
[bookmark: _Toc222137058]5.17.1	Description of best practice
This best practice is foraddresses the prevention ofng leakage via OAuth 2.0 Authorization Server Metadata, as described in clause section 4.10.3 of RFC 9700 [2].
OAuth 2.0 Authorization Server Metadata is a standard way for an authorization server to publish its configuration (such as endpoints URL’s) so that clients can automatically discover how to interact with it.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137059]5.17.2	Usage in 5G SBA
OAuth 2.0 Authorization Server Metadata is not used in 5G SBAThere is no security related usage in 5G SBA.
[bookmark: _Toc222137060]5.17.3	Assessment
Editor’s Note: Assessment is FFS
OAuth 2.0 Authorization Server Metadata as a feature is not applied in 5G SBA security. Therefore, no further investigation is required.
[bookmark: _Toc222137061]5.18	BSP#18: Open Redirection
[bookmark: _Toc222137062]5.18.1	Description of best practice
This best practice addresses open redirection, as described in clause section 4.11 of RFC 9700 [2].
An attacker may use open redirectors to produce URLs pointing to a client to exfiltrate authorization codes and access tokens, or it can utilize a user’s trust in the authorization server to perform phishing attacks.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137063]5.18.2	Usage in 5G SBA
URL redirection is used in 5G SBA to redirect access token requests between trusted NRFs (see clause 5.19 307 Redirect), but it is not used in communication flows between the authorization server and the client or for sharing issued access tokens.
[bookmark: _Toc222137064]5.18.3	Assessment
Editor’s Note: Assessment is FFS
URL redirection as a feature is not applied while issuing access tokens in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc222137065]5.19	BSP#19: 307 Redirect
[bookmark: _Toc222137066]5.19.1	Description of best practice
This best practice addresses 307 redirect, as described in sectionclause 4.12 of RFC 9700 [2].
After a user submits their credentials with HTTP POST to the authorization server to authorize a client, the authorization server checks the credentials and redirects the user agent to the client’s redirection endpoint. If the authorization server uses redirection with status code 307, it discloses sensitive user credentials to the client.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137067]5.19.2	Usage in 5G SBA
Reference: clause 5.4.2.2.3 of TS 29.510 [3]
When multiple NRFs are deployed in one PLMN, one NRF (NRF-1) can request an OAuth2 access token from a different NRF (NRF-2) to address an access token request from an NF Service Consumer. The access token request between these two NRFs can be redirected to a third NRF (NRF-3).
If the access token request procedure with intermediate redirecting NRF described in clause 5.4.2.2.3 of TS 29.510 [z] is used, upon reception of the access token request and based on the information contained in the request and locally stored information, NRF-2 identifies the next hop NRF and redirects the request by returning HTTP "307 Temporary Redirect" response. The "307 Temporary Redirect" response contains a Location header field, where the host part of the URI in the Location header field represents the target NRF (NRF-3).
Upon reception of "307 Temporary Redirect" response, NRF-1 sends the Access token request to NRF-3 by using the URI contained in the Location header field of the "307 Temporary Redirect" response.
307 redirection is only used between NRFs for the access token request, where no sensitive credentials are shared.
There is no security related usage in 5G SBA.
[bookmark: _Toc222137068]5.19.3	Assessment
Editor’s Note: Assessment is FFS
In 5G SBA, 307 redirect is not used between the authorization server and the client. Additionally, the concept of a user providing credentials towards the authorization server to authorize a client does not apply in 5G SBA. Therefore, no further investigation is required.

[bookmark: _Toc222137069]5.20	BSP#20: TLS Terminating Reverse Proxies
[bookmark: _Toc222137070]5.20.1	Description of best practice
This best practice addressesis for TLS terminating reverse proxies, as described in sectionclause 4.13 of RFC 9700 [2] and in clause 5.7 of this document.
TLS terminating gateway acting as reverse proxies specifically on http layer where it normalizes, sanitizes and enforces policies on http headers.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137071]5.20.2	Usage in 5G SBA
TLS terminating reverse proxy deployment architecture is not used in 5G SBA specificationsThere is no security related usage in 5G SBA.
Editor’s Note: Further usage analysis is FFS
[bookmark: _Toc222137072]5.20.3	Assessment

Editor’s Note: Assessment is FFS
HTTP based header sanitization, normalization and enforcement as part of TLS terminating reverse proxies are not applied in 5G SBA security. Therefore, no further investigation is required.
[bookmark: _Toc222137073]5.21	BSP#21: Refresh Token Protection
[bookmark: _Toc222137074]5.21.1	Description of best practice
This best practice addressesis for rRefresh tToken pProtection, as described in sectionclause 4.14 of RFC 9700 [2].
The refresh token is used to request a new access token when needed, instead of keeping long-lasting access tokens active avoiding client proving its identity again when requesting a new token.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137075]5.21.2	Usage in 5G SBA
Refresh tokens are not usedThere is no security related usage in 5G SBA.
[bookmark: _Toc222137076]5.21.3	Assessment
Refresh tokens are not applied in 5G SBA as the tokens are expected to be short-lived already. Therefore, no further investigation is required.
[bookmark: _Toc222137077]5.22	BSP#22: Client Impersonating Resource Owner
[bookmark: _Toc222137078]5.22.1	Description of best practice
This best practice addresses scenarios of clients impersonating resource owners, as described in sectionclause 4.15 of RFC 9700 [2].
If a client can select its own client_id during registration with the authorization server, it may set it to a value identifying a resource owner to confuse the resource server and access resources belonging to the resource owner.
 

Editor’s Note: Further description is FFS
[bookmark: _Toc222137079]5.22.2	Usage in 5G SBA

Editor’s Note: Analysis on the usage is FFS
Resource owner is involved in other type of grants such as authorization code grant, hence there is no security related usage in 5G SBA.
[bookmark: _Toc222137080]5.22.3	Assessment
This practice is only applicable to only implicit or authorization code grant types, which areis not applied in 5G SBA Therefore, no further investigation is required.
[bookmark: _Toc222137081]5.23	BSP#23: Clickjacking
[bookmark: _Toc222137082]5.23.1	Description of best practice
This best practice addresses potential clickjacking, as described in sectionclause 4.16 of RFC 9700 [2].
In clickjacking attacks, an attacker embeds the authorization endpoint user interface in an innocuous context to deceive the user and obtain the user’s credentials.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137083]5.23.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
Browser-based user communication is not relevant to SBA and hence there is no security related usage in 5G SBA.

Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc222137084]5.23.3	Assessment
User interfaces and their usages are not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc222137085]5.24	BSP#24: Attacks on In-Browser Communication Flows
[bookmark: _Toc222137086]5.24.1	Description of best practice
This best practice addresses potential attacks on in-browser communication flows, as described in sectionclause 4.17 of RFC 9700 [2].
In-Browser Communication Flows are OAuth/OIDC interactions where the browser mediates communication between the authorization server and client, so tokens or codes transit through browser-side channels rather than only through direct server-to-server back channels.

Editor’s Note: Further description is FFS
[bookmark: _Toc222137087]5.24.2	Usage in 5G SBA
Browser-based authorization is not used in 5G SBAThere is no security related usage in 5G SBA.
[bookmark: _Toc222137088]5.24.3	Assessment
Editor’s Note: Assessment is FFS
This practice is applicable to clients using browser-based authorization and is not applied in 5G SBA Therefore, no further investigation is required.
[bookmark: _Toc222137089]5.25	BSP #25: Use Appropriate Algorithms
[bookmark: _Toc222137090]5.25.1	Description of best practice
This best practice addresses the use of appropriate algorithms, as described in clause section 3.2 of RFC 8725 [5].
Applications are required to accept only strong and up to date cryptographic algorithms for JWTs. If an algorithm is weak or not allowed, the JWTs are treated as invalid.
Specifically, usage of RSA-PKCS1 v1.5 is recommended to be avoided. 
Editor’s Note: Further analysis on the usage is FFS
5.25.2	Usage in 5G SBA
Reference: 6.3.3 of TS 33.210 [6]
It is required that the Use of "none" algorithm parameter is not supported. as specified in clause 6.3.3 of 33.210 [6] already. 
The JWS profile specifies additional requirements to the profile in JWA (RFC 7518 [y]). According to JWA, RSASSA-PKCS1-v1_5 is recommended or optional. The JWS profile in TS 33.210 [6] does not mention RSASSA-PKCS1-v1_5. However, the TLS 1.2 profile in clause 6.2.3 of TS 33.210 [6] mentions that "rsa_pkcs1 shall be supported" but also that "[u]sage of rsa_pkcs1 is not recommended".
[bookmark: _Toc222137091]5.25.3	Assessment

Editor’s Note: Further assessment is FFS
The use of “none” algorithm is already barred in the specs. Therefore, no further investigation is required.
Strong and up to date acceptable cryptographic algorithms are already specified, and the use of "none" algorithm is required to not be supported. It is recommended to update the JWS profile to not recommend the usage of RSASSA-PKCS1-v1_5.

[bookmark: _Toc222137092]5.26	BSP #26: Do Not Trust Received Claims
[bookmark: _Toc222137093]5.26.1	Description of best practice
This best practice addresses the trust of received claims as specified described in clause section 3.10 of RFC 8725 [5].
· The "kid" (key ID) header is used by the relying application to perform key lookup. Applications ensures validation of the received KID.
· Similarly, blindly following a "jku" (JWK set URL) or "x5u" (X.509 URL) header, which may contain an arbitrary URL, could result in server-side request forgery (SSRF) attacks. Applications are to be protect against such attacks, e.g., by validating the URL or to whitelist of allowed locations.
[bookmark: _Toc222137094]5.26.2	Usage in 5G SBA
Reference: clause 13.3.8.2 of TS 33.501[z3]
In 5G SBA, specifically with in the use of CCA tokens 13.3.8.2 of TS 33.501[3] where the use of x5u is pertinent, the x5u URL are not public or arbitrary and are assumed to be trusted via operator managed PKI, though the possibility of the CCA token bypass still exists.  
Reference: clause 6.3.3.3 of TS 33.210 [6]
The "x5u" header parameter is supported for CCA tokens. It is used to refer to a resource for the X.509 public key certificate or certificate chain used for signing the client authentication assertion. In the aforementioned specification, the usage and support of x5u is available but without mentioning further details on Tthe validation of the "x5u" URLs is not specified.. 
Reference: clause 6.3.3.1 of TS 33.210 [6]
In the aforementioned specification, the usage and support of “kid” header is available with further check made by the end pointThe "kid" header parameter is required to be supported for both CCA and access tokens. If the "kid" header parameter is used, the end point is required to check that the indicated "alg" in the JWT matches the one specified by the parameters“alg” pointed by the “kid” parameter. The validation of "kid" header parameter value is not specified.
The use of "jku" header parameter is not prohibited for CCA and access tokens. The validation of the "jku" URLs is not specified.
No specific requirement exists to protect these headers from modification.
Editor’s Note: Further analysis on the usage is FFS
[bookmark: _Toc222137095]5.26.3	Assessment

Editor’s Note: Assessment is FFS
[bookmark: _Toc222137096]5.27	BSP #27: Use Explicit Typing
[bookmark: _Toc222137097]5.27.1	Description of best practice
This best practice addresses the uUse of eExplicit tTyping as specified in clause section 3.11 of RFC 8725 [5].
Editor’s Note: Further description is FFS
Use Explicit Typing means clearly labeling the type of each token so that the system can verify it is being used only in its intended context and cannot be mistaken for another type.
Explicit Typing provides means to avoid confusing one kind of JWT for another. To avoid this, the JWT can include a header parameter to enable the validation of the JWT type.

[bookmark: _Toc222137098]5.27.2	Usage in 5G SBA
Editor’s Note: Analysis on the usage is FFS
Reference: clause 13.4.1 of TS 33.501 [3] and clause 6.3.5.2.3 of TS 29.510 [z]
Access tokens are JWTs that are issued by the NRF and enable NF Service Producers to authorize requests from NF Service requestors.
As specified in TS 29.510 clause 6.3.5.2.3 in the access token response, the information element “token_type” is set to “bearer”. 
Access tokens are required to include "iss", "sub", "aud", "scope" and "exp" claims, while also supporting many additional claims described in clause 6.3.5.2.4 of TS 29.510 [z].
Access token header parameters follow the restrictions of the JWS profile as specified in clause 6.3.3.1 and 6.3.3.4 of TS 33.210 [6].
For indirect communication the token type indicates it is a “CCA based token”.
Reference: clause 13.3.8 of TS 33.501 [3]
CCA tokens are JWTs that are issued by the NF Service Consumer and enable the NF Service Consumer to authenticate towards a receiving NF.
CCA tokens are required to include subject, iat, exp, and audience claims.
CCA token header parameters follow the restrictions of the JWS profile as specified in clause 6.3.3.1 and 6.3.3.3 of TS 33.210 [6].

[bookmark: _Toc222137099]5.27.3	Assessment
Editor’s Note: Assessment is FFS
Different kinds of JWTs are clearly separated through implicit typing in TS 33.501 [3]. CCA and access tokens have different issuers and  contain different claims. They also support slightly different header parameters. Therefore, no further investigation is required.
[bookmark: _Toc222137100]5.28	BSP #28: Validate Issuer and Subject
[bookmark: _Toc222137101]5.28.1	Description of best practice
This best practice addresses the Vvalidatione of Iissuer and Ssubject, as specified described in clause 3.8 of RFC 8725 [5].
When a JWT contains an "iss" (issuer) claim, the application validates that the cryptographic keys used for the cryptographic operations in the JWT belong to the issuer. Similarly, when the JWT contains a "sub" (subject) claim, the application validates that the subject value corresponds to a valid subject.
Editor’s Note: Further description is FFS
[bookmark: _Toc222137102]5.28.2	Usage in 5G SBA

Editor’s Note: Analysis on usage is FFS.
Reference: 13.4.1.1.2 of TS 33.501[3]: 
The claims in the access tokens issued by the NRF include the NF Instance Id of the NRF (issuer) and the NF Instance Id of the NF Service Consumer (subject).
The recipient NF Service Producer checks the integrity of the received JWT using the public key of the NRF which issued the token. This way it verifies that the cryptographic key used for signing the token belongs to the issuer.onsumer Instance ID is part of the “subject” claim matches to the one used during the mTLS handshake. 
In the direct communication case, the recipient NF Service Producer also checks that the NF Instance Id in the subject claim within the access token matches the NF Instance Id in the subjectAltName in the NF Service Consumer's TLS client certificate. This way it verifies that the subject of the token is valid.
In the indirect communication case, if the CCA is present in the service request, the NF Service Producer can check that the subject claim in the access token matches the subject claim in the CCA. Since the NF Service Producer also verifies that the subject claim in the CCA matches the NF instance Id in the public key certificate used for signing the CCA, the NF Service Producer also verifies the validity of the subject of the token.
In roaming, the validity of the subject claim cannot be verified, because the NF Service Producer does not have access to NF Service Consumer’s TLS client nor CCA certificate. 

Reference: 13.3.8.3 of TS 33.501[3]: 
In CCA token claims, the "issuer" and "subject" is the NF Service Consumer. 
The recipient NRF or NF Service Producer validates the signature of the JWS. It also verifies that the NF instance ID of the NFc in the CCA token matches the NF Instance ID in the public key certificate used for signing the CCA. This way it is verified that the cryptographic key used for signing the token belongs to the issuer and that the subject of the token is valid.
In the roaming case, it is not possible to validate the issuer and subject, as the NF Service Producer in the home PLMN will not be able to verify the signature of the NF Service Consumer in the visited PLMN unless cross-certification process is established between the two PLMNs.
[bookmark: _Toc222137103]5.28.3	Assessment
Editor’s Note: Assessment is FFS
[bookmark: _Toc222137104]5.29	BSP #29: Use and Validate Audience
[bookmark: _Toc222137105]5.29.1	Description of best practice
This best practice addresses the uUse and vValidate aAudience as specified in clause section 3.9 of RFC 8725 [5].
JWTs are required to contain an “aud" (audience) claim to validate if the recipient node is the intended "audience" for that particular token.
Editor’s Note: Further description is FFS
[bookmark: _Toc222137106]5.29.2	Usage in 5G SBA
Reference: clause 13.4.1.1.2 of TS 33.501 [3]: 
In 5G SBA, "aud" The access token claims are required to include the audience claim. (e.g NF type of the NF Service Producer) is currently applied.The NF Service Producer is required to verify that the audience claim matches its own identity or the NF type of the NF Service Producer.

Reference: clause 13.3.8.3 of TS 33.501[3]: 
the recipient node checks that the audience claim in the CCA matches its own type.
CCA tokens are required to include the NF type of the expected audience, i.e. the type "NRF" and/or the NF type of the NF Service Producer.
The NRF or NF Service Producer is required to check that the audience claim in the CCA matches its own type.
Editor’s Note : Further analysis on the usage is FFS
[bookmark: _Toc222137107]5.29.3	Assessment
Editor’s Note: Assessment is FFS
The inclusion of audience in the token claims is already required in 5G SBA. Additionally, the validation of "aud" claim in direct and indirect communication scenarios is required  at the recipient node in 5G SBA security. Therefore, no further investigation is required.
[bookmark: _Toc222137108]5.30	BSP#30: Validate Cryptographic Inputs
[bookmark: _Toc222137109]5.30.1	Description of best practice
This best practice addresses the vValidate cCryptographic iInputs, as described in clause section 3.4 of RFC 8725 [5]. While using Elliptic Curve cryptography (like ECDH-ES) for key exchange, , it’sit is important to make sure that the input keys or points are valid, meaning they actually belong according to the correct specified elliptic curve. and aren’t maliciously crafted.
[bookmark: _Toc222137110]5.30.2	Usage in 5G SBA
TS 33.210 [6], the validation of the such Cryptographic Inputs is implementation specific.
In 5G SBA, CCA and access tokens are signed using JWS. JWS as used in 5G SBA does not use elliptic curve key exchange, according to section 3.1 of RFC 7518 [y] (JSON Web Algorithms) and clause 6.3.3 (JWS profile) of TS 33.210 [6].
Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc222137111]5.30.3	Assessment
Editor’s Note: Assessment is FFS
This set of best practice is considered implementation specific. Therefore, no further investigation is required.
Elliptic curve key exchange is not used for JWTs in 5G SBA, so the validation of cryptographic inputs as described in section 3.3 of RFC 8725 [5] does not apply. Therefore, no further investigation is required.

[bookmark: _Toc222137112]5.31	BSP#31: Ensure Cryptographic Keys Have Sufficient Entropy
[bookmark: _Toc222137113]5.31.1	Description of best practice
This best practice addresses eEnsure cCryptographic kKeys hHave sSufficient eEntropy, as described in section clause 3.5 of RFC 8725 [5]. 
Cryptographic keys must are required to be truly random and strong and not predictable.
[bookmark: _Toc222137114]5.31.2	Usage in 5G SBA
While the use of cryptographic keys exists for JWT operations in 5G SBA as specified in clause 6.3 of TS 33.210 [6], the validation of such cryptographic entropy is implementation specific. 
The security related usage exists in 5G SBA but it is implementation specific.
Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc222137115]5.31.3	Assessment
Editor’s Note: Assessment is FFS
This best practice is considered implementation specific. Therefore, no further investigation is required.
[bookmark: _Toc222137116]5.32	BSP#32: Avoid Compression of Encryption Inputs
[bookmark: _Toc222137117]5.32.1	Description of best practice
This best practice addresses aAvoiding cCompression of eEncryption iInputs, as described in clausesection  3.6 of RFC 8725 [5].
 Avoiding the cCompression of eEncryption iInputs means do not compress data before encrypting it, because compression can create patterns that attackers can exploit to recover secret information from the encrypted data.
[bookmark: _Toc222137118]5.32.2	Usage in 5G SBA
Although it is not directly relevant to JWT operations in 5G SBA, the use of "null" compression method for TLS 1.2 has been specified in clause 6.2.3 of TS 33.210 [6].
Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc222137119]5.32.3	Assessment

5G SBA does not use compression of encryption inputs. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc222137120]5.33	BSP#33: Use Mutually Exclusive Validation Rules for Different Kinds of JWTs
[bookmark: _Toc222137121]5.33.1	Description of best practice
This best practice addresses Use mMutually eExclusive vValidation rRules for Different Kinds of JWTs, as described in sectionclause 3.12 of RFC 8725 [5]. 
If more than one kind of JWTs can be issued by the same issuer, it is required to prevent the substitution of JWTs from one context into another.
[bookmark: _Toc222137122]5.33.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
Editor’s Note: Analysis on the usage is FFS
Reference: clause 13.3.8 of TS 33.501 [3]
CCA tokens are JWTs that are issued by the NF Service Consumer and enable the NF Service Consumer to authenticate towards a receiving NF.
Reference: clause 13.4.1 of TS 33.501 [3]
Access tokens are JWTs that are issued by the NRF and enable NF Service Producers to authorize requests from NF Service requestors.
 the information element “token_type” is set to “bearer” and other utilizing CCA token type for indirect communication, both them have different validation rules. 
[bookmark: _Toc222137123]5.33.3	Assessment
Editor’s Note: Assessment is FFS
Both token types, access tokens and CCA tokens, have exclusive independent validation rules as described in clause 5.27. Therefore, no further investigation is required.
[bookmark: _Toc222137124]5.34	BSP#34: Use UTF-8
[bookmark: _Toc222137125]5.34.1	Description of best practice
This best practice addresses using UTF-8, as described in section 3.7 of RFC 8725 [5].
JSON in Header Parameters and JWT Claims Sets needs to be encoded and decoded in UTF-8.
[bookmark: _Toc222137126]5.34.2	Usage in 5G SBA
Clause 5.4 of TS 29.500 [z] mandates UTF-8 encoding for the content of JSON attributes.
[bookmark: _Toc222137127]5.34.3	Assessment
This best practice is already mandatory in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc222137128]5.35	BSP#35: Performing algorithm verification
[bookmark: _Toc222137129]5.35.1	Description of best practice
This best practice addresses performing algorithm verification, as described in section 3.1 of RFC 8725 [5].
Libraries are required to use only algorithms specified by the caller and to ensure that the "alg" or "enc" header specifies the same algorithm which is used to perform cryptographic operations.
Each key is required to be used with exactly one algorithm, and this is required to be checked when the cryptographic operation is performed.
[bookmark: _Toc222137130]5.35.2	Usage in 5G SBA
The guidelines and best practices on algorithm verification are directed towards software libraries that perform cryptographic operations, which are not specified in 3GPP 5G SBA.
[bookmark: _Toc222137131]5.35.3	Assessment
Guidelines and best practices for software libraries that perform cryptographic operations are not applicable to 3GPP 5G SBA specifications. Therefore, no further investigation is required.
[bookmark: _Toc222137132]5.36	BSP#36: Validating all cryptographic operations
[bookmark: _Toc222137133]5.36.1	Description of best practice
This best practice addresses the validation of all cryptographic operations, as described in section 3.3 of RFC 8725 [5].
All cryptographic operations used in the JWT are required to be validated and the entire JWT is required to be rejected if any of them fail to validate.
[bookmark: _Toc222137134]5.36.2	Usage in 5G SBA
Reference: clause 13.3.8.3 of TS 33.501 [3]
The validation of JWS signature of the CCA token follows the guidelines described in RFC 7515 [z]. However, it is not explicitly mentioned that if the validation of the signature fails, the CCA token is required to be rejected.
Reference: clause 6.7.5 of TS 29.500 [v]
If the verification of the CCA fails at the receiving entity (e.g. NRF or NF Service Producer), a "403 Forbidden" response is required to be returned with the cause attribute set to "CCA_VERIFICATION_FAILURE".
Reference: clause 13.4.1.1.2 of TS 33.501 [3]
The NF Service Producer ensures the integrity of the token by verifying the signature using NRF's public key or checking the MAC value using the shared secret. At the end of the procedure that describes the service access request based on token verification, it is mentioned that if the verification is not successful, the NF Service Producer is required to reply based on OAuth 2.0 error response defined in RFC 6749 [y].
[bookmark: _Toc222137135]5.36.3	Assessment
For access token verification, it is specified that if the verification of the token fails, the NF Service Producer is required to reject the service request by sending an error response to the requester NF. For CCA token verification, such Stage 2 specification is missing. However, it is specified how to handle verification failure in Stage 3 specification for both.
It is recommended to align with stage 3 by updating clause 13.3.8.3 of TS 33.501 [3] to mention that the service request is required to be rejected when the CCA token verification procedure fails.
[bookmark: _Toc222137136]5.37	BSP#37: Using end-to-end TLS between the client and the resource server
[bookmark: _Toc222137137]5.37.1	Description of best practice
This best practice addresses end-to-end TLS communication between the client and the resource server, as described in section 2.6 of RFC 9700 [2].
It is recommended to use end-to-end TLS between the client and the resource server.
[bookmark: _Toc222137138]5.37.2	Usage in 5G SBA
Reference: clause 13.3.2.1 of TS 33.501 [3]
In direct communication, authentication between a NF Service Consumer and a NF Service Producer within one PLMN can be achieved either through protection at the transport layer for mutual authentication or implicitly by NDS/IP or physical security. Specifically, if the PLMN uses token-based authorization, the network is required to use protection at the transport layer.
Reference: clause 13.3.2.2 of TS 33.501 [3]
In indirect communication scenarios, the NF Service Producer and the NF Service Consumer are required to use implicit authentication by relying on authentication between NF Service Consumer and SCP, and between SCP and NF Service Producer, provided by the transport layer protection solution, NDS/IP, or physical security. In this case, mutual authentication between NF Service Consumer and NF Service Producer is not achieved with hop-by-hop security.
[bookmark: _Toc222137139]5.37.3	Assessment
Editor’s Note: Assessment is FFS
[bookmark: _Toc222137140]5.38	BSP#38: Configuration of client_id
[bookmark: _Toc222137141]5.38.1	Description of best practice
This best practice addresses the configuration of the client_id, as described in section 2.6 of RFC 9700 [2] and in clause 5.22 of this document.
It is recommended that authorization servers do not allow clients to influence their client_id or any other claim that could cause confusion with a genuine resource owner.
[bookmark: _Toc222137142]5.38.2	Usage in 5G SBA
In 5G SBA, only client credentials grant is used, which does not involve resource owners.
[bookmark: _Toc222137143]5.38.3	Assessment
This practice is not applicable for the client credentials grant type, which is applied to 5G SBA. Therefore, no further investigation is required.

[bookmark: _Toc222137144]5.X	BSP#X: <Title>
[bookmark: _Toc222137145]5.X.1	Description of best practice
Editor’s Note: This clause identifies and documents the target measure/practice and includes the precise reference from RFC 9700 and RFC 8725. The intention is not to copy content but a condense summary of the exact practice/measure captured from the RFCs.
[bookmark: _Toc222137146]5.X.2	Usage in 5G SBA
Editor’s Note: This clause discusses for the security related mechanism that are outlined in the RFC 9700 and RFC 8725 whether and how those are being applied in current 3GPP specifications, e.g., token replay, token validation, JWT signature bypass, etc. References to the specification clause in 33.501 will be given.
Reference: 
A summary of the TS text reference

Reference: 
A summary of the TS text reference
[bookmark: _Toc222137147]5.X.3	Assessment 
Editor’s Note: Short info on whether controls/measures in SBA are optional and mandatory / applied or not applied. reference to the suggestion from RFC on mitigation for controls not applied. 
[bookmark: _Toc222137148]6	Conclusions
Editor’s Note: This clause provides a conclusion for relevant assessment results. Whether the best practice is relevant in 5G and whether it has been applied? Statement on what to do with relevant best practices that are not applied in 5G?
Editor’s Note: Provide a statement on whether future steps are envisioned. 
[bookmark: _Toc222137149]
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