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[bookmark: foreword][bookmark: _Toc222133883]Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
[bookmark: introduction]The constructions "is" and "is not" do not indicate requirements.
[bookmark: scope][bookmark: _Toc222133884]
1	Scope
The present document contains requirements and test cases that are specific to the CAPIF Core Function network product class. It refers to the Catalogue of General Security Assurance Requirements [2] and formulates specific adaptations of the requirements and test cases given there, as well as specifying requirements and test cases unique to the CAPIF Core Function network product class.
[bookmark: references][bookmark: _Toc222133885]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[3]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[4]	3GPP TS 33.122: " Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".
[5]	3GPP TS 23.222: “Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs”.
[bookmark: definitions][bookmark: _Toc222133886]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc222133887]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1], 3GPP TS 33.122[4] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
[bookmark: _Toc222133888]3.2	Symbols
Void.
[bookmark: _Toc222133889]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
CAPIF	Common API Framework
CCF	CAPIF Core Function

[bookmark: clause4][bookmark: _Toc222133890]4	CCF-specific security requirements and related test cases
[bookmark: _Toc460256637][bookmark: _Toc518290615][bookmark: _Toc131601995][bookmark: _Toc222133891]4.1	Introduction
CCF network product class specific security requirements include both, requirements derived from the security aspects of the Common API Framework (CAPIF) as specified in TS 33.122 [4] as well as security requirements derived from threats specific to the CCF network product class as described in TR 33.926 [3]. Generic security requirements and test cases common to other network product classes are specified in TS 33.117 [2] and are not repeated in the present document.
[bookmark: _Toc460256638][bookmark: _Toc518290616][bookmark: _Toc131601996][bookmark: _Toc222133892]4.2	CCF-specific adaptations of security functional requirements and related test cases
[bookmark: _Toc26882821][bookmark: _Toc137735093][bookmark: _Toc219659309][bookmark: _Toc222133893]4.2.1	Introduction
The present clause describes the security functional requirements and the corresponding test cases for the CCF network product class. The proposed security requirements are classified into two groups:
-	 Security functional requirements derived from the security aspects of the Common API Framework (CAPIF) for 3GPP northbound APIs specified in TS 33.122 [4].
-	General security functional requirements, which include requirements not already addressed in TS 33.122 [4] but whose support is also important to ensure that CCF conforms to a common security baseline, as detailed in clause 4.2.3.
[bookmark: _Toc22551127][bookmark: _Toc22551977][bookmark: _Toc26882823][bookmark: _Toc137735095][bookmark: _Toc219659310][bookmark: _Toc222133894]4.2.2	Security functional requirements on the CCF deriving from 3GPP specifications and related test cases
The present clause specifies CCF-specific security functional requirements and related test cases derived from the security procedures and mechanisms defined for the Common API Framework in TS 33.122 [4].
The security functional requirements addressed in the present clause relate to CCF security procedures, including onboarding and offboarding of API invokers, authentication and authorization, resource owner-aware northbound API access, nested API invocation, and CCF interconnection.

[bookmark: _Toc222133895]4.2.2.1 	Authorization for nested API invocation at the CCF 
Requirement Name: Authorization for nested API invocation at the CCF
Requirement Reference: TS 33.122 [4], clause 6.14, step 3b 
Requirement Description: During nested API invocation, the CCF validates whether the requesting API Exposing Function is allowed to access the requested service API and validates the access token provided by the API invoker before generating a new access token, as specified in TS 33.122 [4], clause 6.14, step 3b.
Threat References: TR 33.926 [3], Unauthorized Access via Nested API Invocation (discussion) 
Test Case: 
Test Name: TC_CCF_AUTHZ_NESTED_API_INVOCATION
Purpose:
To verify that the CCF enforces authorization checks during the nested API invocation token exchange procedure when the requesting API Exposing Function is not authorized to access the requested service API.
Pre-Conditions:
-	The CCF network product is deployed in an emulated or real network environment.
-	Two API Exposing Functions (AEF-1 and AEF-2) are registered with the CCF and belong to the same API provider domain.
-	An API invoker is onboarded and has obtained a valid access token for invoking a service API exposed by AEF-1.
-	The CCF is configured such that AEF-1 is not authorized to access at least one service API exposed by AEF-2.
-	The test is executed in a non-RNAA scenario.
Execution Steps:
1. The API invoker invokes a service API exposed by AEF-1 using a valid access token.
2. Based on the received service API invocation request, AEF-1 initiates a token exchange request towards the CCF in accordance with the nested API invocation procedure defined in TS 33.122 [4], clause 6.14.
3. The token exchange request includes the access token obtained by the API invoker as the subject token and identifies the target service API exposed by AEF-2.
4. The CCF processes the token exchange request and evaluates whether AEF-1 is allowed to access the requested service API exposed by AEF-2.
Expected Results:
-	A new access token for invocation of the service API exposed by AEF-2 is not generated by the CCF.
-	The CCF returns an error response to the token exchange request indicating that the authorization validation associated with the nested API invocation was not successful.
Expected format of evidence: 
Logs and the communication flow saved in a .pcap file.
The evidence includes the token exchange request sent by AEF-1 and the corresponding response returned by the CCF.

[bookmark: _Toc222133896]4.2.2.2	AEF_PSK Computation Verification
Requirement Name: AEF_PSK Computation Verification
Requirement Reference: TS 33.122 [4], clause 6.5.2.1
Requirement Description: The Key AEF_PSK is bound to an API Exposing Function and derived as specified in Annex A of TS 33.122 [4].
Threat References: TR 33.926 [3], Annex [AA.2.2.X – Incorrect AEF_PSK returned]
Test Case:
Test Name: TC_VERIFY_AEF_PSK
Purpose:
Verify that the CCF computes the AEF_PSK correctly.
Pre-Condition:
-	The tester has access to the CCF via the CAPIF-1(e), CAPIF-3, and CAPIF-4 interface.
-	The tester is permitted to register an API invoker with the CCF.
-	The tester is permitted to register an API Exposing Function with the CCF.
Execution Steps:
Test Case 1: Verify AEF_PSK computation
1.	The tester triggers the CCF to register a new API Exposing Function by sending a Service API publish request to the CCF via the CAPIF-4 interface as explained in section 8.3.3 of 23.222 [5]. The Service API publish request must at least allow for the authentication via the TLS-PSK method.
2.	The tester triggers the CCF to register a new API Invoker by sending an Onboard API invoker request to the CCF via the CAPIF-1(e) interface as explained in section 8.1.3 of 23.222 [5].
3.	The tester derives AEF_PSK according to Annex A using the onboarding information received from the CCF in step 2 as specified in section 6.5.2.1 of 33.122 [4].
4.	The tester sends a security information request to the CCF via the CAPIF-3 interface as specified in section 6.5.2.1 of 33.122 [4] requesting the security information for the registered API Exposing Function and corresponding API invoker, and retrieves the AEF_PSK’ from the response.
5.	The tester compares the AEF_PSK derived in step 3 with the AEF_PSK’ received in step 4.
Test Case 2: Verify AEF_PSK selection
1.	The tester triggers the CCF to register a new API Exposing Function by sending a Service API publish request to the CCF via the CAPIF-4 interface as explained in section 8.3.3 of 23.222 [5]. The Service API publish request must at least allow for the authentication via the TLS-PSK method.
2.	The tester triggers the CCF to register two new API Invokers (API Invoker A and API Invoker B) by sending two Onboard API invoker requests to the CCF via the CAPIF-1(e) interface as explained in section 8.1.3 of 23.222 [5].
3.	The tester derives AEF_PSK for both API Invoker A and API Invoker B with the information received from the CCF in step 2 as specified in section 6.5.2.1 of 33.122 [4].
4.	The tester sends two security information requests for the security information for both API Invoker A and API Invoker B to the CCF via the CAPIF-3 interface as specified in section 6.5.2.1 of 33.122 [4] requesting the security information for the registered API Exposing Function and corresponding API invoker, and retrieves the AEF_PSK’ from both responses.
5.	The tester compares the AEF_PSK derived in step 3 with the AEF_PSK’ received in step 4 for API Invoker A and API Invoker B.
Expected Results:
For test case 1, the AEF_PSK derived in step 3 by the tester according to Annex A must match the AEF_PSK’ returned by the CCF for the registered API Exposing Function and API invoker in step 4.
For test case 2, AEF_PSK derived in step 3 for API Invoker A must match AEF_PSK received in step 4 for API Invoker A and AEF_PSK derived in step 3 for API Invoker B must match AEF_PSK received in step 4 for API Invoker B.
Expected format of evidence:
-	Evidence suitable for the interface, e.g., evidence can be presented in the form of log messages or a packet trace. A packet trace must at least contain the messages sent on the CAPIF-1(e), CAPIF-3, and CAPIF-4 interfaces.
-	The AEF_PSK values computed by the tester as well as the AEF_PSK values received from API invokers

[bookmark: _Toc22022974][bookmark: _Toc22565476][bookmark: _Toc26877907][bookmark: _Toc153454909][bookmark: _Toc222133897]4.2.2.3	Validation of Onboarding Credentials
Requirement Name: Validation of Onboarding Credentials
Requirement Reference: TS 33.122 [4], clause 6.1
Requirement Description: The CCF validates the enrolment credential (e.g., OAuth 2.0 access token). If validation of the credential (the OAuth 2.0 access token in this example) is successful, the CCF generates an API invoker's profile as specified in TS 23.222 [5] which can contain the selected method for AEF authentication and authorization between the API Invoker and the AEF (see subclause 6.5.2)
[bookmark: _Hlk221770858]NOTE:	Test cases 3 and 4 are only applicable if OAuth 2.0 JWT access tokens are used as onboarding credentials.
Threat References: TR 33.926 [3], Annex [AA.2.2.X – Incorrect validation of onboarding credential by CCF]
Test Case:
Test Name: TC_CAPIF_CF_VALIDATE_ONBOARDING_CREDENTIAL
Purpose:
Verify that the CCF denies invalid onboarding credentials.
Pre-Condition:
-	The tester has access to the CCF via the CAPIF-1(e) interface.
-	The tester is permitted to register an API invoker with the CCF.
Execution Steps:
Test Case 1: Valid Onboarding Credentials
The tester sends an Onboard API Invoker request to the CCF via the CAPIF-1(e) interface with valid onboarding credentials.
Test Case 2: No Onboarding Credentials
The tester sends an Onboard API Invoker request to the CCF via the CAPIF-1(e) interface without providing an onboarding credential.
Test Case 3: Verification failure of access token integrity.
The tester sends an Onboard API Invoker request to the CCF via the CAPIF-1(e) interface with an access token that has an invalid signature.
Test Case 4: Expired access token.
The tester sends an Onboard API Invoker request to the CCF via the CAPIF-1(e) interface with an access token that has expired.
Expected Results:
For test case 1, the CCF must accept the request to onboard the API Invoker.
For test cases 2, the CCF must deny the request to onboard the API Invoker and return an error response, as the CCF recognizes the absence of an onboarding credential.
For test cases 3, the CCF must deny the request to onboard the API Invoker and return an error response, as the CCF verifies the access token and detects that the signature is invalid.
For test cases 4, the CCF must deny the request to onboard the API Invoker and return an error response, as the CCF verifies the access token and detects that it has expired. 
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of log messages or a packet trace. A packet trace must at least contain the messages sent on the CAPIF-1(e) interface.

[bookmark: _Toc222133898]4.2.2.4	Validation of resOwnerId claim in RNAA enabled CCF deployment
Requirement Name: Validation of resOwnerId claim 
Requirement Reference: TS 33.122 [4], clause 6.5.3.1
Requirement Description: API Exposing Function does the authorization check of the API invocation request for accessing the resources of the resource owner. API Exposing Function checks the request against the token, including:
1. checking the token integrity and
2. checking whether the GPSI (if present) in the API invocation request is compliant with the resOwnerId in the access token. As the token includes resOwnerId, there is no need for additional UE authentication in API invocation. Moreover, the token can restrict the API invoker to a specific resource (e.g., location, QoS, PDN connectivity status) of the resource owner.
Threat References: TR 33.926 [3], Annex [AA.2.2.X – Failure to validate resOwnerId claim in RNAA enabled CCF deployment]
Test Case:
Test Name: TC_INCORRECT_RES_OWNER_ID
Purpose:
Verify that the API Exposing Function does not allow an API Invoker to access resources of a resource owner when there is a resOwnerId claim in the access token and the resOwnerId claim in the access token does not match the resOwnerId/GPSI in the API invocation request.
Pre-Condition:
-	The tester has access to the CCF via the CAPIF-1(e) interface.
-	The tester has access to an API Exposing Function that supports Resource owner-aware Northbound API Access (RNAA) via the CAPIF-2(e) interface.
-	An API Invoker has been onboarded to the CCF. The tester has access to the API Invoker.
-	The API Invoker has been granted access by the resource owner to access its data via the API Exposing Function.
Execution Steps:
Testcase 1: positive
1.	The tester sends a request to the CCF over the CAPIF-1(e) interface to retrieve an access token bound to resOwnerId for accessing the API Exposing Function. The response of the CCF must include an access token with a resOwnerId claim.
2.	The tester sends an API invocation request to the API Exposing Function over the CAPIF-2(e) interface using the access token retrieved in step 1. The request must target resources for the same resOwnerId/GPSI as included in the resOwnerId claim of the access token.
Testcase 2: negative
1.	The tester sends a request to the CCF over the CAPIF-1(e) interface to retrieve an access token bound to resOwnerId for accessing the API Exposing Function. The response of the CCF must include an access token with a resOwnerId claim.
2.	The tester sends an API invocation request to the API Exposing Function over the CAPIF-2(e) interface. The request shall target resources belonging to resOwnerId’/GPSI, where resOwnerId’/GPSI is different from resOwnerId contained in the access token in step 1. The AEF validates the access token and the resOwnerId claim.
Expected Results:
In testcase 1 the API Exposing Function accepts the API invocation request and allows access to the requested resources.
In testcase 2 the API Exposing Function rejects the API invocation request and returns an error message indicating an authorization failure due to resource owner mismatch.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of log messages or a packet trace. A packet trace must at least contain the messages sent on the CAPIF-1(e) and CAPIF-2(e) interfaces.

[bookmark: _Toc222133899]4.2.2.5	Revocation of RNAA enabled access token
Requirement Name: Revocation of RNAA enabled access token
Requirement Reference: TS 33.122 [4], clause 6.5.3.4
Requirement Description: API Exposing Function, storing the information about the RNAA-related revoked token, checks whether the token presented by an API invoker is revoked or not, before responding to the API invoker’s invocation request.
NOTE:	This test case is only applicable, if the AEF is deployed in an RNAA-enabled CCF deployment and if the AEF supports RNAA access token revocation procedure.
Threat References: TR 33.926 [3], Annex [AA.2.2.X – Failure to validate access token revocation list]
Test Case:
Test Name: TC_REVOCATION_RNAA_ACCESS_TOKEN
Purpose:
Verify that the API Exposing Function does not provide access to an API Invoker with a RNAA-related revoked access token in an RNAA enabled CCF deployment.
Pre-Conditions:
-	The tester has access to the API Exposing Function via the CAPIF-2(e) and CAPIF-3 interface.
-	The tester has access to a CCF that is able to create RNAA-enabled access tokens (e.g., token itself or token id) for the API Exposing Function. The CCF may be simulated.
-	The API Exposing Function revocation list in initially empty before TC1
Execution Steps:
Test Case 1: No revocation of the RNAA-enabled access token
1.	The tester requests an RNAA-enabled access token from the CCF.
2.	The tester sends an API invocation request to the API Exposing Function using the RNAA-related token (e.g., token itself or token id) from step 1. The tester requests data from the resOwnerId included in the RNAA-related token.
Test Case 2: Revocation of the RNAA-enabled access token
1.	The tester requests an RNAA-enabled access token from the CCF.
2.	The tester sends a Revoke API Invoker Authorization request associated with the RNAA-related token (e.g., token itself or token id) obtained in step 1 via the CAPIF-3 interface to the API Exposing Function. The request contains information in the RNAA-related token (e.g., token itself or token id) for identification of the RNAA-related token from step 1.
3.	The tester sends an API invocation request to the API Exposing Function using the RNAA-related token from step 1. The tester requests data from the resource owner ID included in the RNAA-related token.
Expected Results:
For test case 1, the API Exposing Function accepts the API invocation request and replies with a successful response.
For test case 2, the API Exposing Function rejects the API invocation request with an error message indicating that the RNAA-related token is revoked.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of log messages or a packet trace. A packet trace must at least contain the messages sent on the CAPIF-2(e) and CAPIF-3 interfaces.

[bookmark: _Toc22551129][bookmark: _Toc22551979][bookmark: _Toc26882825][bookmark: _Toc137735098][bookmark: _Toc219659311][bookmark: _Toc222133900]4.2.3	Technical Baseline
[bookmark: _Toc222133901]4.2.3.1		Introduction
The present clause provides baseline technical requirements
[bookmark: _Toc22551131][bookmark: _Toc22551981][bookmark: _Toc26882827][bookmark: _Toc137735100]4.2.3.2	Protecting data and information
[bookmark: _Toc22551132][bookmark: _Toc22551982][bookmark: _Toc26882828][bookmark: _Toc137735101][bookmark: _Toc222133902]4.2.3.2.1			Protecting data and information – general
There are no CCF-specific additions to clause 4.2.3.2.1 of TS 33.117 [2].
[bookmark: _Toc22551133][bookmark: _Toc22551983][bookmark: _Toc26882829][bookmark: _Toc137735102][bookmark: _Toc222133903]4.2.3.2.2			Protecting data and information – unauthorized viewing
There are no CCF-specific additions to clause 4.2.3.2.2 of TS 33.117 [2].
[bookmark: _Toc22551134][bookmark: _Toc22551984][bookmark: _Toc26882830][bookmark: _Toc137735103][bookmark: _Toc222133904]4.2.3.2.3			Protecting data and information in storage
There are no CCF-specific additions to clause 4.2.3.2.3 of TS 33.117 [2].
[bookmark: _Toc22551135][bookmark: _Toc22551985][bookmark: _Toc26882831][bookmark: _Toc137735104][bookmark: _Toc222133905]4.2.3.2.4	Protecting data and information in transfer
There are no CCF-specific additions to clause 4.2.3.2.4 of TS 33.117 [2].
[bookmark: _Toc22551136][bookmark: _Toc22551986][bookmark: _Toc26882832][bookmark: _Toc137735105][bookmark: _Toc222133906]4.2.3.2.5	Logging access to personal data
There are no CCF-specific additions to clause 4.2.3.2.5 of TS 33.117 [2].
[bookmark: _Toc22551137][bookmark: _Toc22551987][bookmark: _Toc26882833][bookmark: _Toc137735106][bookmark: _Toc222133907]4.2.3.3	Protecting availability and integrity
There are no CCF-specific additions to clause 4.2.3.3 of TS 33.117 [2].
[bookmark: _Toc22551138][bookmark: _Toc22551988][bookmark: _Toc26882834][bookmark: _Toc137735107][bookmark: _Toc222133908]4.2.3.4	Authentication and authorization
There are no CCF-specific additions to clause 4.2.3.4 of TS 33.117 [2].
[bookmark: _Toc22551139][bookmark: _Toc22551989][bookmark: _Toc26882835][bookmark: _Toc137735108][bookmark: _Toc222133909]4.2.3.5	Protecting sessions
There are no CCF-specific additions to clause 4.2.3.5 of TS 33.117 [2]. 
[bookmark: _Toc22551140][bookmark: _Toc22551990][bookmark: _Toc26882836][bookmark: _Toc137735109][bookmark: _Toc222133910]4.2.3.6	Logging
There are no CCF-specific additions to clause 4.2.3.6 of TS 33.117 [2].

[bookmark: _Toc22551141][bookmark: _Toc22551991][bookmark: _Toc26882837][bookmark: _Toc137735110][bookmark: _Toc219659312][bookmark: _Toc222133911]4.2.4	Operating Systems
There are no CCF-specific additions to clause 4.2.4 of TS 33.117 [2].
[bookmark: _Toc22551142][bookmark: _Toc22551992][bookmark: _Toc26882838][bookmark: _Toc137735111][bookmark: _Toc219659313][bookmark: _Toc222133912]4.2.5	Web Servers
There are no CCF-specific additions to clause 4.2.5 of TS 33.117 [2].
[bookmark: _Toc22551143][bookmark: _Toc22551993][bookmark: _Toc26882839][bookmark: _Toc137735112][bookmark: _Toc219659314][bookmark: _Toc222133913]4.2.6	Network Devices
There are no CCF-specific additions to clause 4.2.6 of TS 33.117 [2].
[bookmark: _Toc460256677][bookmark: _Toc518290623][bookmark: _Toc131602003][bookmark: _Toc222133914]4.3	CCF-specific adaptations of hardening requirements and related test cases
[bookmark: _Toc22551146][bookmark: _Toc22551996][bookmark: _Toc26882842][bookmark: _Toc137735115][bookmark: _Toc219659316][bookmark: _Toc222133915]4.3.1	Introduction
The requirements proposed hereafter (with the relative test cases) aim to securing the CCF network product class by reducing its surface of vulnerability. In particular, the identified requirements aim to ensure that all the default configurations of the CCF (including operating system software, firmware and applications) are appropriately set.
[bookmark: _Toc22551147][bookmark: _Toc22551997][bookmark: _Toc26882843][bookmark: _Toc137735116][bookmark: _Toc219659317][bookmark: _Toc222133916]4.3.2	Technical baseline
There are no CCF-specific additions to clause 4.3.2 of TS 33.117 [2].
[bookmark: _Toc22551148][bookmark: _Toc22551998][bookmark: _Toc26882844][bookmark: _Toc137735117][bookmark: _Toc219659318][bookmark: _Toc222133917]4.3.3	Operating systems
There are no CCF-specific additions to clause 4.3.3 of TS 33.117 [2].
[bookmark: _Toc22551149][bookmark: _Toc22551999][bookmark: _Toc26882845][bookmark: _Toc137735118][bookmark: _Toc219659319][bookmark: _Toc222133918]4.3.4	Web servers
There are no CCF-specific additions to clause 4.3.4 of TS 33.117 [2].
[bookmark: _Toc22551150][bookmark: _Toc22552000][bookmark: _Toc26882846][bookmark: _Toc137735119][bookmark: _Toc219659320][bookmark: _Toc222133919]4.3.5	Network devices
There are no CCF-specific additions to clause 4.3.5 of TS 33.117 [2].
[bookmark: _Toc22551151][bookmark: _Toc22552001][bookmark: _Toc26882847][bookmark: _Toc137735120][bookmark: _Toc219659321][bookmark: _Toc222133920]4.3.6	Network functions in service-based architecture
There are no CCF-specific additions to clause 4.3.6 of TS 33.117 [2].
[bookmark: _Toc460256683][bookmark: _Toc518290629][bookmark: _Toc131602009][bookmark: _Toc222133921]4.4	CCF-specific adaptations of basic vulnerability testing requirements and related test cases
[bookmark: _Toc137735122][bookmark: _Toc219659323][bookmark: _Toc222133922]4.4.1	Introduction
[bookmark: _Toc35348462][bookmark: _Toc114146586][bookmark: _Toc137735123][bookmark: _Toc219659324][bookmark: _Toc222133923]4.4.2	Port Scanning
[bookmark: _Toc35348463][bookmark: _Toc114146587][bookmark: _Toc137735124][bookmark: _Toc219659325][bookmark: _Toc222133924]4.4.3	Vulnerability scanning
[bookmark: _Toc35348464][bookmark: _Toc114146588][bookmark: _Toc137735125][bookmark: _Toc219659326][bookmark: _Toc222133925]4.4.4	Robustness and fuzz testing 

[bookmark: _Toc222133926]
Annex A (informative):
Change history
	[bookmark: historyclause]Change history

	Date
	Meeting
	TDoc
	CR
	Rev
	Cat
	Subject/Comment
	New version

	2026-01
	SA3#126
	S3-260278
	
	
	
	TS Skeleton
	0.1.1

	2026-02
	SA3#126
	S3‑260970
	
	
	
	Updating editorial comment for S3-260278
	0.1.2

	2026-02
	SA3#126
	[bookmark: S3-260970]S3‑260971
	
	
	
	Incorporating S3-260643, S3-260286, S3-260705,S3-260287, S3-260972,S3-260941,S3-260973, S3-260936,S3-260288
	0.2.0



 

3GPP
image2.emf
 


oleObject1.bin
[image: image1.png]=

A GLOBAL INITIATIVE







image1.png
6“\\




