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==============First change==============

[bookmark: _Toc492909793][bookmark: _Toc510696653][bookmark: _Toc35971453][bookmark: _Toc67903570][bookmark: _Toc73173353][bookmark: _Toc96959947][bookmark: _Toc129247653][bookmark: _Toc164863407][bookmark: _Toc209529804]
[bookmark: _Toc22547689][bookmark: _Toc22548242][bookmark: _Toc137716239]4.2.2.3	Connection-specific scope of cryptographic material by IPX-providers
Requirement Name: Connection-specific scope of cryptographic material by IPX-providers 
Requirement Reference: TBA TS 33.501 [3], clause 5.9.3.2, 13.2.2.4.3
Requirement Description: 
Cryptographic material from IPX providers, i.e. raw public keys or certificates, used to authenticate N32-f message modifications is only valid for the N32 connection it is exchanged in. The SEPP under test shall not accept N32-f message modifications signed by IPX-providers other than the ones whose cryptographic material has been exchanged as part of the IPX security information list via the related N32-c connection.
Threat References: TR 33.926 [4], clause G.2.2.2, Misusing cryptographic material beyond connection-specific scope
Test Case: 
Test Name: TC_CONNECTION_SPECIFIC_SCOPE_CRYPT_MATERIAL
Purpose:
Verify that the SEPP to be tested does not use cryptographic material from IPX-providers other than the ones whose raw public key/certificate has been exchanged in the related N32-c connection to authenticate N32-f message modifications.
Procedure and execution steps:
Pre-Conditions:
-	System documentation of the SEPP under test, which details how raw public keys/certificates of peer SEPPs are to be configured and how internal log files can be accessed.
-	Test environment with one node simulating an IPX-provider. This functionality includes parsing N32-f messages, creation of JSON-patches for message modifications and JWS operations, among others.
-	Two public/private key pairs representing IPX-providers.
-	A second SEPP instance for N32 communication with the SEPP under test, which allows for the creation of custom N32-f messages. This system may be simulated. 
-	Both SEPPs are to be configured with the raw public key/certificate of their communication peer to be able to establish an N32-c TLS connection. 
Execution Steps
1.	Both SEPPs are configured for N32-f communication via the simulated IPX-system.
2.	Both SEPPs establish a mutual N32-c connection. As part of the IPX security information list, the secondary SEPP provides one of the prepared raw public keys/certificates of the IPX-providers (KEY_A) to the SEPP under test.
3.	Parallel to the N32 connection in step 1, an additional connection is established between the two SEPPs. Within this connection, an alternate raw public key/certificate of the IPX-providers (KEY_B) shall be exchanged.
4.	Within the N32 connection established in step 1, the tester sends an N32-f message from the secondary SEPP towards the SEPP under test. The intermediate IPX-system appends an arbitrary JSON-(NULL-)patch, which is signed with the private key belonging to KEY_B, i.e. the one out of scope of this particular N32 connection. The modified message is then forwarded to the SEPP to be tested.
5.	Based on the log files of the SEPP under test, the tester validates how the received N32-f message is handled.
Expected Results:
-	N32-f message modifications which have been signed by IPX-providers whose information has not been exchanged as part of the related N32-c connection are discarded by the SEPP under test.
Expected format of evidence: 
Logs and the communication flow saved in a .pcap file.



[bookmark: _Toc22547691][bookmark: _Toc22548244][bookmark: _Toc137716241]==============Next change==============
4.2.2.5	Confidential IEs replacement handling in original N32-f message
Requirement Name: Confidential IEs replacement handling in original N32-f message 
Requirement Reference: TS 29.573 [6], clause 5.3.2.3 
Requirement Description: 
Based on the protection policy exchanged between the SEPPs, the sending SEPP prepares an input for the JWE ciphering and integrity protection as an array of free form JSON objects in the "DataToIntegrityProtectAndCipher" block with each entry containing either a HTTP header value or the value of a JSON payload IE of the API message being reformatted. The index value "encBlockIdx" in the payload part of DataToIntegrityProtectBlock points to the index of a header value or IE value in this input array. 
Threat References: TR 33.926 [4], clause G.2.4.2, Exposure of confidential IEs in N32-f message 
Test Case: 
Test Name: TC_SEPP_CONFIDENTIAL_IE_REPLACEMENT_N32F
Purpose:
Verify that the SEPP under test correctly replaces information elements requiring encryption with the value " encBlockIdx ".
Procedure and execution steps:
Pre-Conditions:
-	System documentation of the SEPP under test, which details how raw public keys/certificates of peer SEPPs are to be configured and how internal log files can be accessed.
-	A second SEPP instance for N32 communication with the SEPP under test, which allows for the creation of custom N32-f messages. This system may be simulated. 
-	Both SEPPs are to be configured with a raw public key/certificate of their communication peer to be able to establish a N32-c connection. 
-	An arbitrary Data-type encryption policy which includes at least one information element requiring encryption on N32-f. The SEPP under test is to be configured with this policy.
Execution Steps
1.	Both SEPPs establish a mutual N32-c connection.
2.	Via the PLMN-internal interface, the tester provides the SEPP under test with a message to be forwarded to the peer SEPP on N32. This message needs to contain at least one information element that requires encryption according to the locally configured Data-type encryption policy.
3.	The tester captures the related N32-f message after transformation by the SEPP under test.
Expected Results:
Information elements in the original message that require encryption according to the Data-type encryption policy are replaced with the value " encBlockIdx ".
Expected format of evidence:
Evidence suitable for the interface, e.g. text representation of the captured N32-f message.

[bookmark: _Toc137716245]==============Next change==============
4.2.2.9	Correct Handling of Inter-PLMN Routing
Requirement Name: Correct Handling of Inter-PLMN Routing
Requirement Reference: TS 29.500 [7], clause 6.1.4.3.3
Requirement Description: 
If the SEPP receives an HTTP request from a NF with a request URI containing a telescopic FQDN and with a 3gpp-Sbi-Target-apiRoot header, the SEPP ignores the 3gpp-Sbi-Target-apiRoot header and route the request using the telescopic FQDN. 
Threat References: TR 33.926 [4], clause G.2.x.a, Inter-PLMN routing using the incorrect reference
Test Case: 
Test Name: TC_CORRECT_INTER_PLMN_ROUTING
Purpose:
Verify that the SEPP under test correctly route the NF request to a remote PLMN when receving both a 3gpp-Sbi-Target-apiRoot header and a telescopic FQDN contained in the Request URI in the HTTP request from a NF.
Procedure and execution steps:
Pre-Conditions:
-	System documentation of the SEPP under test, which details the methods supported for TLS protection between the NF and the SEPP and how internal log files can be accessed.
-	A peer SEPP instance of a remote PLMN for N32 communication with the SEPP under test, which may be simulated. 
-	A NF for sending HTTP request to the remote PLMN of the peer SEPP via the SEPP under test, which may be simulated and supports both telescopic FQDN and the custom 3gpp-Sbi-Target-apiRoot header. The NF is configured with:
-	The NF service profile containing service URI with "https" scheme and an authority of the remote PLMN for communication with the NF producer in the remote PLMN. 
-	The telescopic FQDN of the NF producer in the remote PLMN, having the FQDN of the SEPP under test as the trailing part.
-	The FQDN of the SEPP under test.
-	The SEPP under test is configured with:
-	The FQDN of the peer SEPP in the remote PLMN.
-	The security mechanism negotiated with the peer SEPP in the remote PLMN.
Execution Steps
1)	The NF sets up a TLS connection with the authoritative server for the configured telescopic FQDN, i.e. the SEPP under test.
2)	The NF sends a HTTP service request with the request URI containing the configured telescopic FQDN within the TLS connection to the SEPP under test, before which the tester inserts in the HTTP request a 3gpp-Sbi-Target-apiRoot header set to the apiRoot of a NF producer in another PLMN different from the remote PLMN. 
3)	The NF sends a HTTP service request within the TLS connection to the SEPP under test, before which the tester inserts in the HTTP request a 3gpp-Sbi-Target-apiRoot header set to the apiRoot of the NF producer in the remote PLMN and changes the telescopic FQDN in request URI to be different from the configured one. 
Expected Results:
After step 2), the peer SEPP received the HTTP request from the NF through the SEPP under test.
After step 3), the peer SEPP did not receive the HTTP request from the NF through the SEPP under test
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot containing the operational results.

==============Next change==============


[bookmark: _Toc137716246]4.2.2.10	Correct Handling of Custom HTTP Header with PRINS Security
Requirement Name: Correct Handling of the Custom HTTP Header with PRINS Security
Requirement Reference: TS 29.500 [7], clause 6.1.4.3.4
Requirement Description: 
The 3gpp-Sbi-Target-apiRoot header is not used between SEPPs if PRINS security is negotiated between the SEPPs. 
[bookmark: _Hlk19541373]Threat References: TR 33.926 [4], clause G.2.x.b, Tampering of target API root
Test Case: 
Test Name: TC_HANDLING_CUSTOM_HTTPHEADER_WITH_PRINS
Purpose:
[bookmark: _Hlk2183828]Verify that the SEPP under test correctly handle the 3gpp-Sbi-Target-apiRoot custom HTTP header received from a NF when PRINS security is negotiated with the peer SEPP in a remote PLMN.
Procedure and execution steps:
Pre-Conditions:
-	System documentation of the SEPP under test, including the security mechanisms supported for protection between SEPPs.
-	A peer SEPP instance of a remote PLMN for N32 communication with the SEPP under test, which may be simulated. 
-	A NF for sending HTTP request to the remote PLMN of the peer SEPP via the SEPP under test, which may be simulated and supports 3gpp-Sbi-Target-apiRoot header. The NF is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the SEPP under test.
-	The SEPP under test is configured with PRINS security as the security mechanism negotiated with the peer SEPP in the remote PLMN.
-	A TLS connection is setup between the SEPP under test and the peer SEPP in the remote PLMN for N32-f forwarding.
Execution Steps
1)	The NF initiates a HTTP message sent to the SEPP under test, which includes the 3gpp-Sbi-Target-apiRoot header containing the apiRoot of the target URI in the remote PLMN and the apiRoot in the request URI set to the apiRoot of the SEPP under test.
2)	The SEPP under test forwards the HTTP request to the peer SEPP in the remote PLMN within the N32-f TLS tunnel.
Expected Results:
The peer SEPP received the protected HTTP Request from the NF through the SEPP under test, in which the apiRoot in the request URI is the apiRoot of the target URI in the remote PLMN and no 3gpp-Sbi-Target-apiRoot header is present.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot containing the operational results.



[bookmark: _Toc137716273]==============Next change==============
4.4.4	Robustness and fuzz testing 
The test cases under clause 4.4.4 of TS 33.117 [2] are applicable to SEPP.

The interface defined for the SEPP are in 4.2.4 of TS 23.501 [8].

According to clause 4.4.4 of TS 33.117 [2], the transport protocols available on the interfaces providing IP-based protocols need to be robustness tested. Following TCP/IP layer model and considering all the protocols over transport layer, for SEPP, the following interfaces and protocols are in the scope of the testing:

-	For SBI: the TCP, HTTP2 protocols and the format of JSON protocols.
-	For N32-C: The TCP, HTTP2 protocols and the format of JSON protocols.
-	For N32-F: The TCP, HTTP2 protocols and the format of JSON protocols.

NOTE:	There could be other interfaces and/or protocols requiring testing under clause 4.4.4 of TS 33.117 [2]

==============End of change==============

