3GPP TSG-SA3 Meeting #125
S3-25xxxx
Dallas, USA, 17 – 21 November 2025
Source:
Deutsche Telekom
Title:
New Security Area on Core Network Security
Document for:
Approval

Agenda Item:
5.3.1
Spec:
3GPP TR 33.801-01

Version:
0.1.0

Work Item:
FS_6G_SEC 

1
Decision/action requested

This pCR provides a new security area to the TR 33.801-01.
2
References

[1]
TR 33.801-01, ‘Study on Security for the 6G System’, Release-20.

[2]
SP-251132, ‘Study on Security for the 6G System’, Release-20

3
Rationale

The integration of 5G networks into cloud infrastructure has introduced novel attack vectors and amplified existing security risks. This elevated risk profile stems not only from the disaggregation of hardware and software but also from the extensive array of potential NF implementation options as defined within 3GPP standards. 

This broad interpretability significantly impacts the consistent and secure deployment of security standards across various implementations.

Therefore, in this proposed Security Area and it’s Key Issues it shall be discussed if the definition of the 3GPP standard can be adapted in such a way that the implementation diversity is maintained but at the same time the security objective, in this case e2e authentication between NFs/services on application level, can also be achieved?
The challenge

The defined mechanisms in today's 5G standard assume one common endpoint for mTLS termination on transport level and authentication on NF application level.
Reality shows that NF implementations e.g. in cloud deployments do often not have this common implementation endpoint. They have an endpoint/instance handling mTLS termination (LB, gateway, pod, ...) and another instance/endpoint representing the NF/service. Currently, the endpoint handling mTLS termination is also the one being authenticated (on transport level). In other words, the intended authentication of the service/application/function which should be done on application level is done on transport level (mTLS).
This leads to
1. the situation that the point of authentication (mTLS termination endpoint – on transport level) and the point of authorization (NF/service on application level) are different (different PODs, different hosts, different physical instances,…)
2. the fact that mutal (TLS-) authentication is impacted by the SCP in the indirect communication model within the 5G Core Network (as noted in 3GPP TS 33.501, clause 5.9.2.4), as due to the TLS termination at the SCP, the original TLS connection (and the transport-layer identity of the NF) is not preserved end-to-end.
3. the inability to deploy Layer 7 (L7) service meshes without relocating the authentication enforcement point away from the NF, as the application layer needs to be decrypted (which means mTLS termination) to be able to route to the called service path (in the HTTP header). 
The Goal

For enhanced security, the service instance shall serve as the authenticated endpoint at the application layer as such a shift would effectively decouple secure communication from authentication, thereby fostering more secure cloud deployments within a 6G CN. To achieve this, this Security Area holds a Key Issue that aims for a comprehensive study of solutions and their associated implications of a potential repositioning of NF authentication to the application layer.
4
Detailed proposal

***** Start of Change 1*****
5.x
Security area #x: Core Network Security
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
5.x.1
Introduction 

Editor's Note: Detailed description of the security area 
Purpose is to study potential attack vectors, vulnerabilities, security and privacy risks, impact and mitigations. This includes the following aspects:
· Service-Based Interface (SBI) Security
· Distributed Core Functions
· Network Automation and AI Security
5.x.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.x.3
Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 

5.x.3.y
Key issue #x.y: NF Authentication on Application Layer in 6G
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
5.x.3.y.1
Key issue details
The 3GPP defined mechanisms for NF authentication/authorization in today's 5G standard assume one common endpoint for mTLS termination on transport level and authentication on NF application level, while reality shows that NF implementations e.g. in cloud deployments do often not have this common implementation endpoint. 

Usually an endpoint/instance is handling mTLS termination (LB, gateway, sidecar, ...) and another instance/endpoint is representing the actual NF/service. Thus, the authentication enforcement point is the endpoint handling mTLS termination, which may be different from the point of later authorization (OAuth2 within the actual NF).

Mutal TLS authentication is impacted by the SCP in the indirect communication model within the 5G Core Network (as noted in 3GPP TS 33.501, clause 5.9.2.4), as due to the TLS termination at the SCP, the original TLS connection (and the transport-layer identity of the NF) is not preserved end-to-end. Therefore, there is no end-to-end transport-layer authentication (via TLS) between a NF Service Consumer and a NF Service Producer ("hop-by-hop security" only). Mutual authentication is only achieved between adjacent nodes (NFc-SCP and SCP-NFp) requiring the NFp to use an additional consumer reated signed assertion, the CCA for application-layer end-to-end authentication (which only is defined in one direction).

5.x.3.y.2
Security threats 
Increased Attack Surface:

Having multiple endpoints inherently increases the number of potential entry points for an attacker. An architecture split of authentication- and authorization endpoint requires careful handling of communication between the two, and any misstep can introduce a vulnerability. It also complicates logging, monitoring, and auditing, making it harder to detect and respond to a security incident.
Decryption at a point external to the NF introduces a potential security vulnerability by exposing unencrypted application data outside the trusted NF boundary. 
Broken Access Control and Misconfiguration:

The lack of a tight, integrated connection between the two endpoints can lead to improper access control and the risk of logic flaws where the authorization endpoint assumes that because a request is coming from the "trusted" authentication endpoint, the requesting NF is who it says it is and has the permissions it claims. An attacker could bypass the authentication endpoint entirely and send a crafted request directly to the authorization endpoint, masquerading as a valid user.
Token and Session Management Vulnerabilities:

Risk that the authentication details could be intercepted - for instance, if passed in a less secure channel, it could be exposed to attackers.
5.x.3.y.3
Potential security requirements
The 3GPP 6G services shall serve as authentication and authorization endpoints at the application layer.
5.x.3.y.4
Interim agreements

Editor's note:
This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
.
***** End of Change 1*****
