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Comments
This contribution proposes adding a new security area on Secure UE Identification and Network Access for the 6G system.
With the evolution of IMT-2030 (6G) communication capabilities, one of the expectation is to extend beyond the foundational 5G scenarios: mMTC to support new paradigms into massive communication. The expansion toward massive communication as one of the core 6G use cases will significantly increase the number and diversity of connected UEs, thereby expanding the potential threat surface related to UE identification and network access. Currently, security challenges exist concerning the exposure of permanent UE identifiers and the risk of compromised UEs abusing authenticated network connections.
Most identifiers associated with user equipment or related services are static and long-term in 5G, which can lead to persistent security and privacy exposure. When the same identifier is used across multiple services or sessions, it can enable continuous tracking of the user’s activities or service usage over time. To mitigate these risks, the 6G system should consider introducing more flexible identification and authentication mechanisms that maintain operator control while allowing controlled adaptability for users and services when necessary.

Therefore, it is proposed to introduce a dedicated security area on Secure UE Identification and Network Access to study these topics within TR 33.801-1.<details on the proposal>

      First Change        
[bookmark: _Toc209957928]4	Security areas and high level security requirements
[bookmark: _Toc209957929]4.1	Security areas  
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. 
This document includes the following security areas: 
1) <security area name> deals with <short description> 
Y) Secure UE Identification and Network Access security area – deals with all security aspects related to flexible UE identification, enhanced identifier privacy, and security controls against UE abnormal behaviours.
      Next Change        
[bookmark: _Toc448754534][bookmark: _Toc209957931]5	Key issues and solutions 
[bookmark: _Toc448754535][bookmark: _Toc209957932]5.x	Security area #x: <security area name> Secure UE Identification and Network Access
[bookmark: _Toc448754536][bookmark: _Toc209957933]5.x.1	Introduction 
Editor's Note: Detailed description of the security area 
This security area addresses security and privacy aspects for various entities accessing the 6G network, based on the need for enhanced identification, authorization, and access control. 
The area covers the following core security objectives:
- Study authentication and authorization of identifiers used to access the 6G network, including a user identifier associated with a subscription and used on a UE (i.e., human user), and identifiers associated with an application instance or a non-3GPP device behind a UE or 5G-RG; explore potential new identity management approaches for 6G cases to harmonize authentication and authorization across heterogeneous domains.
- Study privacy and security impacts of usage of user identifiers associated with a subscription or with a non-3GPP device behind a UE or 5G-RG, including exposure of user profile related information.
      End of Changes        

