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1
Decision/action requested

Endorse the content under clause 4 as the starting point for the TS work on the ID privacy topic.
2
References

[1]
S3-252326

[2]
S3-252327 
3
Rationale

This document provides in clause 4 below, a snapshot of the discussed content and solutions for ID privacy. This is for the record so that the proposals and the discussions for the TS do not start from scratch again.
4
Detailed proposal

The content below is from S3-252326 [1] and S3-252327 [2]. It includes the genral clause, a place holder for the privacy solution for individual inventory and one privacy solution for the group inventory.
5.4
Protection of AIoT device identifier privacy
5.4.1
General

The protection of AIoT Device identifiers applies to the following use cases:

-
Group Inventory, this can be stand-alone event or an event that precedes dedicated individual Command procedure as specified in TS 23.369 [2].

-
Individual Inventory only, this allows the network to check for one specific AIoT Device. 

-
Individual Inventory + Command, this allows the network to page one AIoT Device and deliver a command to that AIoT Device.
The details how the AIoT Device identities are protected are documented in the procedures. 
5.4.2
Procedures for AIoT Device identifier protection

5.4.2.x
Group Inventory Procedure based on filtering information
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Figure 5.4.2.X-1:  Privacy protection of AIoT device ID in inventory with filtering information

1.
Step 1-6 of clause 6.2.2 (Procedure for Inventory) or clause 6.2.3 (Procedure for command) of TS 23.369 [2] is performed. The AIoT_Inventory request or the AIoT_Command_request contains the filtering information.

Editor’s Note: issues related filtering information is FFS.

2.
The AIOTF shall retrieve AIoT device IDs that match with the filtering information. Then, the AIoTF shall compute the list of T-IDs for the AIoT device IDs as specified in clause B.D.

Editor’s Note: whether AIOTF or ADM computes and checks T-ID is FFS. 

Editor’s Note: in case AIOTF computes T-ID, how the KAIoTF is derived in ADM and how AIOTF retrieves the KAIoTF is FFS. In case ADM computes T-ID, the impact of interaction between AIOTF and ADM and the analysis of load of ADM is FFS.

NOTE: Construction of the list can happen later, but before step 8.

Editor’s Note: How to address paging all case (i.e. paging message does not contain filtering information) is FFS.

Editor’s Note: whether AIOTF can acquire device ID from ADM is FFS.

Editor’s Note: whether and how to address Replay attack (e.g., replay RANDAIOT_n to track the same T-ID) or DoS attack (e.g., energy depletion in AIoT device) is FFS.

3.
The AIoTF shall include the filtering information and RANDAIOT_n in an Inventory Request and send the Inventory Request to the NG-RAN. 

4.
The NG-RAN shall send a Paging message containing the filtering information and RANDAIOT_n. 

5.
Upon receiving the Inventory request, the AIoT device shall check if the filtering information matches with the configured filtering information. If they match, the AIoT device shall compute a T-ID as specified in clause B.D. If the filtering information does not match, the AIoT device shall stop further processing of the Inventory Request, i.e., the rest of the steps are not performed.

Editor’s Note: the format of the configured filtering information is FFS.

Editor’s Note: whether a random number from device is required is FFS

6.
The AIoT device shall include the T-ID in an D2R message and send it to the NG-RAN. 

7.
The NG-RAN shall send an Inventory Report containing the T-ID to the AIOTF.

8.
Upon receiving the Inventory response, the AIOTF shall find a matching T-ID. If there is a match, the AIOTF shall construct an AIoT_Inventory Notify including the AIoT device ID that corresponds to the received T-ID. 

9.
The AIOTF continues with the procedures as specified in clause 6.2.2 or clause 6.2.3 of TS 23.369 [2].

Editor’s Note: Whether network can provide network assigned T-ID to the AIoT device in command procedure is FFS.

5.4.2.y
Individual Inventory Procedure

This procedure details how the Device Identity is protected when the network performs an Individual inventory.

Editor’s Note: It is FFS how to protect the AIoT Device ID when an individual AIoT Device is paged for an Individual Inventory that may or may not be followed by a command. The current situation is that there are two options (A and B) considered. These are captured in Annex X to document the status. More work is needed to reach consensus and complete the normative specification for this procedure.
B.D
Temporary ID generation scheme
Temporary ID s are generated based the following parameters:
-
AIoT device ID;

-
RANDAIOT_n;
Editor’s Note: which input key (e.g., KAIoT or KAIoTF) to be used is FFS

Editor’s Note: which algorithm will be used for temp ID generation is FFS.
The content below is from S3-252326 [1]. It includes two privacy solutions (option A & B) for the individual inventory.
Annex X (Informative)

X.1
Introduction

This annex is used to document two options (A and B) that are being considered as potential solutions to be specified in the normative clause 5.4. They are documented here to capture the progress made during several meetings. It must be noted that neither of the solutions in this annex have reached consensus to be normatively specified and further work on the solution may be needed. This Annex is to be deleted or voided once consensus have been reached.

The options in the following annex clauses address the following cases:

-
Individual Inventory only, this allows the network to check for one specific AIoT Device. 

-
Individual Inventory + Command, this allows the network to page one AIoT Device and deliver a command to that AIoT Device.

X.2
(Option A)

X.2.1
Individual Inventory

This procedure details how the Device Identity is protected when the network performs an Individual inventory only and when the inventory phase is followed by a command.

The following high-level principles applies: 

A temporary ID is generated and verified independently by the AIoT Device and network based on shared device credential and the NONCE included in the paging message. The AIoT Device does not store the temporary ID.
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Figure X.2.1-1:  Privacy protection of AIoT device ID in inventory with AIoT device ID

1.
The AF initiates Inventory as specified in clause 6.2.2 of TS 23.369 [2]. The AIoT_Inventory request contains the AIoT device ID.

2.
The AIoTF shall obtain a T-ID, which is computed using a cryptographic key, the AIoT device ID and a randomly generated nonce, Noncenetwork as specified in clause X.2.1.B.D. Then, the AIoTF shall include the T-ID and Noncenetwork in an Inventory Request and send the Inventory Request to the NG-RAN.
Editor’s Note: whether AIoTF or ADM computes T-ID is FFS. 

Editor’s Note: in case AIoTF computes T-ID, a key KAIoTF derived from KAIoT in ADM is used. How AIOTF retrieves the KAIoTF is FFS. 

Editor’s Note: in case the T-ID is computed by the ADM, whether the cryptographic key is the long-term key KAIoT or a key derived from KAIoT , and the impact of interaction between AIOTF and ADM and the analysis of load of ADM is FFS.
3.
The NG-RAN shall send a Paging message containing the T-ID and Noncenetwork. 
4.
Upon receiving the Inventory request, the AIoT device shall compute a T-ID in the same way it was computed in the network X.2.1.B.D.
Editor’s Note: whether and how to address attacks of an attacker broadcasting T-ID and Nonce triggering all AIoT Devices to constantly compute T’-D (e.g., energy depletion in the AIoT devices) is FFS.

Editor’s Note: how to address the attack that manipulates the RANDAIOT_N in the Paging message is FFS.
If the computed T-ID does not match with the received T-ID, the AIoT device shall stop further processing of the Inventory Request, i.e., the rest of the steps are not performed.
 If the computed T-ID matches with the received T-ID, the AIoT device shall compute a T-ID’ using the same cryptographic key that the network used to compute T-ID, its AIoT device ID, the received Noncenetwork and a randomly generated nonce, Noncedevice as specified in clause X.2.1.B.E. 

5.
The AIoT device shall include the T-ID’ and Noncedevice in a D2R message and send it to the NG-RAN. 

6.
The NG-RAN shall send the Inventory Report containing the T-ID’ and Noncedevice to the AIoTF.

7.
Upon receiving the Inventory response, the AIoTF shall obtain a T-ID’ as specified in clause X.2.1.B.E. If the computed T-ID’ matches with the received T-ID’, the AIoTF shall construct an AIoT_Inventory Notify including the AIoT device ID that corresponds to the received T-ID’.
Editor’s Note: whether AIoTF or ADM computes T-ID’ is FFS.

8.
The AIoTF shall send the AIoT_Inventory Notify to the AF as specified in clause 6.2.2 of TS 23.369 [2].

X.2.1.B.D
Temporary ID generation scheme 1
Temporary IDs are generated based on the following parameters:
-
AIoT device ID;
-
Noncenetwork;
Editor’s Note: which input key (e.g., KAIoT or KAIoTF) to be used is FFS

Editor’s Note: which algorithm will be used is FFS

X.2.1.B.E
Temporary ID generation scheme 2
Temporary IDs are generated based on the following parameters:

-
AIoT device ID;
-
Noncenetwork;
-
Noncedevice;
Editor’s Note: which input key (e.g., KAIoT or KAIoTF) to be used is FFS

Editor’s Note: which algorithm will be used is FFS

X.3
(Option B)

X.3.1
Individual Inventory Only Procedure

This procedure details how the Device Identity is protected when the network performs an Individual inventory only.

The following high-level principles applies: 

For Individual Inventory only, the network provides AIoT Device privacy by use of Temp ID in the paging message. The AIoT Device responds to the paging message with the Temp ID and integrity protection as described in clause 5.x. After completion of the Inventory procedure a new Temp ID is locally derived by both the AIoT Device and the network. The new Temp ID is used the next time the AIoT Device is individually paged.

Editor’s Note: How the integrity protection of the paging message as described in clause 5.x is FFS.
Temp ID synchronization and re-synchronization are described in X.3.3.

[image: image3.emf] 

$,R7�'HYLFH

 

1*-�5$1

 

$,27)

 

1()

 

$)

 

���,QYHQWRU\�5HTXHVW��7HPS�,'BQ�

�

5$1'

$,27BQ

��&RUUHODWLRQ�,'�

 

���1QHIB$,R7B,QYHQWRU\�5HTXHVW

 

���1DLRWIB$,R7B,QYHQWRU\�5HTXHVW��7DUJHW�GHYLFH�LQIRUPDWLRQ�

 

���$,27)��VHOHFWLRQ

 

����1DLRWIB$,R7B,QYHQWRU\�1RWLI\

 

����1QHIB$,R7B,QYHQWRU\�1RWLI\

 

�E��5DQGRP�$FFHVV�PVJ�

 

$'0

 

�D��5HTXHVW��$,R7�'HYLFH�3HUPDQHQW�,'�

 

��D��5HTXHVW��7HPS�,'BQ�

 

���1DLRWIB$,R7B,QYHQWRU\�5HVSRQVH

 

���1QHIB$,R7B,QYHQWRU\�5HVSRQVH

 

���,QYHQWRU\�5HVSRQVH��&RUUHODWLRQ�,'�

 

����,QYHQWRU\�5HSRUW��&RUUHODWLRQ�,'��1$6��7HPSB,'BQ�

 

$0)

 

1 2 . Inventory  Complete   (Correlation ID)  

9a. Paging (Target device information,  RAND AIOT_n )  

9c. Random Access msg2  

9d. D2R (Temp ID _n )  

11b. Response ( AIoT   Device  Permanent ID(s) , result )  

4b. Response (Temp ID _n )  

0.   A IoT Device and ADM  are  pre - configured  with a  SEED  or i nitial Temp ID   or both.  


Figure X.3.1-1: Procedure for Device ID protection during Individual inventory only

Procedure:
0. The AIoT Device has a pre-configured initial Temp ID, the Network (the ADM) also have the initial Temp ID stored together with the device long term key, KAIOT in the AIoT Device profile.
1-3. Details of step 1-3 are specified in TS 23.369 [2]. No changes are needed to protect the AIoT Device Permanent ID.

NOTE 1:
The Target Device Information provided by the AF addresses a specific device i.e., its AIoT Device Permanent ID.

4. The AIOTF generate a RANDAIOT_n. The AIOTF fetches the current Temp ID_n from the AIoT Device Profile in the ADM or from local device context in the AIOTF.

Editor’s Note: which entity (e.g., AIOTF or ADM) generates a RANDAIOT_n is FFS.

Editor’s Note: how Temp ID_n is generated, and which key is used is FFS.

5-6. Details of step 1-3 are specified in TS 23.369 [2]. No changes are needed to protect the AIoT Device Permanent ID.

7. The AIOTF sends an Inventory Request to the NG-RAN. The Inventory requests include Temp ID_n, Correlation ID as specified TS 23.369 [2] and the RANDAIOT_n. The Correlation ID is used to link response related this Inventory Request.

8. Details of this step is specified in TS 23.369 [2]. No changes are needed to protect the AIoT Device Permanent ID.

9. The NG-RAN Reader sends the paging message which includes the Temp ID_n and the RANDAIOT_nin the Container as specified in TS 38.300 [3]. If a AIoT Device matches its identity to the Temp ID_n, the NG-RAN and AIoT device performs the Ambient IoT random access procedure as specified in TS 38.300 [3]. The AIoT Device generates a new Temp_ID_n+1 and RANDAIOT_d and stores the new Temp ID_n+1.

Editor’s Note: how to handle if the AIoT device could not store the new Temp ID is FFS.

Editor’s Note: how and why RANDAIOT_d is generated from RANDAIOT_N is FFS.

Editor’s Note: how to address the attack that manipulates the RANDAIOT_N in the Paging message is FFS.

Editor’s Note: how to address the attack that spoofs the D2R message is FFS. The D2R spoofing attack results into the incorrect inventory results in the network and introduces a de-synchronization of the Temp ID between the AIoT device and network.

NOTE 2: The RANDAIOT_d is not used to protect the AIoT Device Identifier. It is used to provide integrity protection of the response as described in clause 5.2.

Editor’s Note: how the RANDAIOT_d is used to provide the integrity protection of the response is FFS.

Editor’s Note: which algorithm will be used is FFS
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Figure X.3.1-2: Derivation of Temp ID_n+1 and RANDAIOT_d
The AIoT Device sends the Inventory Response NAS message which includes the Temp ID_n. 

10. The NG-RAN forwards the NAS message to the AIOTF

11. The AIOTF request the ADM to verify the Inventory Response. The ADM reports the result of the message verification and optionally the AIoT Device Permanent ID. If the message was authentic, the ADM generates the next Temp ID_n+1 in the same way as the AIoT Device did in step 9 and stores Temp ID_n+1 and stores it in the AIoT Device Profile. 

NOTE 3: The message verification is specified in clause 5.2.

Editor’s note: The impact of interaction between AIOTF and ADM is FFS. The analysis of load of ADM is FFS.

Editor’s Note: how to ensure privacy if the same temp ID is used several times due to the loss of the messages, write failure, or attacks.

12-14. Details of step 12-14 are specified in TS 23.369 [2]. No changes are needed to protect the AIoT Device Permanent ID

X.3.2
Individual Inventory + Command Procedure

The following high-level principles applies: 

When the Inventory + Command procedure is performed, the network generates a new Temp ID and send it securely to the AIoT device in the following Command message. It allows the AIoT Device to save some power of locally deriving a new Temp ID. The new Temp ID is used the next time the AIoT Device is individually paged.

Temp ID synchronization and re-synchronization are described in X.3.3.

This procedure details how the Device Identity is protected when the network performs an Individual inventory and when a command follows the inventory phase.
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Figure X.3.2-1: Procedure for Device ID protection during Individual + Command procedure

0. The AIoT Device has a pre-configured initial Temp ID_0, the Network (the ADM) also have the initial Temp ID_0 stored together with the device long term key, KAIOT in the AIoT Device profile.
1-6. Details of step 1-6 are specified in TS 23.369 [2]. No changes are needed to protect the AIoT Device Permanent ID.

7a-7b. AIOTF checks the Permanent ID with ADM. The ADM retrieves the stored Temp ID_n and generate a session key and RANDAIOT_n. ADM responds with the Temp ID_n, the session key and RANDAIOT_n that was used to derive the session key.

Editor’s Note: how the session key is derived is FFS.

8. The AIoTF sends an Inventory Request to the NG-RAN. The Inventory requests include Temp ID_n, Correlation ID, follow-on command indicator and RANDAIOT_n. The Correlation ID is used to link all responses related this Inventory Request.

9. The NG-RAN sends an Inventory Response to the AIOTF with the Correlation ID indicating that the Inventory Request is received successfully and will perform the service operation accordingly.

10. The NG-RAN Reader sends the paging message which includes the Temp ID_n, Command Indicator, and RANDAIOT_n in the Container as specified in TS 38.300 [3]. If a AIoT Device matches its identity to the Temp ID_n, the NG-RAN and AIoT device performs the Ambient IoT random access procedure as specified in TS 38.300 [3]. The AIoT Device derives the session key using the RANDAIOT_n in the same way as ADM and integrity protects the Inventory response message as specified in clause 5.2.

Editor’s Note: The Command Indicator may not be needed if an AS_ID is assigned in msg2 by NG-RAN. This needs to be checked.

Editor’s Note: Integrity protection of the Inventory response message is FFS.

Editor’s Note: How to address the replay attack is FFS.

Editor’s Note: Linkability between step 10a (Paging request) and step 10d (D2R message) is FFS.

The AIoT Device replies to the paging message with D2R with the Temp ID_n.

11. The NG-RAN forwards the NAS message to the AIOTF in the Inventory Report message.

12. The AIOTF verifies the Inventory Response message. The AIOTF requests the ADM to generate a new Temp ID_n+1. The ADM generates the next Temp ID_n+1 and stores it in the AIoT Device Profile. 

Editor’s note: The impact of interaction between AIOTF and ADM is FFS. The analysis of load of ADM is FFS.
13. AIOTF encrypts NAS message as specified in clause 5.3 using the session key, the NAS message includes both the command and new Temp ID_n+1. 
14. The NG-RAN Reader sends the R2D message which includes the encrypted NAS message (Command and new Temp ID_n+1) in the Container as specified by RAN2. 

15. AIoT device verifies and decrypts the NAS message and performs the command and stores the new Temp ID_n+1.

Editor’s Note: how to handle if the AIoT device could not store the new Temp ID is FFS.

16. The AIoT Device send a D2R message that includes encrypted NAS message.

17. The NG-RAN sends a Command response that includes encrypted NAS message to the AIOTF. The AIOTF verifies and decrypts the NAS message.

Editor’s Note: how to ensure the privacy if the same temp ID is used several times due to the loss of the messages, write failure, or attacks.

18-19. Details of step 18-19 are specified in TS 23.369 [2]. 
X.3.3
Out-of-Synch detection and Resynchronization of Temp_ID

In case the network does not receive an Inventory Response from a AIoT Device after an Individual Inventory Request as described in X.3 and X.4, it can indicate that the AIoT Device and network is out-of-synch with the Temp IDs. This can happen if e.g.,:

· The Inventory Response or Command Response from the Device was lost during transmission due to radio link issues e.g. interference, range, etc. in that case the AIoT Device would generate the Temp ID_n+1, but the ADM would not generate the Temp ID_n+1 or know that the device has received the Temp ID_n+1 as it did not get any response.

· Something went wrong during the Inventory procedure e.g. the AIoT Device managed to write to the NVM but not send the inventory response or command response or the AIoT Device sent the inventory response or command response but was not able to write to the NVM.

This means that the ADM either has a Temp ID that is older or newer than the Temp ID in the AIoT Device. They can never be more than one off.

Temp ID sequence recovery is possible if the network performs Individual Inventory with both Temp ID_n-1 or Temp ID_n+1. When the device responds to the network, the network adjusts the sequence, and both are in synch again.

The network can verify the out-of-synch problem by performing a group inventory with a group that includes the specific device. If the device response to that group Inventory, the network knows that there is an out-of-synch issue. If the AIoT Device didn’t respond, the network knows that the device is not reachable and there may not be an out-of-synch issue.
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