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Annex X (normative):
Security for Store and Forward Satellite operation
X.1	General
This Annex describes the security aspects of Store and Forward Satellite operation. The general features of Store and Forward Satellite operation are described in 23.401 [2].
There are two example deployment options for Store and Forward Satellite operation given in Annex O of TS 23.401 [2], i.e. Split MME architecture and Full EPC in each satellite. In both cases, regular LTE procedures shall beare used to provide the security between the UE and network, e.g. authentication and protection of traffic between the UE and network. 
The security of communications between the proxies on satellite and the ground station(s) is out of 3GPP scope.
NOTE:	The following informative text in clauses X.2 and X.3 outlines security aspects of the two deployment options as described in Annex O.2 and O.3 of TS 23.401 [2].
X.2	Security aspects of Split MME architecture
Editor’s Note: This clause describes the security aspects of Split MME architecture to support Store and Forward Satellite operation.
Mutual authentication between the UE and the network in a split MME architecture can involve more than one satellite (i.e., more than one MME-onboard), in which case the ground segment of the network is responsible for the selection and provisioning of MME-onboard the same, or another satellite, with the necessary information (e.g., Authentication Vector) to perform or finish an authentication procedure. The MME on-board obtains the EPS authentication vectors when the feeder link is available, and stores the authentication vectors when the service link is unavailable.
The NAS security shall be terminated on the MME-onboard. The ground segment of the network shall ensure that the latest NAS security context of the UE, or an Authentication Vector, is available at the MME-onboard.
NOTE: 	The distribution and synchronization of the latest NAS security context between the MME-ground and MME-onboard is out of the scope of 3GPP. 
Editor’s Note: Addressing (D)DOS attack is FFS.
X.3	Security aspects of Full EPC in each satellite

[bookmark: _GoBack]The security credentials required for the mutual authentication are stored in the HSS onboard the satellite. To enable having only a satellite-specific subscriber key stored in the satellite, IOPS-based keying method described in Annex F of the present document is used to limit the impact of exposing long-term keys in the HSS onboard the satellite.
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