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* * * First Change * * * *
[bookmark: _Toc42174455][bookmark: _Toc42175465][bookmark: _Toc42176933][bookmark: _Toc145343620]6	Security procedures for mobile metaverse services
6.X	Authentication and authorization for spatial localization services
Editor’s Note: This clause will be updated to give reference to the procedure for authentication and authorization for spatial localization services.

6.x.a Authentication and authorization for spatial localization services when CAPIF is used 
When CAPIF is used as specified in TS 23.434 [2], the security mechanism for CAPIF specified in TS 33.122 [29] is referred to protect interfaces between spatial anchors client and spatial anchors server specified in TS 23.437 [x], between VAL server and spatial anchors server, between spatial map client and spatial map server specified in TS 23.437 [x], VAL server and spatial map server. Spatial anchors client, spatial map client and VAL server take role of API Invoker in CAPIF. Spatial anchors server and spatial map server take role of AEF in CAPIF.
NOTE: If Resource owner-aware northbound API access is required, Authentication and authorization for RNAA specified in clause 6.5.3 of TS 33.122 [29] are followed to protect the interfaces. Otherwise, Authentication and authorization specified in clause 6.5.2 of TS 33.122 [29] shall be followed to protect the interfaces.
Editor’s Note: Authorization on service operation level and resource level granularity is to be aligned with CAPIF_Ph3-Sec. 
6.x.b Authentication and authorization for spatial localization services when CAPIF is not used 
When CAPIF is not used, in order to gain access to SEAL spatial localization services, the spatial anchors (SAn)/spatial map (SM) client shall present an access token to the SAn/SM server for each spatial localization service of interest. If the access token is valid, then the SAn/SM client shall be granted to use the service.
[bookmark: _GoBack]Editor’s Note: How the SAn/SM client gets access token is FFS.

* * * Next Change * * * *
6.Y	Authentication and authorization for digital asset services
Editor’s Note: This clause will be updated to define procedure for authentication and authorization for digital asset services.

* * * Next Change * * * *

6.Z	Privacy protection for user information exposure
Editor’s Note: This clause will be updated to define procedure for privacy protection of user information.

* * * End of Changes * * * *


